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IBM Connections overview

IBM Connections is an enterprise class social software platform. It features applications that
any size business can leverage for collaboration. Whether internal or externally accessible,
content can be created and shared with dynamic networks of colleagues in features such as
Communities, Blogs, Activities, or Wikis.

IBM Connections provides the following features and benefits:

» Accessible from a variety of devices ranging from a PC web-browser to mobile devices.

» Fosters innovation through cultivation of critical information from co-workers, colleagues,
partners, and customers.

» Numerous points of integration with other products which can realize an infinite number of
possible ways to create and consume multi-media content.

» Highly scalable to meet the demands of tens to hundreds of thousands of Users.
» Customizable and brandable to deliver an experience unique to your company.

IBM Connections includes the following applications:
» Activities

Activities is a project-oriented application that allows you to create, assign, organize, and
prioritize activities with to achieve goals. Such activities or any of the information which it is
comprised of can then be referenced and re-used throughout the entire IBM Connections
platform.

Activities are comprised of Entries, To-Do items, and Sections. Entries within an Activity
are designed to store rich-content. Whether to be used as information resources or
containing the final product or goal of the Activity itself, Entries are flexible structures.
Activity Entries can also be tagged so that they can easily surface within other applications
of IBM Connections.

To-Do items are structures within an Activity that organize tasks, assignments, and
assignees. You can also assign To-do items priorities, due dates, members, bookmarks,
files, and custom fields.

Sections are expandable and collapsible structures within an Activity that bring
organization to an Activities Entries and To-do items. A section can contain multiple
entries and to-do items. You can relocate a section within an Activity easily.

© Copyright IBM Corp. 2013. All rights reserved. 1
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In addition to the elements of an Activity, IBM Connections also provides a way to create
an Activity Template either from scratch or an existing Activity. This feature facilitates the
reuse or creation of structure within an Activity.

Blogs

Functioning as a journal, Blogs provides a tool with which users can create and deliver
rich-content from a personal perspective that other users can consume, reference, and
even participate in the growth of ideas an author writes about. IBM Connections offers
essentially three types of Blogs, a Personal Blog, Community Blog, and Ideation Blog. The
functionality of Personal and Community Blogs is virtually the same, except for who can
read and provide feedback on the Blog Entries.

An |deation Blog is a special type of Blog that can only exist within a Community. Its
purpose is to generate ideas on a specific topic and also collect feedback from IBM
Connections users. Users can create ideas for the given topic in a fashion similar to a
thread-based forum. Other users can then vote on or comment on those ideas. When the
ideas have enough support from the Community of users determined either on votes or
feedback, that idea can then be graduated; an option to create an Activity from the
Graduated Idea is also available to continue developing the idea. In addition, Owners of
the Ideation Blog can manage several different aspects to ensure that the final goal of the
best idea can be realized. Whether limiting the number of votes users can cast, to freezing
the creation of ideas, to ultimately preventing the creation of new ideas while allowing
voting and commenting on existing to continue, many aspects of an Ideation Blog can be
controlled.

Bookmarks

This application provides a way for users to store references to content in or outside the
IBM Connections platform, organizing the references with social technologies such as
Tags, Comments, and Popularity.

Communities

In ways similar to a company intranet web-site, this application provides a way which users
can organize teams to share information and interact with each other using Community
Activities, Files, Forums, Bookmarks, Feeds, and so on .

Files

Acting as a repository, this application provides users with a concentric location to store
multimedia in multiple formats. That data can then be shared within Communities, across
dynamic networks of users, or publically.

Forums

Topics of discussion can be held within Forums to brainstorm and cultivate information that
can then be transformed into content that comprises Activities, Blogs, or even Wikis.
Similar to an Internet Message-board, this application provides the ability to archive
messages rather than leave them volatile, for future reference, in a hierarchal or tree-like
structure.

Homepage

Similar to Communities, this application provides a launchpad-like website specific to a
given user that allows them to easily consume notifications of information and content
which they have followed or are a member of. Features like the Activity Stream provide
users with an easy way to provide feedback on notifications of events generated from
other applications within IBM Connections or establish a status that other users can be
aware of.

Metrics
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Statistics that surface the usage of the IBM Connections platform and provide real-world
numbers that users, administrators, and management alike can leverage.

» Profiles

A directory of the users both within and external to your IBM Connections platform, this
application delivers user-friendly tools that can be leveraged to easily locate and
communicate with co-workers, colleagues, &and customers.

»  Wikis
This application provides tools that a user, team, or even Community members, can
leverage to create and store information. Pages comprising a wiki can be organized in a

hierarchy, with changes of those pages tracked, comments to improve the content with,
and recommendations that other users can leverage to find the right information.

1.1 The software components and their roles

The following figure shows the major software components in an IBM Connections 4
deployment:

LDAP Server

IBM Tivoli Directory
Integrator

IBM WebSphere
Application Server
Network Deployment

IBM HTTP Server

Relational Database

IBM HTTP Server

The IBM HTTP Server is a front-end web server that provides the HTTP connection between
the browser and the application server. A plug-in, generated by IBM WebSphere Application
server, is deployed to the HTTP server to provide dynamic linking of the content.

Using an HTTP server instead of the one built into IBM WebSphere provides you options for
off loading the processing, caching, and horizontal scaling.

IBM WebSphere Application Server Network Deployment

IBM WebSphere Application Server Network Deployment (ND) provides the functionality for
application deployment and management across multiple physical and logical nodes. Using
WebSphere Application Server ND is the best approach to provide future scalability of the
solution onto other servers. It also allows the deployment to be split across multiple physical
servers, but still be managed by a single user interface.
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Relational database environment

The relational database systems (IBM DB2, Microsoft SQL Server, and Oracle) is the primary
data store for the indexes and content displayed when the user works with IBM Connections.
Note that it is not the only data store but is the primary one that the application talks to
directly.

Tivoli Directory Integrator

Tivoli Directory Integrator (TDI) provides the essential linkage between the Profiles in IBM
Connections, the LDAP directory, and other sources of information. TDI pulls the details about
the authorized users from the LDAP V3-compliant system, such as IBM Domino or Microsoft
Active Directory, and creates and manages records in the Profiles database in the database
server. When the user logs in, the system looks for a Profile for the user being authenticated.
It then uses that information for business card lookups, reporting chain management, and so
on.

TDIl is usually scripted to run automatically using a Scheduled Service or a cron job so that
changes in the corporate directory are reflected in the IBM Connections environment. You
can set the frequency of running updates based on your business need.

You can use TDI to integrate many different data sources into the Profiles environment. For
example, you might want to pull in human resource information from a SAP environment and
pick up employee photos from a file system. You can use TDI to create a scheduled workflow
for this.

LDAP

LDAP is not included in the IBM Connections installation but is a requirement in an IBM
Connections deployment. IBM Connections uses an LDAP directory to authenticate user
requites. It also uses LDAP directories to populate and manage the Profiles.

The LDAP integration is performed within IBM WebSphere Application Server as a "federated
repository" and the WebSphere Application Server administration console provides all the
tools and features to set this up and test it.

If your organization has a large LDAP directory, you might want to restrict the people who can
authenticate and gain access to the IBM Connections environment. This is normally done by
creating a group in the LDAP environment (such as an Active Directory group, or an Access
Control group in Domino) and then setting up Federated Repositories to query against that
group when the user tries to log in. The Active Directory or Domino administrator can then
control access to Connections simply by adding and removing people from the group.

SMTP

An SMTP server is recommended in an IBM Connections environment. This can be any
standard SMTP server. It is used to send and receive notifications about new documents and
other events in IBM Connections.

There is an important post-configuration step in the install which requires the changing of the
sender email address so that it matches your organizations standards. It is also possible to
customize the format and content of the email notifications. For more detail, see IBM
developerWork article Customizing IBM Lotus Connections 3.0 email digests and
notification(http://www.ibm.com/developerworks/lotus/documentation/1c3notifications/)
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1.2 What is new in IBM Connections 4

IBM Connections V4.0 provides advanced social software features and functions for business
that helps enable you to access the right people and internal and external content in your
professional networks and communities. Here we cover the new features introduced in IBM
Connections 4.

1.2.1 Overall

»

You can now share a status update or file from anywhere in IBM Connections. Log in and
then click the Share link in the header.

The activity stream displays an aggregated view of the latest updates from people or
events that you are following and people in your network.

Introduction of an enhanced Metrics application employing the analytic capabilities of the
IBM Cognos Business Intelligence server, which is provided as part of the IBM
Connections installation. Administrators and designated users can work with interactive
displays of global metrics by clicking Server Metrics in the footer. Community owners can
view non-interactive reports for their communities by clicking Metrics in the navigation
pane.

The rich text editor has been upgraded to CKEditor 3.6.3 in this release.

Profiles has been updated to include the activity stream, which shows the profile owner's
latest updates from across IBM Connections.

When viewing your search results, you can filter the results from Profiles to exclude
inactive profiles by selecting Exclude Inactive People from the Show menu on the Profiles
Search Results page.

The social analytic widgets now recommends private as well as public content, based on
your existing relationships with public and private content in IBM Connections.

The Trending widget displays a list of the hot topics that are trending in your organization.
The widget displays when you filter your search results using the Status Updates option.

Status updates and microblogging content are now included in the analysis of the
relationships that are used to recommend content and people in the social analytics
widgets.

Activities

>

>

>

»

>

Activity members are now displayed in a Members view within the activity.

Standard activity owners can go to the Members view to make an activity public.
Titles and descriptions in activity entries are automatically saved to prevent data loss.
In an activity entry, you can link to files and folders in the Files application.

Activity owners can convert an entry into a To-do item.

Blogs

>

Improved Ul.

Bookmarks

>

Improved UI.
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>

When you install the Add Bookmark browser button, you also have the option to install a
Discuss This and Related Community browser buttons for posting web pages to an IBM
Connections forum or linking together related communities.

Communities

»

Community owners can share information about upcoming events with the rest of the
community.

For deployments that make use of owner moderation of communities, owners can disable
content approval and content flagging on individual communities.

Ability to suggest communities for colleagues to join.

You can now share status with members of your community.

The Recent Updates view provides a centralized place to see what is new in a community.
LDAP groups can now be added as members of a community.

Files
You can now :

— Upload multiple files at the same time.

— Download all of the files in a view.

— Add files to a folder during upload.

— Select and perform actions on multiple files at one time.
— Delete a file version.

— Share folders with communities.

— Give community members access to edit files you own.

— Move files uploaded to a community to trash; from trash you and others can restore or
delete the files.

— Stop sharing a file in one action, including removing the file from any shared folders
and communities.

— Stop sharing files that were shared with you.
A file’s owners and editors can lock and unlock the file.
The Recommend file option has been changed to a Like file option.

For files that you are adding or have added to a folder, you can give access to those files to
anyone who has access to the folder.

The summary page and tabs have been redesigned to provide more information.
The Communities Files view displays files that are you can access through communities.
Files that are referenced in one or more status updates are noted as such.

Forums

>

When a user is notified by email that someone has added a topic to a forum, the user can
click a Reply to this topic link in the email. This creates a response email the user can add
content to and send. This create a new forum topic as a response to the topic they were
notified about in the email. Attachments in the email are added to the response topic.

You can add content from any web page or IBM Connections source to a forum topic by
clicking a button in your browser tool bar. Click Bookmark or Discuss This, and then follow
the steps for installing the Discuss This button. Then navigate to any web or IBM
Connections page, click Discuss This, and select a forum to post the content to.
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Home Page

>

>

Improved Ul.

The improved microblogging experience allows you to gather information in a meaningful
way and act on it in context. You can now attach files to your status updates, and use
hashtags to tag your updates and make them easier for other users to find. You can
re-post status updates to share information with the people who are following you, or click
Like to recommend an update. You can also preview images and download files to work on
them locally.

The Events widget helps you to keep track of upcoming community events that you are
attending and that you are following. The widget is available from the activity stream views.

Profiles

>

»

The Board tab has been replaced with the Recent Updates tab on the user’s profiles page.

The Recent Posts tab on the Profiles page has been removed. Recent posts appear under
the profile owner’s Recent Updates tab.

You can use the Recent Updates area on your profile page to post a status message.
The business card has been redesigned for improved layout and access.

On the Invite to My Network page, the Also Follow option is enabled by default.

You can now accept a network invitation from the inviter's profile page.

The Network Contact or Pending Invitation indicator label now displays next to the
person’s name on their profile page.

You can now accept an invitation to join a person’s network from that person’s profile page.

Wikis

»

>

>

All views are now together in the same list instead of separate tabs.
See wikis you are following by clicking | am Following.

Pages can be removed from a wiki by moving them to the trash. From the trash, pages can
be deleted or restored to the wiki.

You can now download a version of a page from the page comparison view, as an HTML
file.

The wiki editor has two new features: the editor area expands downward as you add
content. As your editing space expands, a toolbar displays even if scrolling is required.

1.2.2 Installation

The installation wizard is now based on IBM Installation Manager 1.4.4.

You can install and configure IBM Cognos Business Intelligence, obtained separately, by
using the scripts, models, and specifications that are included with IBM Connections.

Console Mode is available. Use this character based interface to install, modify, or
uninstall the product when you do not have access to the graphical interface.

Silent installation has been extended so that you can install both IBM Connections and
IBM Installation Manager in silent mode.

The initial configuration of administrators for Home page and Blogs is now handled
automatically during installation. However, to configure widgets, you still need to assign a
Home page administrator.
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1.2.3 Administration

» Preview mode for running Profiles synchronization commands.
» New Metrics interface.
» New commands and properties files for different features.

» Improved and enhanced Search APls.

1.2.4 Customization

» Changes in Customization paths.

» Support for customized Sprited images.

» Ability to over-ride a JavaScript file used by IBM Connections.
» Ability to extend the deployment using JSTL tags.

» Ability to customize notifications.

1.2.5 Security

» OAuth Support. Also, users can report a malicious application to an administrator who can
remove it from the list of applications enabled for OAuth.

» Users can allow applications access to their Connections data without sharing credentials,
and revoke that access at any time.

1.2.6 Mobile access

» New and enhanced APIs for improved performance and introduction of a new database
and configuration file.

1.3 Architecture Overview

IBM Connections is a product from IBM that uses a set of J2EE-based social collaboration
services tailored to support the needs of the enterprise. It consists of lightweight, independent
features designed to allow for incremental implementation and adoption by the business,
while at the same time providing a simple and extensible integration framework that allows the
individual features to interact when they are deployed together in an organization.

1.3.1 Functional features

8

The functional features of IBM Connections include the following:

» Profiles: Provide quick access to information about people in the organization, including
the ability to search across the organization using keywords that help identify expertise,
current projects, and responsibilities.

» Communities: Provide a facility for creating communities of common interest,
responsibility, or areas of expertise that people across the organization can join.

» Blogs: Provide a weblog service available to individuals or groups to share points of view
and to get feedback from others.
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» Bookmarks: Provides a facility to save, organize, and share bookmarks to valued online
resources and a means to discover bookmarks that have been shared by others.

» Activities: Provide a means for individuals and groups to organize work, to plan and save
process steps for reuse, and to collaborate easily on everyday deliverables.

The following figure illustrates the logical architecture of IBM Connections features. It consists

of the following:

» Clients used to access the features

» HTTP transport and proxy caches

» J2EE container that hosts and controls access to all IBM Connections features and data

» Backend systems for use by those features for authentication, data storage, and
integration with external messaging systems

Client {mashups) i

Web Feed Lotus Lotus Your
| browser reader ||Sametime 7.5 Motes app i

HTTP server and proxy cache

J2EE Container | REST API ‘

Commen |PUT||DELETE|| POST || GET N |

Atom entry HTML form || JavaScript HTML Atom feed

JMX
administration

Mavigational
header

Lotus Connection services

Profiles Dogear Blogs

Person card

User directory Communities Activities

— ) A T Other Enterprise services
Directory ’
Integrator RDB File system eMail CMS

IBM Connections provides features to various types of clients over standard Web ports
through an API based on the REST protocol and the Atom standard. While several means of
accessing the features are provided natively, such as browser access and application plug-ins
for IBM Sametime or IBM Notes, the APl is designed to allow customers to create, update,
query, and manage IBM Connections information from their own custom applications.

Because the IBM Connections REST API is similar in structure to HTTP (in fact, HTTP is a
REST-based protocol), and because it uses the same transport layer as standard Web
servers, calls to the features are compatible with standard Web servers and proxy servers.

The API allows information to be entered and managed using POST, PUT, and DELETE
methods with the service data encapsulated in an HTML form or an XML Atom document.
Information can be retrieved using the GET method and rendered either as an HTML or an
XML Atom document, depending upon the needs of the requesting client.
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In addition to the functional features that are accessed by clients, IBM Connections provides
four additional common utility modules:

»

JMX administration: Used to configure and manage the IBM Connections environment.
Most administration functions are managed using the WebSphere wsadmin command, but
others are exposed through a Web interface.

Navigation header. Allows all installed features to be aware of one another and to provide
consistent Web navigation to users. Extensible to include links to other external services.

Business card: Displays consistent business card information when a person's basic
Profile information is requested from within each of the features. Requires the Profiles
feature.

User directory: Interfaces to the directory used by IBM Connections for authentication,
authorization, and query features.

IBM Connections also relies on several key backend services:

»

LDAP: Provides authentication and authorization services to IBM Connections and serves
as the primary data source for person information used by the Profiles feature.

Relational database: Stores databases and tables needed by the IBM Connections
features. Each functional feature has its own data store.

Data integration (IBM Tivoli Directory Integrator): Extracts person information from
enterprise data sources, such as the LDAP directory, and pushes that information to the
Profiles feature's database tables. Can also be configured to push updates made to
Profiles entries back to the original data source. Used only with the Profiles feature.

File system: Stores service indexes, as well as service-specific data, such as file
attachments uploaded to blogs or activities.

Outbound SMTP: IBMConnections leverages an organization's existing messaging
infrastructure to transmit notification messages. This can be any mail system that can
accept and forward an SMTP message packet.

1.3.2 Operational architecture

10

The following figure illustrates the primary deployment components that make up IBM
Connections. These are the minimum required components. In some instances, components
might be co-located on the same physical server. For example, while it is normally
deployment best practice to install an HTTP server on a separate physical unit from the IBM
WebSphere Application Server, it might be appropriate to install them on the same physical
unit in some low-usage scenarios, such as a development or test server, or for a small
proof-of-concept or pilot deployment.
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IBM Connections requires WebSphere Application Server running on a supported operating
system . A single functional feature can be installed, or multiple features can be deployed into
separate application servers on the same physical instance. In additional, you can deploy
features across several physical servers that are part of a network deployment cluster if a
company requires a highly available environment or if IBM Connections must scale to support
deployment to a large user population.

IBM Connections databases can be hosted on either IBM DB2, Microsoft SQL Server or
Oracle. On DB2, each service's data is stored in a separate database. On Oracle, Profiles
and Activities data are stored in separate database instances, while Blogs, Communities, and
Dogear data are stored in separate tables that share a single database instance. With most
deployments, the Tivoli Directory Integrator application that is used to populate the Profiles
database is co-located with the database server.

As mentioned previously, certain data is stored outside of databases in the file system that is
accessible by the IBM Connections features. These file system components, such as indexes
and file attachments, must be stored on drives attached to WebSphere Application Server. If
you are deploying in a clustered WebSphere Application Server environment, each cluster
instance must have access to a file share on common file servers or enterprise network
storage devices.
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General deployment
considerations and requirements

In this section, we describe the considers and requirements for a successful IBM Connections
deployment. We cover the following topics:

» 2.1, “Architecture considerations” on page 13
» 2.2, “Hardware requirements” on page 15

» 2.3, “Software requirements” on page 16

» 2.4, “Performance considerations” on page 18
» 2.5, “Deployment options” on page 21

2.1 Architecture considerations

The IBM Connections product manual provides a detailed description of the deployment
options(http://www-10.1otus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Conne
ctions+4.0+documentation#action=openDocument&res title=Deployment options_ic40&con
tent=pdcontent)and considerations in planning an IBM Connections deployment. In this
section, we describe the planning considerations for our lab environment (see the figure
below) which is a slightly modified small deployment scenario.
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While this is the easiest of the deployment scenarios to build, the basic architecture permits
scaling horizontally or vertically into the larger style deployments should it be necessary.
Using IBM WebSphere Application Server Network Deployment allows future scaling to be
performed and hence can act as a good starting point for your own deployment.

A network deployment can consist of a single server that hosts all IBM Connections
applications or two or more sets of clustered servers that share the workload. You must
configure an additional system with WebSphere® Application Server Network Deployment
Manager. IBM Cognos® Business Intelligence is an optional component in the deployment. If
used, Cognos must be federated to the same Deployment Manager as the IBM Connections
servers. However, Cognos servers cannot be configured within an IBM Connections cluster. A
network deployment provides the administrator with a central management facility and it
ensures that users have constant access to data. It balances the workload between servers,
improves server performance, and facilitates the maintenance of performance when the
number of users increases. The added reliability also requires a larger number of systems
and experienced administrative personnel who can manage them.

It is important to distinguish between the physical needs of the IBM Connections server and
the ability of WebSphere to allow you to scale the IBM Connections applications themselves
horizontally or vertically. To be clear by "physical needs", we mean:

» The presence of a database management system such as DB2 or Oracle;
» The presence of an HTTP server, in our case IBM HTTP Server

» The ability of the system to connect to one or more LDAP servers to authenticate users
and create profiles.

» The number and location of WebSphere Application Servers.

With these physical needs addressed, the individual IBM Connections applications can be
scaled across multiple WebSphere Application Servers (WAS). A single WAS can also run
more than one application (and frequently does - in a standard "Small Deployment" one
where the WebSphere Application Server server runs all the applications). By "application"
we mean Activities, Blogs, Communities, Wikis, Profiles, and so on. Each of these in
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WebSphere Application Server terms are applications in their own right and by chance or
design, they happen to share the same databases and look and feel.

For example, suppose you have an existing Enterprise Content Management solution which
manages your organization's files. The need for the Files application in IBM Connections
would be restricted to the mandatory requirements of the wikis, activities, and so forth. The
need to provide a highly-scalable Files solution has already been solved through the ECM
system. Thus, you might choose to run the Files application on a single WebSphere
Application Server node. Similarly, however, it might be that the Profiles application is one of
the main aspects of your deployment and as such needs, to be highly-responsive. You would
choose in that situation to cluster the Profiles application across two or more WAS nodes.

In our deployment, we have chosen to use a modified small deployment where the
applications are split between two WAS servers. We are not clustering applications (that is,
running the same application in a synchronized manner across multiple nodes), but simply
dividing the total number of applications we are deploying across more than one node.

2.2 Hardware requirements

The hardware requirements for IBM Connections are very much dependent on the type of
implementation you are going with. It is also affected by the operating system that you
choose. Typically, Windows server deployments requires more available memory than Linux
due to the overheads of the operating system. Both operating systems require broadly the
same amount of disk space. Compute cores and processors have a strong influence on the
performance of IBM Connections, as does the configuration and tuning of the Java Virtual
Machines which IBM Connections runs in through WebSphere.

Choosing a 64-bit operating system is a good first step because you can allocate more
memory to the JVMs. Using more processors can improve performance when you have
maximized the use of the JVMs. Be aware that you have to check your licensing situation with
IBM when it comes to adding cores and processors as you might be licensed on a Processor
Value Unit basis.

As a rule of thumb, for a small deployment serving up to 1000 users, the hardware
configuration we chose was as follows:

Chapter 2. General deployment considerations and requirements 15



DB2
TDI

Windows 2008 R2
100GB Disk
BEGb RAM
4 Cores

Actlve Directory
Domaln Controller

Windows 2008 R2
50GBE Disk
4Gb RAM

4 Cores

IHS
Network Flleshare

Windows 2008 R2
100GB Disk
6Gb RAM
4 Cores

Windows 2008 B2 or SLES 11

Windows 2008 R2

WAS Cluster 1
Communitles

WAS Cluster 1_HA

Communltes
Windows 2008 R2 Windows 2008 R2
or SLES 11 or SLES 11
100GB Disk 100GE Disk
(I linux, under /opt) (If linux, under fopt)
6Gb RAM 6Gb RAM
(8GD if Windows) (BGD if Windows)
8 Cores 8 Cores
WAS Cluster 2 WAS Cluster 3
(Actlvites) (Blogs & Other Apps)

Windows 2008 R2
or SLES 11

100GB Disk
(If linux, under fopt)

6Gb RAM
(BGD if Windows)

8 Cores

Windows 2008 R2
or SLES 11

100GB Disk
(If linux, under /opt)

6Gb RAM
(BGD if Windows)

8 Cores

2.3 Software requirements

IBM Connections 4 can be installed on a wide range of software and hardware including
Microsoft Windows and a number of Linux distributions. The table below summarizes the
supported combinations.

Before start your installation, you have to check if your environment is fully compatible with
the IBM Connections software requirements, listed below:

Operating System Version Hardware
AIX 6.1 and 7.1 POWER System
Red Hat Enterprise Linux (RHEL) Advanced Platform 5 System Z
Red Hat Enterprise Linux (RHEL) Desktop Edition 5 x86-32
Red Hat Enterprise Linux (RHEL) Server 5 X86-64
Red Hat Enterprise Linux (RHEL) Client 6 X86-32
Red Hat Enterprise Linux (RHEL) Server 6 System Z
Red Hat Enterprise Linux (RHEL) Server 6 x86-64
Red Hat Enterprise Linux (RHEL) Workstation 6 X86-32
SUSE Linux Enterprise Desktop (SLED) 11.0 X86-32
SUSE Linux Enterprise Server (SLES) 11 System Z
SUSE Linux Enterprise Server (SLES) 11 X86-64
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Operating System

Version

Hardware

Windows 7 Professional X86-32 and x86-34
Windows Server 2008 Datacenter Edition X86-64
Windows Server 2008 Datacenter Edition R2 X86-64
Windows Server 2008 Enterprise Edition X86-64
Windows Server 2008 Enterprise Edition R2 X86-64
Windows Server 2008 Standard Edition X86-64
Windows Server 2008 Standard Edition R2 X86-64
Windows Vista Enterprise X86-32
Windows XP Professional X86-32
Name Version

Android 2.33.0and 4.0

Blackberry 6.0and 7.0

10S 5

Product Version

WebSphere Application Server Network Deployment | 7.0

(Mandatory)

Product Version

IBM Sametime 8.0.2

Lotus Quickr for Domino 8.5.1

Lotus Quickr for WebSphere 8.5

Portal

Lotus Sametime Advanced 8.5

Lotus Sametime Standard 8.5.1and 8.5.2
Microsoft Sharepoint Server 2007 and 2010
Microsoft Windows SharePoint | 3.0

Services

Product Version

DB2 Enterprise Server Edition 9.7

Microsoft SQL Server
Enterprise Edition

2005 SP3 and 2008

Oracle Database 10g
Enterprise Edition

Release 2
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Product Version
Oracle Database 11g Release 2
Enterprise Edition

Product Version

Lotus Notes 8.5.18.5.2and 8.5.3
Microsoft Outlook 2007 and 2010
Product Version

Tivoli Directory Integrator 71

Product Version

Lotus Domino 8.0.2 and 8.5
Tivoli Directory Server 6.2

Microsoft Active Directory 2003 and 2008
Novell eDirectory 8.8

Sun Java System Directory 6.3and 7.0
Server

Product Version
Websphere Portal Server 6.1.5and 7.0
Product Version
Microsoft Office 2007 and 2010
Product Version
Cognos Business Intelligence 10.1.1
Product Version

Tivoli Acess Manager for 6.1

e-business

CA SiteMinder 6.0

2.4 Performance considerations

The performance of IBM Connections is largely dependent on the following variables:

» The amount of memory allocated to the Java virtual machines used by WebSphere
Application Server
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» The number of processors available for processing
» The speed of connectivity between the application server and the database
» The speed of the underlying disk infrastructure

With this number of variables, there is no hard-and-fast rule to maximizing the performance of
an IBM Connections environment. At the outset of your project, however, if you consider your
system to be likely to grow in scale after successful deployment, you should consider
ensuring you have the knowledge and skills to horizontally and vertically scale IBM
WebSphere Application Server through its Network Deployment tools so that you can balance
the load.

The Connections team prepared an excellent document for version 3 which describes the
many facets of performance tuning - Click
http://www-10.Totus.com/1dd/Tcwiki.nsf/dx/IBM_Lotus_Connections_3.0_Performance_Tu
ning Guide

In the system we built for this guide, we have split the burden of providing the communities
functionality across two servers (WAS Cluster 1 and WAS Cluster 2). Activities resides on its
own server and all other applications reside on the fourth server. This design was arrived at
because we expect that Communities will be the most heavily-used application and splitting
them provided greater resilience and greater throughput. Bookmarks, Wikis, and so on are
used less and can be safely combined onto a single server.

Tuning IBM Connections server improves performance of the applications and it requires
tuning various components till the desired results are achieved. The following topics give
some generic performance considerations for IBM Connections server :

» Avoiding co-location

The system hosting the IBM Connections server should not have database server
installed on the same server . Separating the database server to a dedicated server
improves performance for IBM Connections server and can be tuned independently. There
are multiple read and write operations performed on a database server and hence not to
place database server on the server that host the IBM Connections.

» RDBMS server performance

IBM Connections server applications make extensive calls to database server to provide
its functionality. In larger deployment scenario, consider creating a dedicated database
server instance per database. The database server must have 8GB of memory in small
deployment scenario and 16GB of memory in larger deployment scenario. The database
storage disk should be a dedicated disk subsystem and able to handle heavy workload for
read and write operations.

» LDAP performance and directory size

IBM Connections server caches the user information locally in the respective database.
The profile application extensively uses LDAP server to retrieve user information through
Tivoli Directory Integrator (TDI) and stored locally in the profiles database. By indexing the
LDAP server search filter attribute and login attribute helps faster lookup and improves the
performance of IBM Connections server. Any search taking more than 100 milliseconds
need to be corrected.

» 64-bit architecture for WebSphere, TDI, and RDBMS

IBM Connections server 4.0 supports only 64-bit architecture. 64- bit architecture gives
better performance through more effectively using the process power of the system. .
Setting large heap size is possible in the 64- bit systems, which provide more inflight
transactions and higher throughput. A general recommendation is to use 64- bit system for
WebSphere, TDI and RDBMS for better performance.
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» Placing IHS on a separate server

IBM HTTP Server is the entry point for all IBM Connections applications and must be
placed on the separate server. Configuring Files and Wikis applications data directories
accessible by web server helps performance improvement and the request is served from
the web server itself instead of WebSphere Application Server. This off loads the traffic
going to WebSphere Application Server and improves the overall performance of the
applications.

» Identifying heavy-use applications

In a large deployment scenario, IBM Connections applications are installed into dedicated
application server cluster. Depending upon the usage of application, additional node can
be added into the application cluster for that application to provide better performance
results.

» Monitoring disk space usage

In a large deployment scenario, IBM Connections applications are installed into multiple
nodes with a dedicated application cluster. Additional nodes can be added to the
application cluster to provide scalability and high throughput. Monitor the disk space
usage of IBM Connections server nodes, shared content store, temporary directory, and
log directory locations to ensure that there is sufficient disk space or current operations
and plan for future growth.

» Dedicated resources

IBM Connections 4.0 provides metrics application to utilize the analytic capabilities of
Cognos Business Intelligence (Bl) server. IBM Cognos BI server and database server
should be installed on a dedicated server. IBM Cognos server must be federated into IBM
Connections server deployment manager to enable Single Sign on (SSO) features. We
recommend to use the same IBM HTTP Server as IBM Connections application.

» Networking routing for IBM Connections requests

IBM Connections applications serve mainly static content, Java script, and images. In a
large deployment scenario, we recommend to cache the content of the applications. . IBM
WebSphere Edge component proxy caches the content and improves the client-side
performance. By using reverse caching proxy of IBM WebSphere Edge component, the
workload is reduced on the server and improves the server-side performance.

» JVM

The heap size of the JVM should be less than the physical memory of the system and
larger heap size is required for cluster setup when memory-to-memory replication is
enabled. We recommend to set minimum and maximum heap size as same to avoid heap
fragmentation. For small and medium deployment, the recommended heap size would be
2506 MB. For the large deployment, the recommended heap size is shown is .

Application Name Max Heap Value
Blogs 1024

Bookmarks 1024
Communities 1280

Files 768

Forums 1024

Homepage 768

Metrics 1024
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Application Name Max Heap Value
Mobile 102

Moderation 512

News 1280

Profiles 1280

Search 1280

Wikis 1024

2.5 Deployment options

To make planning easier IBM has categorized three different sizes of deployment of IBM
Connections. Additional guidance can be found at
http://www-10.1otus.com/1dd/1cwiki.nsf/dx/Determining_the best deployment topology
_for_IBM Connections_4.0. The scenarios are as follows:

» Small deployment
» Medium deployment
» Large deployment

2.5.1 Small deployment

This option installs all applications in a single cluster on a single node and so is the simplest
deployment. However, it has limited flexibility and does not allow you to scale up individual
applications. For each node within the cluster, all applications run within a single JVM. The
following figure shows a one node small deployment architecture.
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The following figure shows one of the simplest deployments of IBM Connections, where each
component is running on its own machine. This option does not provide any workload or

disaster recovery, but it does provide simplicity to small organizations looking to run IBM
Connections.

Caching Proxy WebSphere Database Di
Integrator

2.5.2 Medium deployment
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This option installs a subset of applications in separate clusters. IBM Connections 4 provides
three predefined cluster names shared among all applications. This option is used to
distribute applications according to usage expectations and allows you to maximize the use of
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available hardware and system resources to suit specific needs. The following figure
illustrates a medium IBM Connections deployment architecture.

Deployment Manager W nodet - was node? - WAS
Dmgr01 - .
connectionsCello1 AppSrv01 - connectionsNodeQ1 AppSrv01 - connectionsNode02
?erveri

==
Serverl

serverl_cluster

server2_cluster

server3_cluster

The following figure shows a typical medium deployment of IBM Connections. A two-node
cluster is used for IBM Connections, with two HTTP servers in front handling all requests
coming from the edge server. This approach also shows you how you can use IBM Tivoli®
Directory Integrator (TDI) to merge data coming from multiple sources into the Lightweight
Directory Access Protocol (LDAP) server and IBM DB2® database.
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2.5.3 Large deployment
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This option installs each application in its own cluster, and IBM Connections 4 provides a

predefined cluster name for each application. This option provides the best performance in
terms of scalability and availability options, but it also requires more system resources. The
figure below illustrates a large architecture, with multiple nodes and clusters.

nodel - WAS

Dmgr WAS node? - WAS
Dmgrol
AppSrv0l - nodelNode01 dmagrceliol AppSrv01 - node2Node02
activitesServer n2 activitesServer n2
Activities activitiesCluster Activities | |
bloy rver n2 blogsServer_n2
Blogs blogsCluster Blogs .
COMmImun erver_n2 COomImunitiesserver n
Communities communitiesCluster Communities
dogearServer_n2 dogearServer_n2
Booknars dogearcier ] oomeis ]|
i FVEr n, profilesServer n.
| | Profiles profilesCluster Profiles
homepageServer n2 homepageServer n2
T Fomepase e ([ o ]
WIKISSENVEr . WIKISSEMVEr .
Wikis wikisCluster Wikis
filesServer n. filesServer n.
Files filesCluster Files
SE3| rver nz seaniﬁ!.se_nrer nd
Search searchCluster Search
NEwW!: rVer nn,
News rovscstr [ e T
mobileserver n.
Mobile mobileCluster Mobile
forumServer_n2
Forums forumCluster

With a basic understanding of all the deployment options, you reach a decision point
regarding all the additional servers and components that IBM Connections uses. The figure
below shows a complex environment with multiple nodes, HTTP and proxy servers, and
database clusters for each feature of IBM Connections (blogs, home pages, and more). Large
organizations with strict service level agreements should consider deployments that include
high availability and disaster recovery as well as sufficient resources to support the workload.
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For large IBM Connections deployment, high availability considerations include:
» Clustering for Connections applications

Deploying IBM Connections applications in dedicated cluster provides better performance,
scalability, and availability. This deployment requires more system resources and
additional maintenance.

» LDAP

Lightweight Directory Access Protocol (LDAP) server is used to store user repository
information for WebSphere application server. When the LDAP server fails, WebSphere
cannot access directory data, such as security data, and hence fails to service client
requests. Therefore, consider building a highly available LDAP as a part of the highly
available WebSphere system. The LDAP high availability configuration and setup varies
from vendor to vendor. As a general rule, place WebSphere Edge Component load
balancer in front of LDAP server and access the LDAP server through cluster IP address.
If any one of the LDAP server fails, request will route to another LDAP servers.

» Load balancing

A load balancer distributes load across a number of systems. If you have more than one
HTTP server, you must use a load balancer. For moderately sized deployments, use a
software-based load balancer, such as WebSphere Edge Component. For larger
deployments, which support a large number of concurrent users, use a hardware-based
load balancer such as F5 or Cisco ACE.

» Clustering for WebSphere - horizontal and vertical clusters

Horizontal clustering, sometimes referred to as scaling out, is adding physical machines to
increase the performance or capacity of a cluster pool. Vertical clustering, sometimes
referred to as scaling up, is adding WebSphere Application Server instances to the same
machine. WebSphere clustering is a logical group of application servers that hosts the IBM
Connections server applications either vertically or horizontally and provides the load
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balancing and high availability capabilities. Vertical clustering is not supported on IBM
Connections 4.

WebSphere Edge caching proxy

WebSphere Edge Caching Proxy Server is a proxy Server which can be used to cache
content from backend so that the servers are relieved from high load. This in turn helps
faster response from the server and improves user experience. You can configure
WebSphere Edge Server for high availability by using additional WebSphere Edge Server
as a backup server. When the primary WebSphere Edge Server fails, the user requests
are sent to the backup server.

Relational database management systems

IBM Connections applications supports IBM DB2, Oracle, and SQL server for storing
application related data. Each database systems provides high availability features and
can be used for IBM Connections data.

- IBM DB2

DB2 supports a number of software and hardware offerings from IBM and other
vendors that you can use with DB2 to strengthen high availability in your environment.

IBM offers the following high availability configurations. The options for implementing
high availability and disaster recovery solutions with DB2 include:

¢ High availability disaster recovery

DB2 high availability disaster recovery (HADR) feature provides a high availability
solution for both partial and complete site failures. HADR protects against data loss
by replicating data changes from a source database, called the primary database,
to one or more target databases, called the standby databases.

* Tivoli System Automation

Tivoli System Automation (TSA) clustering software is installed on TSA server,
primary, and standby DB2 servers. Both the DB2 servers are monitored through
heartbeat node installed on TSA server. In the event of primary database failure,
TSA automatically fail back to standby node.

* Clustering with IBM PowerHA SystemMirror for AIX (formerly known as High
Availability Cluster Multi-Processing for AlX or IBM HACMP™) or Microsoft Cluster
Server for Windows.

— SQL Server
SQL Server provides the following options for creating high availability solutions:
* AlwaysOn Failover Cluster Instances

AlwaysOn Failover Cluster Instances leverages Windows Server Failover Clustering
(WSFC) functionality to provide local high availability through redundancy at the
server-instance level—a failover cluster instance (FCI).

* AlwaysOn Availability Groups :AlwaysOn Availability Groups is an enterprise-level
high-availability and disaster recovery solution introduced in SQL Server 2012 to
enable you to maximize availability for one or more user databases. AlwaysOn
Availability Groups requires that the SQL Server instances reside on Windows
Server Failover Clustering (WSFC) nodes

¢ Database mirroring : Database mirroring is a solution to increase database
availability by supporting almost instantaneous failover. Database mirroring can be
used to maintain a single standby database, or mirror database, for a corresponding
production database that is referred to as the principal database. This feature is
deprecated and not recommended for high availability solutions
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* Log Shipping: Like AlwaysOn Availability Groups and database mirroring, log
shipping operates at the database level. You can use log shipping to maintain one
or more warm standby databases (referred to as secondary databases) for a single
production database that is referred to as the primary database

Oracle

Oracle database built-in high availability capabilities are as follows:
* Real Application Clusters (RAC)

e Data Guard

* Automatic Storage Management (ASM)

¢ Flashback, Recovery Manager (RMAN)

¢ Online Reorganization

* Edition-based Redefinition
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Planning the environment

This sections describes the planning required for IBM Connections before installation.

3.1 LDAP

LDAP (lightweight directory access protocol) is a protocol used by most Enterprise directories
for talking to each other in a common language. In an IBM Connections environment, the
WebSphere servers must be able to talk to a corporate directory to both authenticate users
who are accessing the system and to import and manage user profiles.

In the IBM Connections pre-installation step, it is a requirement that the WebSphere
Application Server server be configured to access one or more LDAP servers. It is very
common to tell the WebSphere server of a host name that directs requests through a load
balancer to multiple LDAP servers. Many LDAP servers are pre-configured in the WebSphere
server including Microsoft Active Directory, IBM Domino, and IBM Tivoli Directory Servers,
however, any LDAP compatible directory is supported.

LDAP server

¥ Directory type
IBEM Lotus Domino 'I

IBM Tivoli Directory Server

#|z/OS5 Integrataed Security Services LDAP Saervar
(IBM Lotus Domino
Moweall Directory Services
Sun Java System Directory Server

| Microsoft Windows Active Directory
Microsoft Active Directory Application Mode
Custom

LDAP performance and stability is critical for IBM Connections to work at all.
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3.2 DNS and host names

Domain Naming System (DNS) is a distributed database management system for managing
host names and their associated Internet Protocol (IP) addresses. In an enterprise
environment, the host names are registered in DNS server, so that the user can query the
system by host name instead of typing the IP address.

IBM Connections server uses the DNS server to query the database server, directory server,
mail server and application server. The host name of the IBM Connections server must be
defined as fully qualified name, for example, "connections.ibm.com".

SMTP Notifications server

IBM Connections applications uses Simple Mail Transfer Protocol (SMTP) server to send
notifications to the users. The SMTP sever must be installed separately in the same network
or different network.

3.3 Shared content storage location

IBM Connections server uses shared content directory to store application contents. The
content directory resides in a shared repository that provides read and write accessible to the
WebSphere Deployment manager and all nodes. Network File Share (NFS) V4 is
recommended for UNIX and Linux platform. The following table summarizes the usage of disk
space for each application in enterprise environment.

Feature Name Disk Space
Activities 10 GB
Files 10 GB
Wikis 10 GB
Search 15 GB
Blogs 10 GB
Communities 3 GB
Homepage 100 MB
Message stores 6 GB
Bookmarks(Dogear) 600 MB

3.4 LTPA and single sign on

30

IBM Connections uses single sign-on (SSO) to secure the transfer of user ID and password
information that users provide to be authenticated. The authentication is done once per
session and then the users can switch to different applications without needing to be
authenticated again.

SSO is automatically enabled when IBM Connections is installed on a single WebSphere
Application Server profile or when different profiles are federated into the same cell.

IBM Connections supports several methods to implement SSO for you to choose based on
how your environment was planned.

If you already have an Intranet that requires authentication, you can share the credential with
your IBM Connections. For example, you have an Intranet hosted on a Domino Web Server,
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you can shared the credential with the IBM Connections using SSO for Domino
(http://www-10.7otus.com/1dd/1cwiki.nsf/dx/Enabling_single_signon_for Domino_ic40).

If you already have a Tivoli Access Manager environment, you can use WebSphere
cookie-based lightweight third-party authentication (LTPA) as an SSO solution to authenticate
your IBM Connections environment. You can read the uses of the SSO at IBM Connections
Wiki
(http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+4.0+documentation#action=openDocument&res title=Configuring single signon_ic40&co
ntent=pdcontent).

On our lab environment, we use SSO domain name. For the installation details, 6.10, “Post
installation environment configuration” on page 127.

3.5 SSL certificates

On your architecture environment, you must identify what are the components that provide
sensible data to secure the communication using SSL to protect the data traffic .
For example:

» You can use SSL to secure the LDAP communication during the authenticating user name
and password.

» To secure IBM Connections communications, you can use Secure Sock Layer (SSL)
between the IBM Connections and user web browser.

The figure below represents an SSL communication between IBM Connections and LDAP

server:

» Step 1 - IBM Connections server requests a SSL communication using LDAP protocol
(TCP Port 636).

» Step 2 - LDAP servers sent a certificate to IBM Connections server, this certificate checks
the validation of the certificate, if it is signed by some Certificate Authority and the Full
Qualified Domain Name (FQDN) used to access the server.

» Step 3 - If the IBM Connections has the certificate on the Trust store, the session can be
started, if not, you must to import the certificate on the IBM Connections

» Step 4 - All data are encrypted using the certificate sent on step 2, and the LDAP server
can decrypt the information using the private key.
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The process to import the certificate on IBM Connections is detailed on 6.10, “Post
installation environment configuration” on page 127.

3.6 Multiple language content

IBM Connections applications support multiple pre-defined languages. By default, the default
language of the browser is chosen for the current user session. The customer has to consider
the default language and prioritize the order of other languages for IBM Connections
applications.

3.7 Deployment checklist
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IBM Connections applications communicate with various backend applications. Make sure
that the following conditions are met prior to starting the IBM Connections server installation.

» For IBM Connections 4.0, we recommend to use 64-bit operating system server for better
performance.

» If the registered user is less than 1000, consider choosing a small deployment scenario,
where all the applications and databases are installed in same machine. Separating the
database server from IBM Connections server provides the better performance and is
recommended.

» If the registered user is less than 10 000, consider choosing a medium deployment
scenario, where IBM Connections applications are grouped together and installed into
multiple clusters.

» If the registered user is higher than 10 000, consider choosing a large deployment
scenario, where each application is installed into dedicated application server cluster.

» 50 GB of available space required for installing IBM Connections.

» We recommend to use IBM WebSphere Application Server Edge components to cache
the content data for IBM Connections applications.
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The location of shared content storage directory must be accessible to Deployment
manager and all the nodes.

Select the language used by registered users to access the IBM Connections applications.
List the SMTP server details to enable notification for IBM Connections applications.

LDAP server details required prior to starting IBM Connections server installation.

Cognos Business Intelligence server can be installed prior or after to IBM Connections
server

IBM Connections server supports IBM DB2, Oracle, and Microsoft SQL database server
to store application data. Setup any one of the database server on dedicated server.

Populate users from the LDAP repository to the Profiles database for IBM Connections
applications.

For small and medium deployment, the maximum heap size was set to 2048 MB during
the installation. For large deployment the default heap size is set to 256 MB. For larger
deployment, the sum of heap size of the entire application server should be less than
physical memory of the server.

Configure IBM HTTP Server and add certificates to the WebSphere trust store.

By default, Common and Widget container applications are installed with News application
on News Cluster. We recommend to uninstall Common and Widget container applications
from News cluster and install it on a dedicated cluster.

Chapter 3. Planning the environment 33



34 Installing and Deploying IBM Connections



Planning Profiles

Planning for Profiles usually takes most time and is the most challenging of all the features of
IBM Connections because it utilizes data imported from the organization LDAP. This data can
contain information such as user names, email, unid, and so on.

Some points to take care of while planning are:

>

>

>

| 2

| 2

>

Which data sources are to be used?

What are the field specifications of the source data (field name, type, data length)?

Is data required to be synchronized and in what direction?

If required, where are the additional data files like Photos located?

Which fields are to be mapped 1:1?

Which data fields are displayed in a profile entry, and which of them are editable by users?

It is also critical to ensure that IBM Connections has the proper access to the data and that
the two systems can work together regarding data updates and synchronization.

4.1 Photographs

It is also possible to upload individual user photographs while creating IBM Connections
Profiles. To do this, first you must identify which photo repository is to be used and then where
you want the photographs dump to be taken for uploading.

The upload file size limit is 15 KB so this aspect needs to be taken care of while planning.

4.2 Setting up Manager attributes

The setting up of Manager attributes in user profiles is an optional but desired feature of
Profiles population.
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Each user profile contains a manager_uid field which stores the UID value of that person's
manager. This information is used to build the Reports To display widget in the Profiles user
interface.

Additionally, the isManager field (which equates to the Mark manager mapping task in the
Profiles population wizard) is used to mark the user profile as being a manager. This
information is used to build the People Managed display widget in the Profiles user interface.
A'Y or N attribute is assigned to an employee to indicate whether the employee is listed as a
manager of other employees.

While planning, you have to decide whether you want to populate these fields or not and
accordingly decide on running the required scripts.

4.3 Cleaning up data sources

Before you import data into the IBM Connections databases, we suggest that you clean up
your data sources and remove any redundant data. This not only leads to an error free import
but also gives you an updated environment that you can use for other environments also.
Also, it will save time during the import process.

This step should always be included in the deployment plan as apart from the advantages as
mentioned above, cleaning up will also help you avoid any potential future issues in case you
go for a clean up post installation of IBM Connections. In worst cases, you might need to do
the import of Profiles data again.

4.4 Designing profiles

IBM Connections uses the data populated in various columns of PEOPLEDB and other
related databases for displaying different attributes of a user profile. All these values are the
ones that are imported from various LDAP fields. If not specifically mentioned, these values
are populated using the default mapping by the population wizard.

We recommend to have a detailed field level information of your LDAP ready before the data
population. This helps you to accurately populate the data in the mapped fields and avoid any
potential future issues.

4.5 Using profile types for custom profiles by user name

36

A profile-type defines a set of properties, also referred to as a schema, that are inherent to all
profiles of that type. This set of properties is used internally to group objects and enforce
overall system constraints. Examples of common profile-types are customer, employee, and
contractor.

All profile records are classified by their profile-type property. If a property is not specified in
the profile-type property definition of a profile record, it is not exposed to the Profiles user,
either in the user interface or API. The deployer uniquely identifies each profile type using a
64-byte profile-type identifier string.

Profile-type definitions are declared and managed in the profiles-types.xml file.

Profile-types are managed in an object hierarchy with the following rules:
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» Profiles defines a single base type of snx:person that enumerates the set of fields required
on all profile records.

» You can define subtypes of snx.person (such as customer, employee, or contractor) to add
your own unique properties.

» A profile-type inherits all the property references from its parent type.

» A profile-type hierarchy cannot contain circular loops. The application will fail to start if any
loops are detected in the configured hierarchy.

» A profile-type declaration that omits a parentld implicitly inherits from snx:person.

The following is a sample code:

<config>
<type>
<parentId>snx:person</parentId>
<id>customer</id>
</type>
</config>

4.5.1 Default profile-type

We recommend to explicitly map a defined profile-type to each profile record in the Profiles
database as a part of the Profiles population process. If no profile-type is associated with the
profile record, the Profiles application interprets the empty profile-type value as equivalent to
the default value.

If the declaration of the default profile-type has been removed from the profiles-types.xml file,
the application assigns the profile record the snx:person profile type. As a result, the
application only presents the minimal set of attributes defined in the snx:person profile-type in
the user interface.
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Preinstallation tasks

In this chapter, we explain the tasks that must be performed before installing IBM
Connections. After you have decided the architecture environment, you must prepare your
environment for IBM Connections installation.

» 5.1, “Verify software requirements” on page 40

» 5.2, “Setting up DNS and testing host names” on page 41

» 5.3, “Setting up LDAP and testing LDAP for data quality” on page 42

» 5.4, “Populating photo repository” on page 44

» 5.5, “Verifying operating system installation and disk space available” on page 47
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5.1 Verify software requirements

40

An IBM Connections environment consists of many software such as WebSphere Application
Server. relational database server, and Cognos. Some of the software come with IBM
Connections. IBM Connections 4 is available at IBM Passport Advantage website at:
http://www.ibm.com/software/howtobuy/passportadvantage/

For the download procedures, see (Appendix C, “Downloading the software from Passport
Advantage and PartnerWorld” on page 286)

You also can find the part numbers related to the IBM Connections at:
http://www.ibm.com/support/docview.wss?uid=swg24033179

The Sales Manual is at:
http://www-01.1ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_sm/8/649/ENUS5
724-S68/index.html&lang=en&request locale=en

Prior to install IBM Connections and required software product, you must verify the software
version of your IBM Connections environment to be deployed as described in 2.3, “Software
requirements” on page 16.

The following figure shows our IBM Connections lab architecture based on software.

LDAP Server

/' D;ia Base
-

Load Balance Cache Proxy  Load Balance WebSerer Server Application Server
B Caonnections

iy

Bl Server

We use the following products:

» For the load balance and caching-proxy the software used is Edge components provided
on WebSphere Application Server Supplementals packages, check the system
requirements at http://www-01.1ibm.com/support/docview.wss?uid=swg27012442

» For the web servers, the software installed is IBM HTTP Server that also provided on
WebSphere Application Server Supplementals packages. For more information, see
http://www-01.1ibm.com/software/webservers/httpservers/sysreq/

» We also have the WebSphere Application Server installed on 3 servers. For the system
requirements, visit http://www-01.1ibm.com/support/docview.wss?uid=swg27006921

IBM Cognos is installed on one server. For system requirements, visit
http://www-01.1ibm.com/support/docview.wss?uid=swg27019126
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» For LDAP servers, we installed IBM Domino. For system requirements, visit
http://www-01.ibm.com/support/docview.wss?uid=swg27007909

» For database, we have installed DB2. For system requirements, visit
http://www-01.1ibm.com/support/docview.wss?uid=swg27010711
All software installed on our lab environment are provided on IBM Connections packages.

You can find more information about the supported software at:
http://publib.boulder.ibm.com/infocenter/prodguid/vir0/clarity-reports/report/htmi
/prereqsForProduct?deliverableld=1284667107599

5.2 Setting up DNS and testing host names

An IBM Connections environment consists in many servers that run various software product
integrated with IBM Connections. The communications between those servers is based on
TCP connections and name resolution through dynamic name server (DNS), so you must
have a DNS server configured on your environment, because during the installation and
configuration process, you must provide host names of the following server:

» Database servers

» LDAP Servers

» WebSphere Application Servers

» Web Servers

» Other components such as Cognos server, Domino mail server, Identity Manager server,
WebSphere Portal server, and Security Management server

Check if the servers can communicate with each other with the ping command. Run the
following command to check the host name resolution on all the servers of your environment:

ping

For example, from a WebSphere Application Server server, you can try to ping a web server,
LDAP server, database server and all other servers that will be part of the IBM Connections
deployment such as Cognos server and Tivoli Directory Integrator server.

The following figure shows that we can ping the IBM HTTP server (con-ihs01.itso.ibm.com)
and LDAP server (Idap-dom.itso.ibm.com) from WebSphere Application Server
(con-dmgr.itso.ibm.com) in our lab environment.

time=4,53 ms
time Oms

ta.
=1 ttl=1258 time=0.497

time Omws
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5.3 Setting up LDAP and testing LDAP for data quality

In our lab, we use Domino Directory Server as the LDAP users repository. If you want to use
an existing LDAP Server other then Domino, make sure that it is V3 LDAP compliant.

Determine which Lightweight Directory Access Protocol (LDAP) attributes you want to use as
the identifiers for IBM Connections users. Ensure that you have installed a supported LDAP
directory.

5.3.1 LDAP pre-requirements

To ensure that the Profiles population wizard can return the maximum number of records from
your LDAP directory, set the Size Limit parameter in your LDAP configuration to match the
number of users in the directory. For example, if your directory has 100,000 users, set this
parameter to 100000. If you cannot set the Size Limit parameter, you can run the wizard
multiple times. Alternatively, you can write a JavaScript function to split the original LDAP
search filter, run the collect_dns_iterate.bat file, and then run the
populate_from_dns_files.bat file.

Note: For information about a limitation in environments with a Turkish locale, see the
Base entry comparison for Turkish locale technote
(http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.wim.doc/
baseentrycomparisonforturkishlocale.html).

To prepare to configure your LDAP directory with IBM WebSphere Application Server,
complete the following steps:

1. Identify LDAP attributes to use for the following roles. If no corresponding attribute exists,
create one. You can use an attribute for multiple purposes. For example, you can use the
mail attribute to perform the login and messaging tasks.

— Display name

The cn LDAP attribute is used to display a person's name in the product user interface.
Ensure that the value you use in the cn attribute is suitable for use as a display name.

— Login

Determine the attributes that you want the users to use to log in to IBM Connections.
For example, uid.

Note: The login name must be unique in the LDAP directory.

— Messaging

(Optional) Determine which attribute to use to define the email address of a use. The
email address must be unique in the LDAP directory. If a user does not have an email
address and does not have an LDAP attribute that represents the email address, that
user cannot receive notifications.

— Global unique identifier (GUID)

Determine which attribute to use as the unique identifier of each user and group in the
organization. This value must be unique across the organization.

2. Collect the following information about your LDAP directory before configuring it for
WebSphere Application Server:
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— Directory Type: Identifies and selects a directory service from the available vendors
and versions.

— Primary host name

— Port

— Bind distinguished name

— Bind password

— Certificate mapping

— Certificate filter, if applicable.

— LDAP entity types or classes: Identifies and selects LDAP object classes. For example,
select the LDAP inetOrgPerson object class for the Person Account entity, or the LDAP
groupOfUniqueNames object class for the Group entity.

— Search base: Identifies and selects the distinguished name (DN) of the LDAP subtree
as the search scope, for example, select o=ibm.com to allow all directory objects
underneath this subtree node to be searched. Examples for the Group Search, use the
following LDAP attributesor: Group, OrgContainer, PersonAccount, or inetOrgPerson.

5.3.2 Installing Domino

First you have to install an IBM Domino Server on designated machine, following the steps
below:

1.

Choose a name for the server. Refer to the name that you created based on your
structure.

Identify the function of the server - for example, will it be a mail server or application
server? On our lab we are using as mail server, the function of the server determines
which tasks to enable during configuration.

Decide whether the server is part of an existing Domino domain or is the first server in a
new Domino domain.

. Our lab Domino is the first in a Domino domain, do the following:

a. Install the server program files.

b. Use the Domino server setup program to set up the server
c. Complete network-related setup.
d

. Create organization certifier IDs and organizational unit certifier IDs as required by the
hierarchical name scheme.

e. Distribute certifier IDs to administrators.
f.  Implement Domino security.

Perform additional configuration procedures, based on the type of services, tasks, and
programs that you want to run on this server.

After the Domino installation, you have to setting up the LDAP service on Domino

Follow these steps to set up a server to run LDAP service:

1.

2.

The LDAP task runs automatically on the administration server for the primary Domino
Directory. On other servers in the domain, if configured, run the LDAP task manually

If your organization uses more than one Global Domain document, specify the on that the
LDAP services uses to return Internet address to LDAP clients. Open the Global Domain
document. In the "Use as default Global Domain" field, choose Yes.
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3. To check whether you set up the LDAP service correctly, use an LDAP search utility such
as ldapsearch provided with Domino, to issue a query to the LDAP service. Example from
a group search:

ldapsearch -D -w -b "o=itso" -s sub
"(| (objectclass=groupOfiNames) (objectclass=groupOfUniqueNames))" dn

You have installed and enabled Domino to run LDAP services.

5.4 Populating photo repository

IBM Connections allows you to enhance your profile by adding a picture from yourselves
enabling the profile photo feature. Depending on your organization's needs, you can choose
specifics profiles to enable or disable this feature. You can also configure access control
settings for the profile photo feature according to profile type. You can populating your
database photo repository using Tivoli Directory Integrator assembly-line commands

5.4.1 Populating photo repository

You can use the dump_photos_to_files and Toad_photos_from_file assembly-line
commands to populate the profiles database with photo files. These commands are useful
when you are moving the profiles database, allowing you to save the photos from the existing
database on disk, repopulate the new database from the LDAP, and then load the photo files
back into the new database.

To populate a new profiles database with photos, complete the following steps.

1. Use the dump_photos_to_files.bat or dump_photos_to_files.sh command to read the
existing photos from the profiles database and store them on disk:

The following table shows the properties that are used by this command, and their default
values. These properties can be found in the profiles_tdi.properties file.

Property Description

dump_photos_directory The directory where the extracted files are stored. The default
value is /dump_photos.

dump_photos_file The list of people whose photos were collected. The default
value is collect_photos.in.

load_photos_simple_file The list of people whose photos were collected. The default
value is collect_photos.in. If you want to load only a subset of
files from a location, edit this file.

Note: When dumping multiple photo files, there must be a period separator between
each entry. If the separator is omitted, an error is generated when you use the 1oad
command to import the files into the profiles database.

2. To populate the new database with the photo files that you saved in the previous step, use
the load_photos_from_files.bat or load_photos_from_files.sh command to read the
files from disk and populate the Profiles database with them.
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Note:
» The table in step 1 shows the properties that relate to this command.

» Although in IBM Connections 2.0, the Profiles application can crop the photo
uploaded by a user, the photo size limit in the underlying database is 15 KB. When
Profiles is used with IBM Tivoli Access Manager enabled, the Tivoli Access Manager
can only load files conforming to this size limit.

Example

Here is an example of an entry from the collect_photos.in file:

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/img1197046202619 9.dat
uid:FAdams

The characters following uid corresponds to the PROF_UID in the profiles database.

Note the required period separator between each entry, for example,

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/img1197046202619 9.dat
uid:FAdams

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/imgl1197146402316 7.dat
uid:TAmado

You have finished to import your photos to IBM Connections.

5.4.2 Enabling profile photo

Edit settings in the profiles-policy.xml file to configure the profile photo feature according to
profile type. To edit configuration files, you must use the IBM WebSphere Application Server
wsadmin client. See Starting the wsadmin client
(http://infolib.lotus.com/resources/connections/4.0/doc/en_us/icd p5.html#t_admin_
wsadmin_starting)for information about how to start the wsadmin command-line tool.

The following steps provide information about the properties that you can set for the profile
photo feature, and the access levels and scopes that you can configure.

1. Start the wsadmin client from the following directory of the system on which you installed
the Deployment Manager: app_server_root
(http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#i_ovr
_r_directory_conventions)\profiles\dm_profile_root\bin

where app_server_root is the WebSphere Application Server installation directory and
dm_profile_root is the Deployment Manager profile directory, typically dmgrO1.

You must start the client from this directory or subsequent commands that you enter do
not execute correctly.

2. Start the Profiles Jython script interpreter.
Enter the following command to access the Profiles configuration files:

execfile("profilesAdmin.py")
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If prompted to specify a service to connect to, type 1 to pick the first node in the list. Most
commands can run on any node. If the command writes or reads information to or from a
file using a local file path, you must pick the node where the file is stored.

3. Use the following command to check out the profiles-policy.xml file:
ProfilesConfigService.checkOutPolicyConfig("", "cell_name")
where:

— working_directory is the temporary working directory to which the configuration XML
and XSD files will be copied. The files are kept in this working directory while you make
changes to them.

— cell_name is the name of the IBM WebSphere Application Server cell hosting the
Profiles application. This argument is required.

For example:

ProfilesConfigService.checkOutPolicyConfig("/wsadminoutput",
"jdoe30Node02Cel1")

4. Open the profiles-policy.xml file using a text editor, from the temporary directory to which
you checked it out.

5. Edit the following properties for the profile photo feature as needed.
— profile.photo
Enables or disables the profile photo feature.
This property takes a string value. Possible values include:

¢ true. Enables the photo feature for users with the specified profile type. The user
interface displays the user's photo and provides options for editing the photo.

¢ false. Disables the photo feature for users with the specified profile type. The user
interface does not display the user's photo or options for editing the photo. A
generic photo image is displayed in place of the user's photo.

— profile.photo.update
Control access to view the photo.

In additional to the scope attribute for this access control, dissallowNonAdminlfinactive
can be used to indicate whether photos for inactive users can be viewed.
Administrative users can view photos regardless of the configuration.

Access levels for this property can be defined using one of the following scopes:
¢ none. No one can update the profile photo of users with the specified profile type.

¢ self. Users with the specified profile type can update their own profile photo.
Administrators can also update the profile photo of users with the specified profile
type.

— profile.photo.view
Controls access to view the photo.

In additional to the scope attribute for this access control, dissallowNonAdminlfinactive
can be used to indicate whether photos for inactive users can be viewed.
Administrative users can view photos regardless of the configuration.

In the following photo policy sample, users who have been assigned the reader role
can view active user's photos with the default profile type, but photos for inactive users
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are only viewable by users who have been assigned theadmin role. When a user's
photo is not viewable, the default gray photo image is displayed.

<profileType type="default" enabled="true">

<acl name="profile.photo.view" scope="reader"
dissallowNonAdminIfInactive="true"/>

<acl name="profile.photo.update" scope="self" />
</profileType>

The following sample enables the profile photo feature for the default profile type, but
restricts access to update profile photos to profile owners and administrators. For users
with the contractor profile type, the profile photo is enabled, but no access is provided
to update the profile photo for users of this profile type. The profile photo feature is
disabled for users with the visitor profile type, and no one can update the profile photo
for users of this profile type.

<feature name="profile.photo">
<profileType type="default" enabled="true">
<acl name="profile.photo.update" scope="self" />
</profileType>
<profileType type="contractor" enabled="true">
<acl name="profile.photo.update" scope="none" />
</profileType>
<profileType type="visitor" enabled="false">
<acl name="profile.photo.update" scope="none" />
</profileType>
</feature>

6. Save your changes and check the profiles-policy.xml file back in using the following
command:

ProfilesConfigService.checkInPolicyConfig()
7. To exit the wsadmin client, type exit at the prompt.
8. Stop and restart the Profiles server.

You have enable the photo profile.

5.5 Verifying operating system installation and disk space
available

Before installing your IBM Connections environment, you must verify if your operation system
are supported and provide sufficient disk space for a successful installation and operation of
the product that you plan to install.

5.5.1 Operating system requirements

Linux

For IBM Connections on Linux ensure that you have the following packages and libraries
installed:

» scompat-libstdc++-33.x86_64
» libcanberra-gtk2.i686
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» PackageKit-gtk-module

» tk2.i686

» compat-libstdc++-33.i686
» compat-libstdc++-296

» compat-libstdc++

» libXtst.i686

Note: Ensure that the GTK library is available on your system. Even when your IBM
Connection is to be installed on a 64-bit system, you still need the 32-bit version of the
GTK library. If you use silent mode or console mode to install IBM Connections, you do not
need the GTK libraries.

AIX

For IBM Connections on AlX, ensure that you have X11 package installed on you server:
» X11.base.rte
» X11.apps.config

Windows
IBM Connections on Windows does not required any additional software to be installed.

5.5.2 Applying operating system patches

It is important to have the operating system patches required for the IBM Connections to
avoid installation issues on your environment. You can check the operating system requisites
as described in 2.3, “Software requirements” on page 16.

5.5.3 Cognos requirements

If you plan to install Cognos, you need the libraries listed in the Cognos Bl 10.1.1 Software
Environments - Required Patches technote
(http://www-01.ibm.com/support/docview.wss?uid=swg27022463).

5.5.4 Disk space
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It is important to define how many users will use the system and how much data the users
might generate to plan your IBM Connections environment. The following is the minimum
space required for IBM Connections features:

» Activities - 10 GB for content store for holding files reference, images reference, text
content, and so on.

» Blogs - 10 GB for content store for holding files reference, images reference, text content,
and so on.

» Bookmarks - 1 GB for Favicons Directory, the icons that are displayed on Bookmarks.
» Communities - 3 GB for content store
» Files - 10 GB for uploaded files, directory stores files to be uploaded to user blogs.

» Homepage - 1 GB for content store for holding files reference, images reference, text
content, and so on.
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News - 500 MB per message store for holding files reference, images reference, text
content, and so on.

Profiles - 30 MB for cache file directory

Search - 15 GB for index files directory, the disk space required for the search index is
depended on the amount of content in the individual IBM Connections features and the
disk space required will grow when the IBM Connections content grows.

Wiki - 10 GB for content store for holding files reference, images reference, text content,
and so on.

Note: The sizes of these directories will grow when the number of users and activities
increases. Monitor the space available to know when is necessary to increase the capacity.

Note: Content store, are all data generated from an application (Activities, Blogs and
Homepage) and are stored on databases. All other contents (Files, cache, Index,
Temporary and Search) are stored on the shared folder defined during the installation
procedure. For IBM Connections environments in WebSphere Application Server Cluster,
they are stored on a shared file system, for example, a NFS directory of
/opt/IBM/Connections/data/shared on Deployment Manager server

Each product in the IBM Connections environment has its own system requirements. For
more information, see the Information Center of the product:

>

Cognos Information Center
http://publib.boulder.ibm.com/infocenter/cbi/v10rlm0/index.jsp?topic=%2Fcom.ibm
.swg.im.cognos.qrc_inst.10.1.0.doc%2Fqrc_inst_id426VerifySystemRequirements.htm
1

DB2 Information Center
http://pic.dhe.ibm.com/infocenter/db21uw/v9r7/nav/2_0 2 1 2

WebSphere Application Server Information Center
http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.installa
tion.nd.doc/info/ae/ae/tins_prepare.html

Tivoli Directory Server Information Center
(http://pic.dhe.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.IBMDS.doc/instal
1202.htm?path=8 3 20#dskspace

Tivoli Directory Integrator Information Center
http://pic.dhe.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.IBMDI.doc_7.0/adm

IBM Domino http://publib.boulder.ibm.com/infocenter/domhelp/v8r0/index.jsp
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Product deployment

Installing IBM Connections can be broken down in to the following distinct phases:

9. Preparing the computer environment - physical or virtual

10.Pre-installing and configuring the components Connections requires to run:

a.

-~ o a0 T

g.

Setting up the installation manager

Installing the database

Creating the databases;

Installing Tivoli Directory Integrator

Installing IBM WebSphere Application Server
Installing IBM HTTP Server

Installing Cognos Business Intelligence

11.Installing Connections

12.Performing post-installation configuration steps

In this chapter, we describe the product installation and post-installation configuration steps.

» 6.1, “Setting up the Installation Manager” on page 52

>

>

>

6.2, “Installing the database management system” on page 54

6.3, “Installing Tivoli Directory Integrator” on page 63

6.4, “Installing WebSphere Application Server” on page 70

6.5, “Creating databases” on page 97

6.6, “Populating Profiles using population wizard” on page 98

6.7, “Installing Cognos Business Intelligence” on page 102

6.8, “Installing IBM Connections applications” on page 108
6.9, “Installing IBM HTTP Server’ on page 117
6.10, “Post installation environment configuration” on page 127

6.11, “Post installation IBM Connections configuration” on page 160
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6.1 Setting up the Installation Manager

52

On this section we show you the steps to install the IBM Installation Manager. IBM Installation
Manager is a tool responsible for installing, updating, and modifying packages. It allows you
to manage IBM software applications and packages. Installation Manager also helps you to

track what is installed , what is available for you to install, and organize the installation
directories.

IBM Connections 4.0 provides the Installation Manager bundle on the installation package.
Follow the steps below to have the IBM Installation Manager installed on you environment:

1.
2.

Expand the installation package CIA3EML.tar on a temporary directory, for exmaple, /tmp.

Run the install.sh on /tmp/IBM_Connections_Install/IMlinux to start the installation
process.

Select IBM Installation Manager as the packages to be installed.

Install Packages -"_]
Select packages to install: ? yoe
Installation Packages Status Vendor License Key Type |
- 0 .

A ¥ Versio

[ Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBM® Installation Manager 1.6.0
IEM® Installation Manager More info..

® Repository: fopt/CAlinstall

@ < Back Hext > nstal Cancel

4. Read and accept the license agreement.

5. Select the path where the Installation Manager will be installed.
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Install Packages

Selectal ion for

Location > Summary

Install Licenses

Once installed, IEM Installation Manager will be used to install, update, modily, manage and uninstall your packages.

Installation Manager Directory: |foptIBM/InstallationManager/eclipse

Disk Space Information

Volume Avallable Space .3

! 415 GB

@

Browse.. |

Cancel

< Back | Next > [nstall

Review the summary and click Install to start the installation.

Install Packages
Review the summary information
T eyman
Instal Licenses Locaton | Summary | >
Target Location
Package Group Name: IBM Installation Manager

Installation Directory:  fop lipse
Packages

Packages

[ IBM® Installation Manager 1.6.0

Environment

Arabic, Brazilian Poruguese, Czech, Danish, English, French, German,
Greek, Hungarian, ltalian, Japanese, Korean, Polish, Russian, Simplified
Chinese, Spanish, Traditional Chinese, Turkish

» Repository Information

Check if the installation was successful and click Restart Installation Manager to start

the Installation Manager console.

Disk Space Information

Total Available Space

foptCA 7346 GB
! 415 GB
Total Download Size: 122.50 MB
Total Installation Size: 234.79 MB
< Back | U"/l = | Install | Cancel
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Install Packages mj
T

@ The packages are installed. View Log File

The following package was installed

¥ % IBM Installation Manager

IEM® Installation Manager 1.6.0

Click on "Restart Installation Manager to launch the new Installation Manager and to start installation
of other package(s)

7 Restan Installation Manager

Note: For more information about the IBM Installation Manager, see IBM Information
Center (http://pic.dhe.ibm.com/infocenter/install/vimOr0/index.jsp).

You can find the latest version of the IBM Installation Manager at IBM Support Portal
(http://www-947.ibm.com/support/entry/portal/download%3Ci%3Esoftware/rational/ib
m_installation_manager).

6.2 Installing the database management system

The relational database systems that IBM Connections supports including DB2, Oracle, and
Microsoft SQL Server. DB2 is bundled with IBM Connections. In this section, we describe the
DB2 installation steps.

In our lab environment, we use the following steps to install DB2 on Linux:

1. Start the installer by launching db2setup from the command line in Linux. The following
figure shows the DB2 Setup launcher starts. Select on Install a Product
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2.

3.
4.
5.

& DBZ Setup Launchpad

DB2 Setup Launchpad

» Weltome Welcome root to DB2 Version 9.7
Release Information 4 . The DBZ Setup Launchpad gives you access 10 all of the information that you need to
Installation Requirements install your DBZ products and features for Linux, UNDC and Windows operating systems.
Upgratle Infarmation To access more information about the DEZ products available for installation oF 1o
perform an installation, select from the 1abs provided. You can find more product
Install a Product information by searching the Information Center,
Exit

[  search Information Center

R ———

Click Install New.

& DB2 Setup Launchpad

EBZ Setup Launchpad

Welcome Install a Product as root
Release Information Click Install New to launch the DB2 Setup wizard for the desired product and to install

Installation Requirements the product 1o a new location.

Upgrade Information

Install a Product
» Install a Produ DE2 Enterprise Server Edition Version 9.7
Exit DB2 Enterprise Server Edition is designed to meet the data senver needs of medium to large
businesses, It can be deploved on Linux, UNEX, or Windows servers of any size, from one CPU 1o
any number of CPUs.

DB2 Enterprise Server Edition is an ideal foundation for building on demand enterprise-wide
solutions, such as multi-terabyte size data warehouses, or high performing 24x7 awailable high
wolume transaction processing business solutions, or Web-based solutions. DB2 Enterprise
Server Edition incorporates a native XML data store and delivers flexible access to XML data
using XQuery, XPath, SQL, and standard reporting tools.

Optional features for DB2 Enterprise Server Edition are available that provide additional
advanced product capabilities in areas such as database partitioning, compression,

performance, workload management, and security. For more information, see
hittp: f fwew. ibm. com.

Database Management and Application Development Tools

A suite of GUI tools for managing DB2 for Linux, UNIX, and Windows data and data-centric
applications is available to install. Indivdually these tools provide powerful capabilities that
target specific data management roles and tasks; more importantly, the components

interoperate seamlessly, enabling cross-role collaboration, productivity, and effectiveness.

In the Welcome to the DB2 Setup Wizard screen, click Next.
Accept the software License.
Choose the Typical installation type.
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Elnizn

6. We chose to save the responses into a response file, /root/db2ese.rs, for future
installation. We recommend using the .rsp file extension because it is used as a default
when selecting a response file in the future.

frootfdbZese.rsp

Elnizn
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7. Choose the installation directory for DB2. On Linux, we chose to install it to the default
directory /opt/ibm/db2/v9.7.

DBZ Setup - DBZ Enterprise Server Edition

Jfoptiibmidbz jva. 7

8. For our installation, we chose to include the IBM Tivoli System Automation to help us
manage a high-availability solution for DB2.

DBZ Setup - DB2 Enterprise Server Edition
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9. Enter the user name and group that the DB2 application will run as. This user name and
group should already exist on the operating system. For safety use a user name and group
name which will not be present in your LDAP directory.

DBZ Setup - DB2 Enterprise Server Edition

fhomefdasusrl

L5 izt =

10. Choose to create a DB2 instance.

DBZ Setup - DBZ Enterprise Server Edition

Elili=r
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11. Choose Single partition Instance.

DBZ Setup - DB2 Enterprise Server Edition

I e T T

12. The installer then asks for you to supply the user name and details for a user to run the
DB2 instance. Use the form to create a new user (you must have rights to do this as the
user who is running the installer), or choose an existing user.

DBZ Setup - DB2 Enterprise Server Edition

dbZinstl

dbZiadml

A

wrRRReA]

fthome/db2instl

WEETRITETTE]
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13. Supply the name of the Fenced User, which is a special account used to run stored
procedures and other functions.

DBZ Setup - DB2 Enterprise Server Edition

db2fencl

db2fadml

fhomejfdb2fencl

L ST

EE Tt

14. For the Tools Catalog. We chose not to prepare the Tools catalog at install time, but this
can be done later.

DBZ Setup - DB2 Enterprise Server Edition
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15. If you want to receive email notifications from the server, such as maintenance
requirements or errors, setup the SMTP server details here.

DBZ Setup - DB2 Enterprise Server Edition

smitp.itso.ibm. corm|

16. Specify the user who will receive the notifications.

DBZ Setup - DBZ Enterprise Server Edition

db2instl
db2inst1@itso.ibm.com
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17. Review the settings you select in the Summary screen and click Finish to start
installation.

DBZ Setup - DB2 Enterprise Server Edition

Froduct to install: DBZ2 Enterprise Server
Installation twpe: Twpical

Frewiously Installed Components:
Selected Components:

Base client support

Java support

SOL procedures

Base serwer support

IBM Software Dewelopment kit (SDE) for Java(TM)

Connect support

Communication support - TCRSIP

Feplication toaols

Cantraol Center

DEZ data source support

DBZ2 LDAP support

DB2 Instance Setup wizard

DBZ Update Service

First Steps

Sample database source

Languages:
English
A11 Products

18. When the installation finishes, you should a successful window as shown below. Take
special note of the Post-Install Steps and click Finish.

5etup Complete H=] E3

Feguired steps:

In arder to start using DB2 wou need ta logon using a walid user ID such as the DBZ instance owner's
D "db2instl"

¥aou can connect tothe DBEZ instance "dh2inst1" using the port number "50001". Record it for future

[ul ul et e Tuln}
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6.3 Installing Tivoli Directory Integrator

In this section, we explain how to install Tivoli Directory Integrator 7.1 and apply Fix Pack.

6.3.1 Installing Tivoli Directory Integrator

Follow these steps to install Tivoli Directory Integrator 7.1:

1. Unzip the Tivoli Directory Integrator 7.1 for Windows (CZ9MKML) in a temporary directory
(c:\temp), and start the launchpad.bat to launch the welcome screen.

Click Install IBM Tivoli Directory Integrator and click Tivoli Directory integrator 7.1
Installer.

& Tiv Directory Integrator 7.1

Tivoli Directory Integrator Select a language M

IBM Tivoli Directory Integrator 7.1 Installation

Welcome
Release Information Laun product installation:
e ) &%) Tivoli Directory Integrator 7.1 Installer. I
Prerequisite Information
Installation Scenarios Installation documentation:
: : : o % Tivoli Directory Integrator 7.1 Installation Documentation
Migration Information o @2 Migrating to IBM Tivoli Directory Integrator 7.1

] % IBM Tiwoli Directory Integrator 7.1 Supported Platforms

o (2 1BM Tivoli Directory Integrator Password Syhchronization Plug-
ins 7.1 Documentation

Exit o % 1IBM Tiwoli Directory Integrator Password Synchronization Plug-

Ins 7.1 Platforms supported

> Install IBM Tivoli
ni ory Integrator

Directory Integrator
71

Licensed Materials - Property of IBM Corp. © Copyright IBM Corp. and other(s), 2002, 2010. All Rights Reserved. IBM, the IBM logo and Tivoli
are registered trademarks of IBM Corporation in the United States, other countries, or both. Built on Eclipse is a trademark of Eclipsa
Foundation. Inc. Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries. or both.
Other company, product, or service names may be trademarks or service marks of othars.

BUILT ON —=/( 3
b e Java
A g

I IEninsh
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3. In the Introduction page, click Next.

A IEM Tivoli Directory Integrator v7.1

Introduction

¥ Introduction InstallArywhere will guide you thraugh the installation of IBM Tivali Directary
[> Previous Installations Integratorvr.1.
[~ Software License Agreement

Itiz strongly recommended that vou guit all programs befare cantinuing with this
[ Choose Install Folder installation.

[ Choose Install Set
Click the T™ext' buttan to proceed to the next screen. If vau wantto change

FLBolutnS Direcory something on a previous screen, click the 'Previous' hutton.

[ TDI Server Ports
[~ TDI Serer Serice You may cancel this installation at any time by clicking the 'Cancel’ buttan.

Integrated Solutions Console

e Directory

_ Integrated Solutions Console
Fartvalues

[= AMC Senice

= Pre-Installation Summany

= Installing. ..

it

= Install Complete

Erevious

4. In the Previous Installations page, click on Next.

Previous Installations

+f Introduction Click next to search for previous [BM Tivoli Directory Integrator installations. This
= Previous Installations may take a while...

[ Software License Agreement
[

W

Choose Install Folder
[ Choose Install Set

= Bolutions Directary
[ TDI Sener Ports

[ TDI Server Service

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortvalues

[ AMC Service
= Pre-Installation Summary
= Installing...

it

[ Install Complete

Previous
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5. In the Software License Agreement page, click "l accept the terms in the license
agreement" and click Next.

Al IBM Tivoli Directory Integrator ¥7.1 1 =]

Software License Agreement

+/ Introduction Please read the Following license agreement carefully,

+/ Previous Installations IMPORTANT: READ CAREFULLY i’
» Software License Agreement

[ Chaose Install Folder Two license agreements are presented below.

[ Choose Install Set
1. International License Agreement for Evaluation of

Programs
2. International Program License Lgreement

[= Bolutions Directory
[ TOI Server Ports
[ TOI Server Service

> Integrated Solutions Console If Licensee i= obtaining the Program for purposes of
- Directary productive use (other than evaluation, testing, trial
> Integrated Solutions Console "try or buy," or demonstration): By clicking on the

~ PortValues "hocept™ button kelow, Licensee accepts the

= AMC Service International Programn License Lgreement, without

[~ Pre-Installation Summary modification.

[ Installing...

If Licensees iz oktaining the Program for the purpose LI -i-"L
= Install Complete

% 1 accept the terms in the license agreement i I

| " 1donot accept the terms in the license agreement.,

Print |

Cancel Previous

6. Inthe Choose Install Folder page. Specify an Installation directory and click on Next. We
recommend keeping the path name short and using 8 character folder names. Common
practice on Windows is to place the installation in a folder such as IBM, not Program Files
(x86) to avoid the spaces and longer folder names.

Al IEM Tivoli Directory Integrator ¥7.1 N =]

Choose Install Folder

Introduction

Flease choose a destination folder for this installation.
Frevious Installations

Choose Install Folder
= hoose Install Set

4

4

+/ Software License Agreement
| 4

[

[

= Bolutions Directory
[ TOI Server Ports
[= TOI Serer Service

Where Would You Like to Install?
[ ToTN 1|

Integrated Solutions Console Restore Default Folder Choose...

=
© Directory

 Integrated Solutions Congole
© PaortValues

= AMC Service
[~ Pre-Installation Summary
= Installing...

= Install Complete

Previous
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7. In the Choose Install Set page. Select Typical and click Next.

A IEM Tivoli Directory Integrator v7.1

Choose Install Set

b4
4
4
4
>

W

¥

[=

Intraduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TOI Server Ports

TOI Server Service

Integrated Solutions Console
Directary

_ Integrated Solutions Console

Portvalues

= AMC Service

Pre-Installation Summany
Installing. ..

Install Complete

Typical
The most commaon application featurez will be installed. Thiz option is
recommended for most users.

| Custom
n Choose thiz option to customize the featuresto be installed.

Erevious

8. In the Solutions Directory page, Select Do not specify — use current working directory
at startup time and click Next.

\J IBM Tivoli Directory Integrator ¥7.1

Solutions Directory

VY LSS S S

W

Y,

Introduction

Previous Installations
Sofhware License Agreement
Choose Install Folder
Choose Install Set

Salutions Directary

TOI Server Parts

TOI Server Service

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortvalues

- AMC Serice

Pre-Installation Summary
Installing...
Install Complete

Cancel

Installing and Deploying IBM Connections

You have the option of selecting a Solutions Directory. & Solutions Directary is a
static directory where the |EM Tivoli Directary Integrator Server and Configuration
Editar look faryour solutions.

" Use a subdirectory named TDI under my home directory
" Use Install Directory

" Select a directory to use

&

Eestore Default Chonse..

Do not specify - use current working directory at startup time

Previous




9.

In the TDI Server Ports page. Accept the default values and click on Next.

A IEM Tivoli Directory Integrator v7.1

Server Port Values

Y4S&ASKS 8 9

W

Intraduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TOI Server Ports

= TDI Server Service

Integrated Solutions Console
Directary

_ Integrated Solutions Console

Portvalues

= AMC Service

Pre-Installation Summany
Installing. ..
Install Complete

Enter the portvalues to be used by IEM Tivali Directory Integrator v7 .1 Server.

Server Port:
f 1099

System Store Port:
1527

REST 4P Port:
f 1098

System Gueue Port:
f41001

it

Erevious

Register Server as Service

TFASASSS NS

Introduction

Previous Installations
Sofhware License Agreement
Choose Install Folder
Choose Install Set

Salutions Directary

TOI Server Parts

TOI Server Service

Integrated Solutions Console
Directory

N Integrated Solutions Console

Fortvalues

- AMC Service

Pre-Installation Summary
Installing...
Install Complete

You have the option of registering 1BM Tivoli Directary Integratarv7.1 Server as a
systemn semvice.

[” Register as a systermn service

Service Mame:
Itdisrv

it

Previous

11. In the Integrated Solutions Port Values page. Accept the default values and click on Next .
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I IBM Tivoli Directory Integrator ¥7.1 !E[B

Integrated Solutions Console Port VYalues

/' Introduction Enterthe portvalues to be used by Integrated Solutions Consaole SE.
+f Previous Installations
+/ Software License Agreement
< Choose Install Falder
+/ Choose Install Set
+/ Salutions Directary
+/ TDI Server Ports HTTP port:
+/ TDI Server Service IlSIDD
o git?egcrtaut;d Solutions Console I,_:—;—EIS nort:
[ Integrated Solutions Console :
FartWalues Action Manager APl part:
[~ AMC Semrice |13104
= Pre-Installation Summary
= Installing... ﬁ

I Install Complete

Erevious

Introductian vou have the option of registering the Administration and Monitoring Console as
Previous Installations a systern serice,

Software License Agreement
Choose Install Folder

Choose Install et

Solutions Directory

TOI Server Pors [” Register as a systerm service
TOI Server Service Service Mame:

T T T

Integrated Solutions Console Itdiamc
Directory

Integrated Solutions Console
Fortalues

B AMC Service
[~ Pre-Installation Summary

= Installing...
= Install Complete

R

Cancel Previous

13. In the Pre-Installation Summary page. Review the information in the Pre-Installation
Summary window and click Install.
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I IBM Tivoli Directory Integrator ¥7.1

M= E3
Pre-Installation Summary

Introduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TODI Server Ports

TOI Server Service

L YT

Integrated Solutions Console
Directary

Integrated Solutions Console
Portalues

f AMC Service

» Pre-Installation Summary
= Installing. .

I Install Complete

<

Please Review the Following Before Continuing:

Product Name:
IBM Tivali Directory Integrator w7 .1

Install Folder:
CUBMTDRYT 1

Disk Space Information (for Installation Target):
Required: 665,053 696 bytes
Awailable: 87,900,028 928 bytes|

il

Erevious Install

Done.

Introduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directory

TOI Server Pars

TOI Server Service

T T T

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortalues

AT Service
Pre-Installation Summary
Installing...

Install Camplete

A S S

Cancel

You have finished the IBM Tivoli Directory Integrator V7.1 installation.

Install Complete

[_|CT]

Congratulations! IBM Tivali Directary Integrator w7 .1 has been successiully
installed. Press 'Done' to quit the installer.

R

[ Start Configuration Editof

Erevious Done
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6.3.2 Applying Fix Pack

After install Tivoli Directory Integrator 7.1 apply Fix Pack 6 using the following steps:

1. Download Fix Pack (7.1.0-TIV-TDI-FP0006.zip) from IBM Support Portal - Fix Central
(http://www-933.1ibm.com/support/fixcentral/).

2. Unzip the Tivoli Directory Integrator 7.1 Fix Pack 6 (7.1.0-TIV-TDI-FP0006) in a temporary
directory (c:\temp) and go to this directory:

cd \temp\7.1.0-TIV-TDI-FP0006

3. Run the following commanad:
c:\IBM\TDI\V7.1\bin\applyUpdates.bat -update TDI-7.1-FP0006.zip
The following figure shows an installation output:

[&+] Administrator: Command Prompt
Copyright <c> 2088? Microsoft Corporation. All rights reserved.

GC:sUsers~Administrator>cd “temp~7.1.8-TIVU-TDI-FPBBB66

C:\Temp\7.1.8-TIU-TDI-FPABA6 >dir
Uolume in drive C has no label.
Uolume Serial Humber is E22D-B853

Directory of C:~\Temp~?.1.8-TIU-TDI-FPBGA6

11/16.-2812 H <DIR> -

11/16.,20812 = <DIR> 2

11/16.,2812 H 94,861 ?7.1.8-TIV-TDI-FPAAB6 . README.html
11-16-2812 H 3.568 applylUpdates.csh

11-16-2812 H 1.593.194 LWIG.1.88ecurityFixUpdateSite.zip
11/16-2012 H 39.185.388 TDI-7.1-FPABABG .zip
i 48,876,131 hytes
2 Dir<s> 87.722.898.688 hytes free

C:nTempn?.1.8-TIU-TDI-FPABAG6 >c :~IBMNTDINU? .1ixbinsapplylpdates .bat —update TDI-7.1-FPHABG.zip
Applying fix *'TDI-7.1-FPUWHL" using backup directory "CINIBANTDINUY . 1Smaintenance™BA
—7.1-FPBBB6L"* .
Updating BASE.
Updating SERUER.
Updating CE.
Updating EXAMPLES.

C:\Temp\?.1.8-TIU-TDI-FPABBG >_

6.4 Installing WebSphere Application Server

70

IBM Connection 4 runs as an application (it is actually a number of independent applications
that are installed as one) on WebSphere Application Server. WebSphere is infrastructure
software, or middleware, designed for dynamic On Demand Business and for enabling SOA
for your enterprise. It delivers a proven, secure, robust, and reliable software portfolio that
provides an excellent return on investment. WebSphere Application Server is the IBM runtime
environment for Java-based applications. Because different e-business application scenarios
require different levels of application server capabilities, WebSphere Application Server is
available in multiple packaging options as follow:

» WebSphere Application Server - Express V7.0

» WebSphere Application Server V7.0

» WebSphere Application Server for Developers V7.0

» WebSphere Application Server Network Deployment V7.0

» WebSphere Application Server for z/OS V7.0

To install IBM Connections 4, you must install WebSphere Application Server Network

Deployment. WebSphere Application Server Network Deployment provides full capabilities to
support the complex applications including clustering, load balancing, and high availability.
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In this section, we show the steps to install the servers that hosts WebSphere Application

Server, configure the Deployment Manager, configure the additional nodes, install the update

maintenance tool, install fix packs, and enable the console security. For more information
about WebSphere Application Server Network Deployment, see WebSphere Information

Center(http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.web

sphere.nd.multiplatform.doc/info/ae/ae/welcome ndmp.html).

The procedure to set up WebSphere Application Server systems for the IBM Connections is

as follows:
1. Installing and configuring Deployment Manager

This step is to create a server for managing the WebSphere environment. In our example,
we define the Deployment Managera cell and create Integrated Solutions Console (ISC) to

deploy IBM Connections.
2. Installing additional nodes

These nodes are added into Deployment Manager cell to host the IBM Connections files

deployed on WebSphere Application server.
3. Configuring LDAP in the Integrated Solutions Console.

IBM Connections requires an user registry repository to authenticate users. You have to
configure WebSphere to access the LDAP.

4. Configuring security on Integrated Solutions Console.

To secure the WebSphere infrastructure, you must enable the global security using ISC.
After enabled the global security at ISC, all servers under the WebSphere requires
authentication to access them.

The following figure shows the logical topology of the IBM Connections servers of our lab
scenario. In this scenario, we have configured 3 Linux servers con-dmgr, con-app01 and
con-app02. The con-dmgr is our cell (cell is responsible for manage multiple nodes),
con-app01 and con-app02 are defined as a node (node is an administrative grouping of
application servers for configuration and operational management). On our environment all
servers are installed on Linux and WebSphere Application Server Network Deployment.
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WebSphere Application Server

—————————————————————————————

i DeploymentManager i

_____________________________

Cell con-dmgr

WebSphere Application Server WebSphere Application Server
MNode MNode
I I
i a Activities | Activities Cluster i [+ Activities |
I oo I oo
\,:iZZHZZZZZZ............. -

JYM3 T T s JYM4 T T s s s
i ik Blogs i Blogs Cluster i (14 Blogs i
L ____________________ 1 L ____________________ 1
JYME T T T T JYMG Ty TTTTTTTTTTT f
- ! - !
: Communities | : . Communities |
e e e ; e e
JVYMT :"'.""""""""'“. i JVME :"'.""""""""'“.
: 1- Other Applications \ Other Clusters ! %Dtherﬁpplic&tions |
1 1

6.4.1 WebSphere Application Server deployment

Installing and configuring Deployment Manager

WebSphere Application Server Network Deployment is responsible for managing the
WebSphere infrastructure. Complete these steps to install and configure Network
Deployment :

1. Unzip the WebSphere Application Server Network Deployment package file
(C1G35ML.tar.gz) in a temporary directory (for example, /tmp).

2. To start the installer, run launchpad.sh (launchpad.bat for Windows) to start the installer.
You can also start the installation from /tmp/WAS directory and run the install file.

Note: You might need to make the launchpad.sh file executable on Linux before it will
run. Use chmod command to do this.

In the Welcome WebSphere Application Server Network Deployment window, choose the
first option, WebSphere Application Server Network Deployment.
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Welcome to WebSphere Application Server Network Deployment

IBMWebSphere Application Server Network Deployment, Version 7.0 is an integrated platform that contains an Application Server. Web development tools. a Web server. and
additional supporting software and documentation. This launchpad may serve as a single point of reference for installing your Application Server environment.

We recommend viewing the installation diaarams for illustrations of common application server environments. For full documentation visitthe on-line WebSphere Information Center.

To begin. select an entry from the list below to initialize a product installation wizard. Alternatively, select a product on the navigation listto left to read descriptions of the products. and
browse help documentation and support links before starting an installation wizard.

e ication Server

ﬁ'Launch the installation wizard for WebSphere Application Server Wetwork Deployment
* IBM HTTP Server
N | aunch the installation wizard for IBM HTTP Server,

~ Web Server plug-ins
N'Launch the installation wizard for Web Server plug-ins
* WebSphere DMZ Secure Proxy Server
N | aunch the installation wizard for DIMZ Secure Proxy Server,

~ |BM Update Installer for WebSphere Software
N'Launch the installation wizard for IBM Update Installer for WebSphere Software
“* IBM Edge Components

N Launch the installation wizard for Edge Components Load Balancerfor IPvE,
&

Launch the installation wizard for Edge Components Load Balancer.

“* IBM Tivoli C i icati for

phere ication Server
N Launch the installation wizard for IBM Tivoli Composite Application Manager.

(C) Licensed Materials - Property of IBM Corp
@ Copyrights by IBM Carp. and by others 2006, 2008.
All Rights Reserved.
IBM. Rational, Tivoli, and WebSphere are trademarks of IBM Corp. in the United States, other countries, or both
Other company, product, or service names may be trademarks or service marks of others

Click Launch the installation wizard for WebSphere Application Server Network
Deployment,

@IBM WebSphere Application Sercer 7.0 EI@

Welcome to the IEM WebSphere Application Server Network Deployment
installation wizard.

Thiz wizard installs [BM WebSphere Application Server Metwark Deployviment,
Additional information can be found at the Information Centers and support
sites for WebSphere and related products homepage.

Click Mext to continue.

InstallEhieldd

Mext = | ‘ cancel

3. After you have read the Software license agreement, accept the agreement to continue.
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@IBM WebSphere Application Sercer 7.0 EI@

re License Agreement

Fleasze read the following license agreement carafully.
International Program License Agreement

L] »

Part 1 - General Terms

B DOWNLOADIMNG, IMNZTALLIMG, COPYIMNG, ACCESSING, OF USING THE
PROGRAM YOU ACEEE TO THE TERMS OF THIS ACEEEMENT. IF YOU ARE
WCZCEPTING THESE TERMS OMN BEHALF OF AMOTHER PERSOMN OF. A COMPAMNY
OF. OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAYE
FULL AJTHORITY TO BIND THAT PERSOMN, COMPANY, OR LEGAL ENTITY TO
THESE TEEMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO MOT DOWMNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROCEAM; AMD

- PEOMPTLY RETURER THE PROGRAM AND PROCOE OF ENTITLEMENT TO THE  |™
:l | Read non-1BM terms

;m;i ® | accepr both the IBM and the non-IBM terms

| do not accept the terms in the license agreement

InstallEhieldd

< Back Mext = | ‘ cancel

4. The installation wizard checks the prerequisites of your operating system. You might

receive an warning informing that your operating system is not detected. This is because
your environment might have been added after the product release, probably your
environment is newer than the minimum required to install WAS ND so you can click on
Next. To check the compatibility, see 5.1, “Verify software requirements” on page 40.

@IBM WebSphere Application Sercer 7.0 EI@

-

System Prerequisites Check
A supported operating system was not detected.

Suppaort for wour operating systerm might hawe been added after the
release of the product. See the WebSphere Application Server detailed
system requirements Web pages for more infarmation about supparted
operating systems. You can continue with the installation, but the
installation ar product aperation might not succeed without apphing
maintenance. Go to the product support Wekb pages to obtain the latest
maintenance packages 1o apply after installation.

The installation wizard also checks for existing installations of WebSphere
Application Server. To have mare than ane installation of Websphere
Application Server running on the same machine, unigque port valugs must
ke assigned to each installation. Othenwize, anky one installation of
Websphere Application Server can run.

# Installations of web>phere Application Server prior 1o Yersion 6.1
may not be found reliablhy

# Installations of web>phere Application Server that are naot
registered with the operating sywstem may' not e found reliakbly.

1]

InstallEhieldd

< Back || Mext = | ‘ cancel
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5. In the optional features to be installed on WebSphere Application Serve window, you can
install the Samples to test your environment when the installation finished, add support
language to administrative console and also the support language runtime environment,
can be added. For our installation, we do not need any optional features.

@IBM WebhZphere Spplication Server 7.0 E\@

Optional Features Installation

Select |BM WebSphere Application Server Metwark Deploviment features 1o
install. 5ee the InstallCuide_en. htrol file in the docs directory for detailed
descriptions of the optional features.

[ ]Install the Sample applications.

The samples include both source code files and integrated enterprise
applications that demaonstrate some of the latest Java {TM) Flatfarm,
Enterprise Edition {Jawa EE) and webSphere technologies. The samples are
recommended for installation to learning and demaonstration emvironments,
such as development emronments, However, they are nat recommended
for installation to production application server emvironments.

[ ]Install non-English language packages for the administrative console.

In addition to installing the English language files, sou can also install all
the non-English language files needed for using the administrative cansole
from machines with non-English locales.

[ ]Install non-English language packages for the application server runtime ...

In addition to installing the English language files, vwou can alsa install all
the non-English language files that support the application senver runtime
erpdranment, such as the wsadmin taal and logging.

InstallShield

< Back Mext » ‘ | Cancel

6. The installation wizard allows you to choose the directory to install your WebSphere
Application Server. By default, the installation directory is as follows:

Linux: /opt/IBM/WebSphere/AppServer
AIX: /usr/IBM/WebSphere/AppServer
Windows: \IBM\WebSphere\AppServer

) IBM WebSphere Application Server 7.0 EI@

Installation Directory

IBM WebSphere Application Server Netwark Deployment, Yersian 7.0 will be
installed to the specified directory.

Specify a different directory or click Browse to select a different install
lacation.

Froduct installation location:
|jc|pl_.fIBMjWEbSpherejAppSEr\fer |

Browse. ..

InstallZhield

< Back " Mext = | | Lancel
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7. Choose the profile to be installed. For the Deployment Manager, select Management as
the profile.

Note: For more information about profile, see WebSphere Application Server V7.0:
Concepts, Planning and Design Redbook
http://www.redbooks.ibm.com/redbooks/pdfs/sg247708.pdf

3 IBM WebSphere Application Server 7.0 EI@

WebSphere Application Server Environments
Select the tyoe of WebSphere Application Server environment 1o create during
installation. Although only one environment tye can be chosen, additional
profiles can be created after installation using the Profile Management Tool.
Emironments
Cell (deployment manager and a managed node)
[Management |
Application serwer
Custam
Secure proxy (canfiguration-onké
MNane

Description

A management profile provides the server and services far managing
multiple application server environments. The administrative agent
manages application servers on the same machine. The Metworl
Deployment edition also includes a deployment manager for tightly
coupled management and a job manager for loosely coupled management
of topologies distributed ower multiple machines.

InstallZhield

| < Back | blext = | | Cancel |

8. Select Deployment manager as the server type for allowing managing multiple federated
nodes.

@IBM YifebSphere Application Sereer 7.0 E@

-

Server Type Selection

Select the type of server to be created in this management profile.

i Administrative agent

An administrative agent provides management capability for multiple
stand-alone application servers. An administrative agent can manage anky
the application servers that exist within the same installation on ane
machine.

i Deployment manager

A deplosment manager provides management capabhility for multiple
federated nodes. A deplostnent manager can manage nodes that span
multiple systems and platfarms. The nodes that are managed by a
deployment manager can only be managed by a single deployment
manager and must e federated to the cell of that deployment manager.

£ Job manager

A job manager provides management capability for multiple stand-alone
application servers, administrative agents, and deployment managers. The

1]

Installzhield

< Back hext = | | Cancel
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9. To have the installation wizard configure the secure administrative console during the
installation, mark Enable administrative security and provide an user name and

password., This user name must not exist on LDAP repository., for example wasadmin.

InstallEhieldd

@ IBM WebSphere Application Sercer 7.0

o]l ]

Enable Administrative Security

Choaose whether 1o enable administrative security. To enable security, specify
a user name and password to log in to the administrative tools. The
administrativie User is created in a repaositony within the Application Server.
After installation finishes, »ou can add more users, groups, or external
repositaries.

[v] Enable administrative security,
User name:

|wasadmin

Passward:

Confirm passwoard:

See the Information Center for maore information about administrative security

| < Back Mext = | ‘ cancel

10. The Centralized Installation Manager (CIM) creates a repository with the installation

contents that allows you to install and uninstall WebSphere Application Server binaries

and maintenance patches from a centralized location. Do not check centralized repository

installation.

11. After we have defined all the installation parameters, the installation wizard provides a

summary. Click Verify my permissions to perform the installation to have the
installation wizard check permission before performs the installation.
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@IBM YiebSphere Application Server 7.0 EI@

Installation Summary

Eeview the summary for correctness. Click Back 1o change walues on previous
§ software panels. Click Next to begin the installation.

Werify my permissions to perform the installation.

Werifying sour permissions can help ensure that the installation can finish
successfullby If s0ou are sure wou hawve proper permissions, then wou can
bypoass this check and save time.

The following product will be installed:

# IEM WebSphere Application Server Network Deployment
Product installation location: jopt/IBM fWebSpherefAppServerl

The following features will be installed:

# Core product files

Total size:

» 1000 MB

Application server emronment:

# Deployment manager

Enable administrative security

- True

InstallShield

| < Back | Mext > | | LCancel |

12. If there are no permission issues, the wizard returns success as the validation result.
Click Next to start the installation process.

@IBM YifehSphere Application Server 1.0 EI@

Installation Summary

Success: You hawve sufficient permissions to perform the installation.

Feview the summany for carrectness. Click Back to change walues on previous
panels. Click Next to begin the installation.

The fallowing product will be installed:

# IEM WebSphere Application Server Network Deployment
Product installation location: JoptjIBM SwebSphere fAppServerl

The fallowing features will be installed:
& Core product files

Taotal size:

& 1000 MEB

Application server enmviranment:

& Deployment manager

Enable administrative security

- True

Installzhield

< Back Mext > | | Cancel
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13. The installation wizard provides the success result at the end of the installation. For the
installation log, see AboutThisProfile.txt on
/opt/IBM/WebSphere/AppServer/profiles/Dmgr01/logs/AboutThisProfile.txt.

) IBM WebSphere Application Server 7.0 EI@

Installation Results

Success: The following product was installed successfully:

# IEM WebSphere Application Server Metwork Deployment -
foptf/IBM fWwebSpherefAppServer

Application server environment:

& Deployment manager

Important canfiguration information is in the AboutThisProfile.txt log.
Jopt/IBM fwiebSpherefAppServerfprofilesfDmgrd 1 flogs fAboutThisProfile. txt

The next step in creating a Metwork Deployment environment is to star the
deployiment manager so that nodes can be federated into its cell. After the
deployment manager is started, wou can administer the nodes that belong 1o
the cell.

You can start and stop the deployment manager from the cammand line or
the First steps consale. The First steps console also has links to an installation
warification task and other information and features that relate to the
deployment manager.

Launch the First steps console.
Click. Finish 1o launch the First steps consale.

Installshield

14. When the installation completes the installer shows the First Steps wizard. This allows
you to perform a number of post-install operations, including Installation Verification. We
recommend running the installation verification process to ensure that the WAS
installation is healthy.

WebSphere Spplication Server - First steps - Drmgr0l

First steps

|Insta|lation verification |
Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Inswll and administer applicaticons.

Information center for WebSphere Application Server
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 to version 7.0.
Migrate WebSphere Application Server Feature Pack for Web Services to wversion 7.0,

Exit
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15. The installation verification: Checks if your Deployment Manager is able to start and run a
validation.

First steps output - Installation werification fela ==
Kerver name is:dmgr

Frofile name is:Dmgrol

Prafile home is:foptfIBM /Webophere/Appserver fprofiles /Dmaro 1l

Profile type is:managemant

Cell name is:con-dmorCello 1

Hode name is:con-dmgrCellManagerol

Current encoding is:UTF-8

Start running the fallowing command: fopt/IBM /WebSphere/ AppServer fprofiles/Dmgro 1 /hin/startServer. sh dmar -profileName Dmgrol
>ADMUGL1EL: Toal information is being logged in file

> Jopt/IBM fiebSphere/AppServer/profiles/Dmgr01/logs /dmgr/starServer.log

>ADMUG1281: Starting 1ol with the Dmgrd1 profile

>ADMUZ 1001 Reading configuration for server: dmar

>ADMUZ 2001 Server launched. Waiting for initialization status

>ADMUZ 0001 Server dmgr open for e-business; process id is 9789

Server part number is: S060

WTLOO10I: Connecting 10 the con-dmgr WebSphere Application Server on port; 9080

WTLOO1SI: WebSphere Application Server con-dmagr is running an port: 9060 for profile Dmgrol

IWTLOOZSI: The Installation Yerification Taol is scanning the fapt/IBM fWebSphere /AppSerer/profiles/Dmgr01 flogs/dmar/SystemOut log file for errors and warnings
[10/8/12 10:28 18931 EDT] 00000000 WSKeystore W CWPKIDO4 1% One or more key stores are using the default password

[10/8/12 10:28:22:044 EDT] 00000000 ThreadPoolMar W WSVRO626W: The ThreadPool setting on the ObjectRequestBroker senvice is deprecated

[10/8f12 10:28:22:725 EDT] 00000000 HastNameMap W HMGROOG4W: Resolution of IP Addresses far host name con-dmgr found only the loopkack address. The loophack address will be used,
IWTLOO40L: 3 errors/warnings are detected in the fopt/IBM fWelbspherefAppoerer/profiles/Dmgro1/logs/dmar /Systemout.1og file

WTLOO7OI: The Installation verification Tool verification succeeded

WTLOOBOI The installation verification is complete.

You have finished the WAS ND installation and configuration, we have a cell deployed named
con-dmgrCellO1.

Installing and configuring a Node

After installing the Deployment Manager, you must install WebSphere Application Server and
configure it as a node. On each additional node that hosts IBM Connections you federate the
node into the Deployment Manager installed in the previous step. The installation steps are
similar to the installation steps of the WebSphere Application Server ND. For the node that
hosts IBM Connections, the WebSphere Application Server profile is Custom.

1. Unzip the WebSphere Application Server Network Deployment package file
(C1G35ML.tar.gz) in a temporary directory (for example, /tmp). Go to the WAS directory
(/tmp/WAS) and run install to start the installation wizard.

Accept the the software license agreement to continue.

The installation wizard checks the prerequisites of your operational system. You might
receive an warning informing that your operating system is not detect. This is because
your environment might been added after the product release, probably your environment
is newer than the minimum required to install WAS ND so you can click on Next. To check
the compatibility, see 5.1, “Verify software requirements” on page 40.

4. Choose the installation directory. By default, the installation wizard sets the following
directories:

Linux: /opt/IBM/WebSphere/AppServer
AIX: /usr/IBM/WebSphere/AppServer
Windows: \IBM\WebSphere\AppServer
5. Choose the profile to be installed. For the IBM Connections node, select Custom.

80 Installing and Deploying IBM Connections



InstalliZhield

@ IBM WebSphere Application Sercer 7.0

WebSphere Application Server Environments
Select the type of Websphere Application Server emdronment 1o create during
installation. Although only one environment e can be chosen, additional
profiles can be created after installation using the Profile Managerment Taal.
Ermvdranments
Cell {deploviment manager and a managed node)
Management
Application server
[Custam
Secure proxy (canfiguration-onhd
Mane
Description

A custom profile cantains an empty node, which does not contain an
administrative console or any servers. The typical use for a custam profile
is 10 federate its node 1o a deploviment manager. After federating the
node, use the deplowviment manager 1o create a server or a cluster of
sefviers within the nade,

[o ] ]

< Back MNext = ‘ | Cancel

6. On the Federation window, provide the Deployment manager host name, SOAP port,

user name and password, defined during the WAS ND installation.

Installshield

@ IBM WebSphere Application Sercer 7.0

[o ] ]

Federation

Specify the host name ar IP address and the S0AP port number for an

existing deplovment manager. Federation can accur anky if the deployvment
manager is running and the S0AP connector is enabled. Otherwise, choose to
federate the node later.
Ceplowment manager hast name or P address:
|con-drgr.itso.ibm. com |
LDeplowyment manager S0AF port number (8879 is the default):
[ze73 |

Deplovment manager authentication

Provide a user name and password that can be authenticated, if
administrative security is enahkled on the deployvment manager,

User name:

[wasadmin |
Password:

|......... |

| | Federate this managed node later using the addMode command.

< Back Mext > ‘ | Cancel

7. After you have defined all the installation parameters, the installation wizard provides a

summary and checks the permission before perform the installation.
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8. If there are no permission issues, the wizard returns success as validation result. Click
Next to start the installation process.

9. The installation wizard provides the success result when finishes the installation. For the
installation log, see AboutThisProfile.txt on
/opt/IBM/WebSphere/AppServer/profiles/Custom01/logs/AboutThisProfile.txt.

@IBM WebSphere Application Server 7.0 EI@

Installation Results

Success: The following product was installed successtully:

@ IEM WebSphere Application Server Network Deployment -
JoptfIBM fuwebSphere fAappServer

Application server enviranment:

& Custam

Important canfiguration infarmation is in the AboutThisProfile.txt log.
fopt/IBM fivelbSphere fAppServer/ profilesf Custom© 1 flogs fAbowt ThisProfile txt

If wiou deferred federation, use the addMode command to federate the node
1o a running deplovment manager. After federating the node, use the
administrative consale of the deplowyment manager ta create a server ar
cluster of servers within the node.

The First steps console contains links to impartant information and features
that relate to the custom profile.

Launch the First steps consale.
Click Finish 1o launch the First steps console,

Installshield

Finish

10. The installation finishes successfully.

WebSphere Application Sereer - First steps - Custorm01

First steps

|Information center for WebSphere Application Server|
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or &.1 to version 7.0,
Migrate WebSphere Application Server Feature Pack for Web Services to wversion 7.0,

Exit
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Verifying WebSphere Version
To verify the WebSphere Application Server version, run the following command:

— Linux: /opt/IBM/WebSphere/AppServer/bin/versionInfo.sh

— AIX: /usr/IBM/WebSphere/AppServer/bin/versionInfo.sh

— Windows: \Program Files\IBM\WebSphere\AppServer\bin\versionInfo.bat
The following figure shows the result of the versionInfo command.

con—dmgr : fopt/ IBA/ ¥ebSphere/ AppServer/bin # ./versionInfo.sh
WVEROD10I: Copyright (o) IBM Corporation 2002, 2005, 2008; A1l rights reserwved.
WWERDOO12I: VWersionInfo reporter version 1.15.5.1, dated £/15/11

Report at date and time October 22, 2012 3:21:11 PM ELT

Installation

Product Directory
Version Directory
DTD Directory
Log Directory
Backup Directory
THF Directory

Product List

fopt/IBN/Meb3phere/ App3erver

Jopt/IBM/ Wekb3phere/ AppServer/ properties/version

Jopt/IEM/ WebSphere/ AppServer/properties/version/ded
Jopt/IBM/Teb3phere/ Applerver/ logs

Jopt/IEM/ WebSphere/ AppServer/properties/version/ nif/hackup
Jtmp

Name IEM Webh3phere Application Server — ND
Version 7.0.0.21

I ND

Build Lewel cfz11150.04

Build Date 12/14/11

Architecture AMD (64 bit)

For the recommended fixes for WebSphere Application Server, see WebSphere Application
Server fix pack website (http://www-01.ibm.com/support/docview.wss?uid=swg27004980).

IBM Connections requires fix pack 21 to be installed on WAS. You must install the update
installer to apply the fix pack on WAS. Follow these steps to complete update installer
installation and fix pack 21:

1. Stop WebSphere Application Server before start the Update Installer installation.

2. Unzip the downloaded Update Installer source to a temporary folder (for example, /timp)
and start the installation by running /tmp/Updatelnstaller/ install.
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Inztallshield -

@ Installation Wizard for the Update Installer 7.0,0.23 EI@

Installation Wizard for the Update Installer

elcome to the Installation Wizard for the IEM Update Installer for Websphere
Software. Additional information can be found at the Infarmation Centers and
Support sites for WebSphere and related products home page.

Click. Mext to continue.

MNext = ‘ | Cancel

3. Read and accept the license agreement to continue. Click on | accept both the IBM and

the non-IBM terms.

EE

e e

Inztallshield -

@ Installation Wizard for the Update Installer 7.0,0.23 E\@

Fleasze read the following license agreement carafully,
International Program License Agreement

M

Fart 1 - Ceneral Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGEAM YOU AGREE TO THE TERMS OF THIS ACREEMENT. IF YOU ARE
AWCCEPTIMG THESE TERMS ON BEHALF OF ANOTHER PERZON OR. A COMPANY
OF OTHER LEGAL ENTITY, ¥OU REFEESENT AND WAREAMT THAT YOU HAYE
FULL AJTHORITY TOQ BIMD THAT PERSOM, COMPANY, OF. LEGAL EMTITY TO
THESE TERMS. |F YOU DO NOT AGREE TO THESE TERMS,

- DO MNOT DOWNLOAD, INSTALL, COPY, ACCESS, OF USE THE PROGEAM; AND

- PEOMPTLY EETURMN THE PEOGEAM AMD PROCE OF EMTITLEMENT TOQ THE 1™

‘ Read nan-1BM terms

@ | accept both the [BM and the non-I1EM terms

) | do not accept the terms in the license agreement

< Back Mext = ‘ | Cancel

4. The wizard checks the

system requirements of your operating system.
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@ Installation Wizard for the Update Installer 7.0.0,25 EI@

System Prerequisites Check

Passed: Your operating system completed the prerequisites check
sUCCesstully,

Your operating system meets or exceeds the requirements far this product.
See the WebSphere Application Server detailed systerm reguirements Web
pages for moare information about supported operating systems. Co 1o the
product suppart Web pages 1o obtain the latest maintenance packages to
appby after installation.

Click Mext to continue the installation.

Installizhield -

< Back || Mext = | ‘ cancel

5. Choose the installation directory to install the Update Installer. The default on a Linux
system is /opt/IBM/WebSphere/Updatelnstaller.

@ Installation Wizard for the Update Installer 7.0.0,25 EI@

Installation Directory

IBM Update Installer for Websphere Software, Yersion 7.0.0.25% will be
installed to the specified directory.

You can specify a different directary ar click Browse 1o select a directony.

Directony path:
|j0pt,fIBMjWebSphere;UpdatelnstaIler |

Browse. .

Installizhield -

< Back || Mext = | ‘ cancel

6. The installation wizard reports the summary for you to validate if the parameters are
correctly defined before continuing.
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@ Installztion Wizard for the Update Installer 1.0.0.25 EI@

Installation Summary

Feview the summary for carrectness. Click Back 1o change the walues on
previous panels. Click Next to begin the installation.

The following product will be installed:

# IEM Update Installer for WebSphere Software
FPath: fopt/BM /Websphere /Updatelnstaler

for a total size;

# 335 MB

Installzhield

< Back ” Mext = | | Cancel

7. If you want to to start the Update Installer automatically when the installation is finished,
check Launch IBM Update Installer for WebSphere Software on exit.

If you do not start the Update Installer automatically after the installation, You can start the
Update Installer manually by running /opt/IBM/WebSphere/Updatelnstaller/update.sh.

@ Installation Wizard for the Update Installer 7.0,0.23 E\@

Installation Complete

Success: The following product was successfully installed:

# IEM Update Installer for WebhSphere Software
Path: foptAEM S Websphere/Updatelnstaller

Launch IBM Update Installer for Websphere Software an exit.

¥ou can also launch the Update Installer by running the update command in
the installation directory.

Click Finish 1o exit the wizard.

Installshield
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8. Since we selected to start the Update Installation automatically, the update process starts
and the Welcome window shows you the supported products.

To install a WebSphere Application Server fix pack, download the fix pack and store the

files in a temporary directory (for example,
/opt/IBM/WebSphere/Updatelnstaller/maintenance).

@ IEM Update Installer for WebSphere Software 7.0.0,25

oo ==

Welcome 1o the IEM Update Installer for WebSphere Software wizard.

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supported:

& |[BM Wehsphere Application Server Wersion &.1.0.0 or higher

@ [EM WebhSphere Application Server Metwork Deployment Wersion
£.1.0.0 or higher

@ [EM WebSphere Application Server - Express Yersion €.1.0.0 or
higher

@ |BM Application Client for WebSphere Application Server Yersion
£.1.0.0 ar higher

@ Web Server Plug-ins for Websphere Application Server YWersion
£.1.0.0 or higher

& [EM Wepbsphere Application Server e 1 Feature Pack for web
Services

@ |[EM WebhSphere Application Server & 1 Feature Pack for E[B 2.0

& |BM WebSphere eXtreme Scale YWersion 7.0 ar higher

& Websphere YWirtual Enterprise €.1 or higher

& |[EM HTTP Server Waersion & or higher

@ |BM WebSphere Process Server Wersion €.0 or higher

@ [EM WehSphere Enterprise Service Bus Wersion &.0.1 ar higher

@ |BM Websphere Business Monitor &.1 or higher

Y

1]

Installizhield

| Mext > | | Cancel

9. Select the product that you want to update by clicking the dropdown list and select the
installed product to be updated.

Installizhield

@ IBM Update Installer for WebSphere Software 7.0.0,25

o]l s

Product Selection

Enter the installation location of the product that wou want 1o update.

You can select a different directory fram the drop-down list, specify a

different directory, or click Browse 10 select a directany

Directary path:

SoptfIBM S WebspherefAppSenver

v

Browwse, .

< Back " MNext = | ‘

Cancel
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10. The following options are available to manage your maintenance update. Select Install
maintenance package.

{3 1BM Update Installer for Web Sphere Software 7.0.0.25 [ @] 23]

Maintenance Operation Selection

® |nstall maintenance package.
i) Uninstall maintenance package.

InstallShield

| < Back | Mext > | | Cancel

11. Enter the directory where you have stored your fix pack. The wizard lets you choose the
directory where the fix pack is stored ( for example,
/opt/IBM/WebSphere/Updatelnstaller/maintenance)

{23 1BM Update Installer for WebSphere Software 7.0.0.25 [=][=2 =

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directony or click Browse to select a path 1o maintenance package.

Directory path:
|j0pt,fIBM,fWEbSphere,fUpdatelnstaller,fmaimenance |

Browse. ..

The latest maintenance packages are available online. Obtain maintenance
packages for Websphere Application Server and all Websphere Application
Servier Feature Packs either by wisiting the Eecommended fixes for
WehSohere Application Semver webpage for a complete list or by using the
Websphere Maintenance Download wizard to find specific maintenance
packages.

Additional infarmation can be found anline at the WebSphere Application
Server library or Websphere Application Server information center webpages.

Installshield

< Back Mext = | ‘ Cancel
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12. The Update wizard automatically recognizes the files in the maintenance directory and
selects the files to be installed.

{23 1BM Update Installer for WebSphere Software 7.0.0.25 [=][=2 =

Installzhield

Availahle Maintenance Package to Install

Select maintenance packages ta install;

Select Becommended Updates ‘ ‘ Clear All selections

70 0-ME-WASSDRE-LinuxX&4-FPO00002 1 pak
F.0.0-WEWAS L inuxX &4 -FPO0Q002 1 pak

Each package selection might restrict remaining packages available for further
selectian,

Multiple selections can be made for different products.

Click Mext ta cantinue

< Back Mext = | ‘ cancel

13. You can verify the permission before starting the maintenance installation by checking
Verify my permissions to perform the installation.

Installzhield

@ IBM Update Installer for WebSphere Softuare 7.0.0,25

Installation Summary

Rewiew the summary for correctness. Click Back to change walues on previous
panels. Click Mext to perform the installation.

[ ]werify my permissions to perform the installation.
The following maintenance packages will be installed:

& 7.0.0-WS5-WAS- LinuxX64-FPO0D00021 - webSphere Application
Serwer 7.0.0.21 FixPack
& 7.0.0-WS-WASSDE- LinuxX64-FPO000021 - Software Deweloper

it 7.0.0.21

to the following location:

& Jopt/IEM/WebSphere, AppServer

Click Mext to begin the installation.

[o ] ]

< Back MNext = ‘ | Cancel

14. The wizard provides the result of the maintenance installation:
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{29 1B Update Installer for WebSphere Software 7.0.0.25 [~ [-E- | ]

Installation Complete

Success:The following maintenance packages were installed:

# 7.0.0-W5-WAS- LinuxX64- FPO0D00021
# 7.0.0-WS-WASSDK-LinuxX64-FPO000DD21

1o the fallowing lacation:
# fopt/IEM/WebSphere/ AppServer

Click Relaunch 1o add or remove additional maintenance packages, or click
Finish to exit the wizard.

Installizhield

Eelaunch | ‘ Finish

You have installed and applied the fix pack on WebSphere Application Server using Update
Installer.

6.4.2 Configuring WebSphere to use LDAP repository

To support the IBM Connections installation, you have to configure WebSphere Application
Server to access at least one LDAP directory to allow IBM Connections to authenticate the
users on LDAP user repository.

Following these steps to add one or more LDAP servers as a federated repository using
Integrated Solutions Console (ISC):

1. Access the WebSphere Console from a web browser, for example,
https://con-dmgr.itso.ibm.com:9043/ibm/console/

2. Expand the Security on the left menu and click Global security. Select Federated
repositories on Available realm definitions and click Configure.
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https://con-dmgr.itso.ibm.com:9043/ibm/console/

Global security

Security Configuration Wizard

Use this panel to configure administration and the default application security policy. This security configurstion applies to the sacurity policy for all
administrative functions and is used as a default sacurity policy for user applications. Security dormains can be defined to override and customnize the security
policies for user spplications.

Security Configuration Repaort

Administrative security

Enable administrative security  Administrative user roles
Administrative group roles
Administrative authentication

Application security

Enable application security

Java 2 security

Use Jawa 2 security to restrict application access to local resources
[] warn i applications are granted customn permissions

[F] Restrict access to resource authentication data

User account repository
current realm definition
Federated repositories

Awailable reslm definitions

Faderatad repasitories - Configure. .. Set as current

#pply | | Resat

Authentication
Authentication mechanizms and expiration

@ LTpa

Ketberas and LTPA
Kerberos configuration

Authentication cache settings

web and SIF security

RMI/IIOP sacurity

Jawa Authentication and Authorization Service
[ use realm-qualified user names
Security domsins

External authorization providers

Custom properties

3. Select Add Base entry to Realm.

bal security

Global security > Federated repositories

baoth the built-in repository and ane or more external repasitories,
General Properties

By federating repasitories, identities stored in multiple repositories can be managed in a single, virtual reslm, The realm
can consist of identities in the file-based repasitory that is built inte the system, in one or more external repositaries, or in

p

Field help

For field help information,
selact a fiald labal or list
marker when the help
cursor is displayed.

# Realm name

HefaultwIMFileBasedRealm

# Primary administrative user name
wazadmin

Server user identity

@ automnatically generated server identity

") Server identity that is stored in the repositery

lanore case for authorization

Repositories in the realm:

[ Add Base entry to Realm... |

Use built-in repository Remove

Select| Base Entry Repository Identifier

“ou can sdminister the following resources:

D o=defaultWIMFileBazedRealrm InternalFileRepositary

Total 1

Additional Properties Related Items

Repository Type

File

Page help

More information abaut
this page

Property extension repositor

Entry rnapping repositor

Manage repositories

Trusted authentication realms - inbound

orted entity tupes

apply | (o] [Reset| [ Cancel |

4. Click Add Repository.

Chapter 6. Product deployment 91



92

Global security wE

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the directary information tree, If
rmultiple repositaries are included in the same realm, it might be neceszary to define an additional distinguizhed name that
uniquely identifies this set of entries within the realm.

General Properties

# Repository
efined Y | Add Repaositary.., I

# Distinguizhed name of a base entry that uniquely identifies this set of entries in the realm

Cistinguished name of a base entry in this repository

Apply | ok Reset Cancel

5. Enter the following parameters to configure the LDAP connection and credentials:

Repository identifier: Define a name to identify the repository to be added, for example,
Renovations LDAP directory.

Directory Type: Select the LDAP type on the list.

Primary host name: Enter the full qualified host and domain name of the LDAP server
(FQDN).

Port: Enter the TCP port that your LDAP is configured.

Bind distinguished name: If your LDAP does not allow anonymous search, you must
provide a user name and password in canonical format, e.g. cn=Administrator, o=itso

Bind password: Enter the bind user password.

Login properties: Specify the login attribute or attributes that you want to use for
authentication. Common examples are uid; cn; mail for unique ID, common name and
mail. Separate multiple values with semi-colons.
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Global security

Global security > Federated repositories = i y reference > New

Specifies the configuration for secure access to a Lightweight Directory #ccess Protocol (LDAP) repository with optional failover servers.
General FmEel’ties

* Repository identifier
Idap-dem

LDAP server

Security
* Directory type Bind distinguished name
IBM Lotus Domine - dornadrnin
# Prirmary host name port Bindipassiiord
Idap-dorn.itsa.ibrn. corn 389 Bossives
Login properties
Failover server used when primary is not svailable id
LDAP attribute for Kerberos ?rmclpal narne
selact| Failover Host Name Port
7 Certificate mapping
one EXACT_DN -
Add] | Certificate filter

Suppatt referrals to other LDAP servers

—
ignare "] Require S5L communications

@ centrally managed

Manage endpoint security configurations

7 Use specific 39L alias
CellbefaultssLSettings S3L configurations
The additionsl properties will not be available until the general properties for this item are

spplied or saved,

Additional Properties

Apply | [oK] [Reset | [ cancel

6. On the Repository reference page, the following fields represent the LDAP attribute type
and value pairs for the base element in the realm and the LDAP repository.

The type and value pair are separated by an equal sign (=), for example: o=itso. These
can be the same value when a single LDAP repository is configured for the realm or can
be different in a multiple LDAP repository configuration.

— Distinguished name of a base entry that uniquely identifies this set of entries in the
realm: Identifies entries in the realm. This base entry must uniquely identify the
external repository in the realm. If multiple repositories are included in the realm, use

this field to define an additional distinguished name (DN) that uniquely identifies this
set of entries within the realm.

— Distinguished name of a base entry in this repository: Identifies entries in the LDAP
directory. The base entry indicates the starting point for searches in this LDAP
directory server.

Note: If you have defined flat groups in the Domino directory, do not enter a value in
this field. Flat groups are group names such as SalesGroup, as opposed to:
cn=SalesGroup,ou=Groups,o=itso. If you configure a search base in this Step, you
will not be able to access the groups
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7.
8.

9.

Global security E

Bl messages

& changes have been made to your local configuration. You can:
® Save directly to the master configuration.
# Reuiew changes before sauing or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences.

M The server may need to be restarted for these changes to take effect

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry inta the directary information tree, IF rmultiple repasitories are induded in
the same realm, it might be necessary to define an additional distinguished name that uniquely identifies this set of entries within the realm,

General Properties

# Repasitory

ldap-darm = )

#* Distinguizhed name of a base entry that uniquely identifies this set of entries in the realm

o=itzo

Distinguished name of 2 base entry in this repasitary

Apply | [ok] [Reset| [ cancel |

Click Apply and Save.
If you want to add more LDAP repositories, repeat the steps.

Note: If you are using a Domino LDAP, replace the default mapping with dominoPerson
and dominoGroup object classes for person account and group entities.

On the WebSphere Console, access the Federated repositories and click the name of
the repository at Repository Identifier (for example, [dap-dom) to return to the Repository

page.

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.

General Properties

# Realm name

HefaultwIMFileBasedReslm

# Primary administrative user name

wasadmin

Server user identity

@ autornatically generated seruer identity

) server identity that is stored in the repositary

Ignaore case for authorization

Repositories in the realm:

[ Add Base entry to Realm... | Use built-in repository Remoue

Select| Base Enfry Repository Identifier Repository Type

“ou can administer the fallawing resources:

[ | o=defaultWIMFilzBasedRealm InternalFileRepository File
] |esitse Idap-dam LDAPDOMING
Total 2 .
Additional Properties Related Items
Property extension repository Mansge repositories
Entry mapping repositor Trusted authentication realms - inbound

orted entity types

Apply | [ok| [Reset| [ Cancel |

10. On Additional Porperties, click LDAP entity types.
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The additional properties will not be available until the general properties for thiz itern are
applied or zaved.

Additional Properties

Performance

LCAP antity types

Group attribute definition

11. Edit the Group and PersonAccount.

Global security wE

Global security > Federated repositories = |[dap-dom = LD AP entity types

Use this page to list entity types that are supported by the member repositories or to select an entity type to view or
change its configuration properties,

Preferences

haed iz
O

Entity Type & Object Classes O

ot

*fou can adrinister the following resources:

Group dominoGroup

Drgfontainer organization;organizationallnit;domain;container
Personfccount dominoPerson

Total 3

12. Click Apply and Save.
The WebSphere Application Server is configured to use a LDAP repository.

6.4.3 Configuring security on ISC

After you configure your LDAP repositories, you must define the WebSphere Application
Server to use this repository to authenticate all users.

Complete these steps to configuring the WebSphere Application Server security, using
Integrated Solutions Console (ISC):

1. On the Integrated Solution Console, click Security on the left menu and choose Global
Security, on Available realm definitions at the User account repository, select Federated
repository and click Configure. Set the following parameters:

— Realm name: Select the principal repository in Repository identifier, for example,
o=itso

— Primary administrative user name: This is the administrative user name of your LDAP
server, for example, domadmin.
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Elobal security > Federated repositories
By faderating repositaries, identities stored in multiple repositories can be managed in a single, virtwal realm, The realm can consist of identities in the file-
based repository that is built into the systern, in one or maore external repositories, or in both the built-in repository and one or more external repositories.

General Properties
# Realm name
o=itso

# Primary administrstive user narme
dormadmin
Server user identity
@ Autornatically generated server identity

() Server identity that is stored in the repository

Ignore case for authorization

Fepositories in the realm:

| Add Base entry to Realm,., Use built-in repository Remove

Select| Base Entry Repository Identifier Repository Type

“ou can administer the following resources:
D o=defaultWIMFilzBasedRealm InternalFilzRepository File
o=itso Idap-dom LDAR:DOMING

[

Total 2

Related Items

Additional Properties
Property extension repository

Entry mapping repositor

Manage repositories

Trusted authentication realms - inbound

orted entity tupes

[ok| | Reset | | ancel

Click OK and save configuration.

2. On the Global security window, select Federated repository at Available realm
definitions and click Set as current. Verify if the Enable administrative security is

checked and click OK and Save.
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Global security

B Messages

M The domain name for single signon is not defined. The Web browser defaults the dorain name to the host
name that runs the web application. Single signon is restricted to the application server host name and does not
work with other application server host names in the darmain,

&y The security configuration is enabled or modified in a Metwork Deployment environment, The following steps
need to be followed o that all the processes in this envirenment have the same security run-time settings: 1)
Verify that all nodes are synchranized with these security configuration changes before stopping these processes.
2) If any node agents are currently stopped, issue a manual syncNode cornmand before starting that node agent.
3) Stop all of the processes in the entire cell, including the deplayment manager, node agents, and Application
Servers, 4) Restart all of the pracesses in the cell; restart the deployment manager and node agents first, then
Application Servers.

v when security is enabled, Java 2 security is autornatically ensbled to provide additional security for Javs virtual
rnachine [J¥M) systern resources, Verify that your applications are Java 2 security ready, If not, the applications
rmight fail ta run,
[ 1f any of the flelds are changed, saue the configuration and then stap and restart the serser,
& Changes have been made to your local configuration, You can:

# Save directly to the master configuration.

e Review changes before saving or discarding.

An eptian to synchronize the canfiguration acrass multiple nodes after saving can be enabled in Prefersncas.

M The server may need to be restarted for these changes to take effect

Use this panel to configure administration and the default application security policy, This security configuration applies to the security palicy for all

adrinistrative functions and is used as a default security policy for user applications, Security domains can be defined to cverride and custamize the security
policies for user applications.

Application security

Java 2 security

User account repository

spply | | Reset

[¥] Use Java 2 security to restrict application access to local resources

| Warn if applications are granted custarn permissions

Security Configuration Wizard Security Configuration Report
Administrative security Authentication
[7] Enable sdrministrative security Qjm!n!strat!ue user rolels Authentication mechanisms and expiration
Administrative aroup roles
ministrative aroup roles @ LTpa

Administrative authentication
Kerberos and LTPA

Kerberos configuration

[¥] Enable application security Authenticstion cache settings

Web and SIP security
RMI/IIOP security

Java Authentication and Autharization Service

| Restrict access to resource authentication data "] Use realm-qualified user names

Current realm definition Zagarly danalng domalrfs . 3
Esternal authorization providers
Federated repositories

Custam proparties

Available realm definitions
Federated repositories - Configure... Set as current

3. Restart the WebSphere Application Server and try to access the ISC using the user name
defined as the primary administrator.

You have finished the WebSphere Application Server installation and configuration, now you
can install the IBM Connections.

6.5 Creating databases

When DB2 is successfully installed, you must apply the supplied license file in order to avoid

the DB2 instance being a trial version and eventually stopping. To do this, follow this

procedure:

1. As Administrator or root user, locate the DB2_ESE_ Restricted_QS_Activation_97.zip file

which is supplied as part of the IBM Connections files (part number CZ381ML).

2. Extract the ZIP file and make a note of the location of the resulting lic file. You can move it
somewhere more convenient.

Open a terminal or command prompt and navigate to the DB2 bin folder.
Enter the following command:
db21icm -a path_to_lic_file/db2ese_o.lic

where path_to_lic_file is the directory to which you extracted the db2ese_o.lic file.
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5. Verify that the new license has been added by typing the command db21icm -1.
Assuming it reports the correct licence, restart DB2.

You can create DB2 database for IBM Connections using DB2 Database Wizard. Locate the
Database Wizards ZIP file obtained as part of the IBM Connections 4 installation files and
unzip them to a convenient location. Follow these steps to create a DB2 database:

1. If your DB2 is on a Windows 2008 64-bit. system, you must perform DB2 administration
tasks with full administrator privileges.

a. Logged in as the instance owner, open a command prompt and change to the DB2 bin
directory. For example:

C:\Program Files\IBM\SQLLIB\BIN.
b. Enter the following command:
db2cwadmin.bat.

This command opens the DB2 command line processor while also setting your DB2
privileges.

2. From the IBM Connections Wizards directory, open the following file to launch the wizard:
— Linux: ./dbWizard.sh
— Microsoft Windows: dbWizard.bat
3. Click Next to continue.
4. Select the option to create a database and click Next.
5. Enter the details of the database you want to create and then click Next:
— Select a database type.
— Select the location of the database.
— Specify a database instance.
6. Select an application and click Next.

7. Review the Pre Configuration Task Summary to ensure that the values you entered on
previous pages in the wizard are correct. If you want to make a change, click Back to edit
the value. Click Create to begin creating databases.

Note: Click Show detailed database commands to preview each SQL command
before it is run by the wizard. If you choose to save the commands, you must have
write-access to the folder that you choose to save them in.

8. Review the Post Configuration Task Summary panel and, if necessary, click View Log to
open the log file. Click Finish to exit the wizard.

6.6 Populating Profiles using population wizard

98

IBM Connections uses profiles database to store user related information. Tivoli Directory
Integrator (TDI) tool uses one set of assembly lines to extract user related data from different
LDAP repositories and another set of assembly lines to store user information to profiles
database. The population wizard manually extracts data from LDAP server and moves the
data to profiles database.
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6.6.1 Preparing to run profile populating wizard

The population wizard is a GUI tool captures the details for LDAP server, database server and
database driver. The tool runs on both Windows and UNIX platform. In our lab setup, we
installed the tool on Windows platform using the follow steps:

1. Extract the IBM_Connections40_Wzd_WIN_CIA3GML.exe file to a temporary directory.
For example, C:\IBM\Wizards.

2. Copy the following DB2 jdbc driver files from the database server to a temporary directory.
For example, C\IBM\DB2Drivers

— db2jcc.jar
— db2jcc_license_cu.jar

3. Disable JIT compiler and increase the runtime memory to store more users in memory.
For example, go to C:\IBM\TDI\V7.1 directory and update the ibmdisrv.bat file as follows:

— Before:

TDI_JAVA PROGRAM%" -classpath "%TDI_HOME DIR%\IDILoader.jar" %ENV_VARIABLES%
com.ibm.di.loader.ServerLauncher %*

— After:

%TDI_JAVA_PROGRAM%" -Xms256M -Xmx1024M -Xnojit -classpath
"%TDI_HOME DIR%\IDILoader.jar" %ENV_VARIABLES%
com.ibm.di.loader.ServerLauncher %*

6.6.2 Running the profile population wizard

Prior to running the population wizard tool, make sure that database server and LDAP server
is accessible from the system where the script is running. In our lab environment we used
DB2 as the data store for IBM Connections applications.

1. Start the population wizard. For example, go to C:\IBM\Wizards directory and run the
populationWizard.bat script file

2. Select the TDI server location as C:\IBM\TDI\7.1 and click Next,
3. Select a database type as DB2 and click Next,

4. Provide the value for DB2 server hosthame, port, database name, username, and
password and db2 jdbc driver location.
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Host name:

| con-db201. itso.ibr.com
Park:

[ sooo1

Dakabase name:

| PECPLEDE

JDBC driver library path:
| C:\IEMIDEZDrivers
User ID {Account used to write to database):
[ dbzinst1

Password:

[ LA L Ll L L]

5. Provide LDAP server host name and port number.

LDAP server name:

| Idap-dom.itso.ibm. com|

LDAP server port:

389

Select to use S50 communication for secured access
™ Use 55 communication

6. Enter the LDAP bind ID for example, domadmin.

7. Provide the value for search base, for example o=itso. If the value specified at the
organization level, user is searched from the organization level.

8. Accept the default values for database mapping.
9. Accept the default values for optional database tasks.
10. The configuration summary shows. Click Configure to continue.
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B Profiles population wizard for IBM Connections 4.0

Profiles population configuration summary

Profile population wizard is ready to run the population with the following configuration.

Configuration details:

Databass host name: con-db201.iksa.ibm.com

Database name: PEOPLEDE

Database port: S0001

I0BC driver library path: C:AIBM\DEZDrivers

Database user ID: dbZinst1

Databass type: DB2 Universal Database(TM)

LDAP host name; Idap-dom.itso.ibm.com

LD server part: 389

Bind distinguished name: domadmin

LDWP user search base: o=kso

LDAP user search Fiker: (B{uid=")objectclass=daminoPersan))
Tiwoli Directory Integrator installation location: C:\IBMITDIVT .1
Use S5L communication: Mo

Opional task kst: Mark managers

To change any settings, click Back. To begin the configuration, dick Configure

Back |§ﬂrfﬂufe| Cancel

11. After successful user population, the following screen is displayed. Click Finish to
complete the task.

& Profiles population wizard for IBM Connections 4.0

Population completion summary

The profiles wizard execution is finished.

The execution result is as following:

populate Idap data to EMPLOYEE table

The Tivoli Directory Integrator po