=]

Produced in

collaboration with: i@ HEdhnﬂks®

Caontent in this document was produced in collaboration with 1BME Collaboration Solutions and IEM® Redbooks®.

Installing and Deploying IBM Connections

Note: This PDF document is the original text from the Installing and Deploying IBM Connections
hosted in the online wiki. Always refer to the online wiki version for the latest updates.



Contents

Preface . ... ... e i
Meetthe authors . ... ... ... . . ii
Special thanks to the following people for contributing to this effort. . .. ... ... iv
Become anauthor .. ... ... e %
Comments WElCOME. . .. ... e v
Stay connected to IBM Redbooks .. ........ ... . ... Vi
Chapter 1. IBM Connections overview ............................. 1
1.1 The software components and theirroles. . ........................ 3
1.2 WhatisnewinIBM Connections 4 .. ........... . ... ... 5
1.21 Overall. . ... e 5
1.2.2 Installation. . . ... .. .. 7
1.2.3 Administration . . . .. ... .. 8
1.2.4 Customization. .. ...... .. ... 8
1.2.5 SECUMEY . . o ot 8
1.2.6 Mobile access . . ... ... i e 8
1.3 Architecture Overview. . . ... ... 8
1.3.1 Functionalfeatures . ............ ... ... . . . . 8
1.3.2 Operational architecture .. .............. ... ... .. .......... 10
Chapter 2. General deployment considerations and requirements . . . .. 13
2.1 Architecture considerations. . .......... ... .. oo 13
2.2 Hardware requirements. . . ... ... i 15
2.3 Software requirements . ... ... 16
2.4 Performance considerations . . ......... ... . i i 18
2.5 Deploymentoptions. . ........ .. 21
2.5.1 Smalldeployment . ......... . . . 21
252 Mediumdeployment . ........... . 22
2.5.3 Largedeployment .. ... ... .. .. 24
Chapter 3. Planning the environment . ............................ 29
3.1 LD AP . . 29
3.2 DNSandhostnames ......... ... i 30
3.3 Shared content storage location . . ......... ... ... ... . . . 30
3.4 LTPAandsingle signon . ...... ... 30
3.5 SSLcertificates . . . ... e 31
3.6 Multiplelanguagecontent. . ......... ... ... . . .. 32
3.7 Deploymentchecklist .. ....... ... . . . 32

© Copyright IBM Corp. 2013. All rights reserved. 1



2

Chapter 4. Planning Profiles. . . ...... ... ... ... ... ... .. .. ... ... ... 35

4.1 Photographs . . ... .. 35
4.2 Setting up Manager attributes . . . . ... . 35
4.3 Cleaningup data SOUICES . . . ..ottt 36
4.4 Designingprofiles . . ... . 36
4.5 Using profile types for custom profiles by username . .. ............. 36
4.5.1 Default profile-type . ... 37
Chapter 5. Preinstallationtasks.................................. 39
5.1 Verify software requirements. . . ........ ... .. .. i 40
5.2 Setting up DNS and testinghostnames . . ......... ... ... ... ...... 41
5.3 Setting up LDAP and testing LDAP fordataquality ................. 42
5.3.1 LDAP pre-requirements . ............. it 42
5.3.2 Installing Domino. . . .. ... .. 43
5.4 Populating photo repository. . . ... 44
5.4.1 Populating photo repository . ......... .. ... . .. 44
5.4.2 Enabling profilephoto . .. ....... .. .. . . 45
5.5 Verifying operating system installation and disk space available . . . .. .. 47
5.5.1 Operating system requirements ........... ... ... ... . ....... 47
5.5.2 Applying operating system patches . ........................ 48
5.5.3 Cognosrequirements . ...........c. i 48
5.5.4 DisK Space. . . . oo oo 48
Chapter 6. Productdeployment.................................. 51
6.1 Setting up the Installation Manager. . ......... ... ... ... . ... ...... 52
6.2 Installing the database managementsystem ...................... 54
6.3 Installing Tivoli Directory Integrator. . . ........ ... ... .. ... . ..... 63
6.3.1 Installing Tivoli Directory Integrator. . ........................ 63
6.3.2 Applying FixPack . .. ... .. 70
6.4 Installing WebSphere Application Server .. .......... ... ... ... .... 70
6.4.1 WebSphere Application Server deployment................... 72
6.4.2 Configuring WebSphere to use LDAP repository .. ............. 90
6.4.3 Configuring securityonISC ...... ... ... ... .. .. . ... 95
6.5 Creatingdatabases. ... ........ .. .. i 97
6.6 Populating Profiles using population wizard .. ..................... 98
6.6.1 Preparing to run profile populating wizard. . ................... 99
6.6.2 Running the profile population wizard. .. ..................... 99
6.7 Installing Cognos Business Intelligence ......................... 102
6.7.1 Required software. .. ... ... ... . . . i 102
6.7.2 Installing WebSphere Application Server for Cognos BI. ... .. ... 102
6.7.3 Preparing database client for IBM Cognos Bl Transformer .. . ... 102
6.7.4 Preparing databases for Cognos Bl Server .................. 103
6.7.5 Installing Cognos Bl Server. . .. ... ... .. . . .. 103

Installing and Deploying IBM Connections



6.7.6 Federating Cognos BI Server to the Deployment Manager . ... .. 106

6.7.7 Validating Cognos Bl Server. .. ....... ... ... .. .. 107
6.8 Installing IBM Connections applications .. ....................... 108
6.9 Installing IBM HTTP Server. .......... it 117

6.9.1 Installing IBMHTTP Server. ......... ... i .. 117

6.9.2 Federating IBM HTTP Server on WebSphere Application Server . 123
6.10 Post installation environment configuration. .. ................... 127

6.10.1 Configuring IBM HTTP Server ......... ... ... .. ... ..... 127

6.10.2 Setting the single sign-on domain for future integration . ... .. .. 138

6.10.3 Secure Sockets Layerencryption. . ....................... 140

6.10.4 Setting the Java Virtual Machine heapsize ................. 143

6.10.5 Creating additional administrator with the WebSphere Integrate

Console Solution. . ... 145
6.10.6 Configuring Cognos Business Intelligence ... ............... 146
6.11 Post installation IBM Connections configuration. . ................ 159
6.11.1 Additional languages. . . ......... . i 159
6.11.2 Mediacomponents . ............ ... 161
6.11.3 Configuring and creating search indexes ................... 162
Chapter 7. High availability and disasterrecovery ................. 165
7.1 Database managementsystems. ............ .. ... . .. 165
7.2 Multiple LDAP servers. . ... ... e 166
7.3 Edge Components Caching Proxy Server. .. ....... ... ... ... ..... 167
7.3.1 Installing Edge Components Caching Proxy Server............ 167
7.3.2 Configuring Edge Components Caching Proxy Server.......... 171
7.3.3 Configuring SSL support on Edge Components Caching Proxy Server
177

7.3.4 Configuring disk cache on Edge Components Caching Proxy server .
187

7.4 Roleofloadbalancers. .. ..... ... 189

7.4.1 Installing Load Balancer .. ............. . ... . ... 189

7.4.2 Configuring Load Balancer. . .......... ... ... ... 193
Chapter 8. Working with IBM Connections mobile ................. 197
8.1 Setting up an IBM Connections mobileclient .. ................... 198
8.2 Troubleshooting. . ... i e 199
Chapter 9. IBM Connections metrics. . ........................... 201
9.1 Security for IBM Connections Metrics application. . ................ 201

9.1.1 Adminrole. . ... 201

9.1.2 Metrics-report-runrole. . . ... .. 202

9.1.3 Community-metrics-runrole .......... ... ... ... ... 202

9.1.4 Reader-role. . ... 202
9.2 Using IBM Connection Metrics . .......... .. ... 203

Contents 3



4

9.2.1 People. ... 203

9.2.2 CoNntent . ... 203
9.2.3 Participation .. ... ... ... 204
Chapter 10. IBM Connectionsmail .............................. 205
10.1 Features of IBM Connectionsmail ............................ 205
1011 Email. .. 206
10.1.2 Calendar . ... 206
10.2 Configuring Mail for IBM Connections .. ....................... 207
10.2.1 Installing IBM Connections Mail .......................... 207
10.2.2 Configuring access to IBM Connections Mail .. .............. 210
10.2.3 Setting up Discovery service for IBM Connections Mail . .. .. ... 211
10.2.4 Enabling help for IBM Connections Mail . ... ................ 215
Chapter 11. Customizing IBM Connections user experience . ........ 217
11.1 Branding . ... ... e 217
11.2 Multiple language support. . . . ... o e 219
11.3 Profiletypes. . . .. .. 219
11.4 Notification. . ....... ... . . 220
11.5 Renaming Applications . . ... ... 220
11.6 Hiding Applications . . ... . 221
Chapter 12. Integrating with other software . . .. ... ................ 223
12.1 WebSphere Portal. .. ....... ... . .. . . . . 223
12.1.1 IBM Connections application portlets . .. ................... 223
12.1.2 Installing and Configuring IBM Connections portlets .......... 224
12.1.3 Test integration with WebSphere Portal. . .. ................ 224
12,2 Sametime . ... 224
12.2.1 Systemrequirement ........... ... .. ... e 225
12.2.2 Pre-requisite . .. .. .. e 225
12.2.3 Procedure . ... e 225
12.3 QUICKT ..o 226
12.4 FileNet. . ... 226
12.4.1 Configuring FileNet . . ... ... ... ... . 227
12.4.2 Configuring IBM Connections . . . ........ .. ... .. ... ... 227
12.4.3 Testing the integration with FileNet. . .. ........ .. ... ... ... 228
12.5 Microsoft . ... o e 229
Chapter 13. Upgrading from previous versions. ................... 231
13.1 Beforeyoubegin. .. ... . . 231
13.2 Migration proCesS . . . ..o v ittt 232
13.2.1 Saving existing customization. . .......................... 232
13.2.2 Backing up your IBM Connections environment.............. 232
13.23 In-placeupgrades . . .. ... 232

Installing and Deploying IBM Connections



13.2.4 Side-by-sideupgrades .............c i 233

13.2.5 Restoring customization . ........... ... .. ... ... ... . ... .. 234
Chapter 14. Administering IBM Connections. .. ................... 234
14.1 Introducing the Integrated Solutions Console . . .. ................ 234
14.2 Working with Servers. . ... ... . e 237

14.2.1 WebSphere A . ...... ... .. ... ... . ... pplication Servers238

1422 Web Servers . ... ... 239
14.3 Findingandusingserverlogs . . ...... ..., 240
14.4 Working with enterprise applications ... ....................... 243

14.41 Manage Modules. .. ... .. . 244

14.4.2 Security Role to user and group mapping. . . ................ 245
14.5 Using wsadmin to modify and update application settings . ......... 246
14.6 Where is the IBM Connectionsdata .. ......................... 247

14.6.1 Databases. . ... i 247

14.6.2 Localandshareddata. . ............ ... ... .. ... .. ..... 248

14.6.3 Configuration information . .......... ... .. ... .. ... . ... ... 249
14.7 Backing up and protectingdata. .............. ... .. ... . ... 249

1471 Databases. . . ... 249

14.7.2 Localandshareddata. ... ......... ... .. .. .. ... 250

14.7.3 Serverconfiguration ..... ... ... ... ... 250
Chapter 15. Performancetuning ................. ... ... ... ...... 252
15.1 Database serverperformance. . ... ... 252
15.2 LDAP performance . . ...t e 253
15.3 DNS performance . . ... e e 254
Chapter 16. Troubleshooting IBM Connections . . .................. 256
16.1 What can be found in WebSphere Application Serverlogs. ......... 256
16.2 How to troubleshoot IBM Connections Applications . .............. 258
16.3 Adding additional tracingtothelogs........................... 262
16.4 Gathering information forsupport .. . ...... ... .. L o L 264
16.5 Using the IBM SWG Support Portal to upload filestoa PMR. .. ... .. 266
Appendix A. IBM Greenhouse . ............... .. ... . ... ... 268
A.1 The IBM Greenhouse Collaborations Solutions Catalog ............ 269
A.2 Searching the IBM Greenhouse Collaboration Solutions Catalog . . . .. 269

A.3 Downloading from the IBM Greenhouse Collaboration Solutions Catalog271

Appendix B. Working with Tivoli Directory Integrator for custom Profiles .

274
B.1 Whatis customizable?. ... ... .. ... . . ... . 275
B.1.1 IBM Tivoli Directory Integrator . ............ ... ... ...... 275
B.1.2 TDI solutionspackage . ............c.o .. 275

Contents 5



6

B.1.3 How user data is load to Profiles database .................. 276

B.2 Creating and using custom functions to manipulate data. . .......... 277
B.2.1 Create a function that maps the city for timezone ............. 277
B.2.2 Adding function to profile_functions.js ...................... 278
B.2.3 Map function within the file map_dbrepos_from_source.properties 278
B.2.4 Synchronizethedata ............ ... .. ... .. ... .. . ... 278

B.3 Creating custommapping. . . ... .ot 278
B.3.1 How extension attributes are stored in Profiles (PEOPLEDB) . ... 279
B.3.2 Addingacustommapping . .............i e 279

B.4 Setting up Tivoli Directory Integrator propertiesfiles ............... 283
B.4.1 PROFILES_TDI.PROPERTIESfile ........... ... ... .. .... 283
B.4.2 MAP_DBREPOS_FROM_SOURCE.PROPERTIES file......... 285

Appendix C. Downloading the software from Passport Advantage and
PartnerWorld . . .. ... ... ... ... . . ... 286

Installing and Deploying IBM Connections



Preface

© Copyright IBM Corp. 2013. All rights reserved.



Meet the authors

This book is produced by a team of specialists from around the world.

Enio Rubens Basso is an IT Specialist for IBM
Software Group in Brazil. He has more of 16 years as IT
Professional and joined IBM in 2009, starting as a Client
Technical Professional

at IBM Collaboration Solutions (ICS) brand. Enio is
currently part of Accelerate Value Program (AVP) team
in one of the Biggest Banks in Brazil, focusing in
Collaboration Software and Portals. Enio holds a degree
in Computer Science from Universidade Federal de
Uberlandia. He is a Certified System Administrator for
IBM Connections, IBM Sametime, Lotus Domino and
WebSphere Portal Server and is also a certified in Linux
LPI Level 1 and DB2 Associate.

Gabriella Davis — Technical Director, The Turtle
Partnership -is a highly respected member of IBM’s
technical community and an IBM Champion for
Collaboration Solutions 2011-2013. With her focus on
design, development, deployment and administration of
global infrastructures, she has established herself and
her firm as experts within the messaging/collaborative
space. Besides enjoying the challenge of learning new
technologies and thriving in environments of constant
change, Gabriella enjoys sharing her love of
collaborative technologies and promoting women in
technology (via NerdGirls). She can often be found
presenting at user groups, conferences and industry
events around the world on the topics of administration,
infrastructure, collaboration and NerdGirl-related topics.
In addition to her Technical Director, speaker and
presenter roles, Gabriella is also a successful author —
authoring IBM Lotus exams, acting as Technical Editor
for The View and co-authoring the recently published
IBM Lotus Sametime 8.5.2 Administration Guide and
Connections101.Net website

Installing and Deploying IBM Connections




Alan Hamilton a passionate believer in the use of social
collaboration tools to enhance the way people work. He
demonstrates how these tools can enhance the
communication, collaboration, and capture of
information in organizations of all sizes. Alan has nearly
20 years experience of helping to solve customer
problems through the implementation of collaborative
systems and has turned many customer relationships
into long term friendships. Alan encourages you to be
social by tweeting
him(https://twitter.com/alanghamilton), linking with
him on LinkedIn
(http://uk.linkedin.com/in/alanghamilton), or
posting comments.

Abhishek Jain is working with IBM India Software Labs
since 2004 and has been in the industry for 10 years. He
is currently working as an IT Specialist with IBM
Collaboration Services and is skilled on various Lotus
products. He is a Certified Lotus Professional, Certified
Lotus Administrator, and a Certified Lotus Instructor on
both Lotus Domino Administration and Development.
Abhishek has been a part of earlier RedWikis
Customizing Quickr 8.1 and Best Practices for Building
Web Applications for Domino 8.5.1. He has also
published developerWorks articles Integrating IBM
Lotus Forms with IBM Lotus Domino and Auto-zipping
Lotus Notes Attachments.

Marcelo Makiuchi is a Senior IT Specialist working for
Global Technology Services at IBM Brazil. Marcelo
majored in Systems Analysis at Universidade
Mackenzie. He has 14 years experiences in middleware
platforms including WebSphere Application Server,
Web Server, Messaging, LDAP,Security, and Operating
Systems.

Preface


https://twitter.com/alanghamilton
http://uk.linkedin.com/in/alanghamilton

Chris Miller is the Director of Messaging &
Collaboration at Connectria, a three time IBM Lotus
Beacon Award winner. Connectria is the leader in
hosted and remotely managed IBM environments. He is
better known as IdoNotes across the social networks
and the founder of Spiked Studio.

Chander Ponnusamy is working as a CTO at
ReactiveBus Business Solutions Pvt Ltd,
Bangalore,India. He has around 12 years of experience
and worked on various IBM WebSphere,IBM Lotus and
IBM Security Products. ReactiveBus is an IBM Business
partner which provides services in IBM WebSphere
Portal, IBM Connections, IBM FileNet P8, IBM Vivisimo
Search and IBM Security products.

Evan Tepsic is a Staff Software Engineer working for
IBM Software Group on the IBM Connections and
SmartCloud products since 2011. He holds a Bachelors
degree in Computer Engineering Technology and over
seven years of industry experience in Information
Technology.

Whei-Jen Chen is a Project Leader at the International
Technical Support Organization, San Jose Center. She
has extensive experience in application development,
database design and modeling, and DB2® system
administration. Whei-Jen is an IBM Certified Solutions
Expert in Data Management, and an IBM Certified IT
Specialist

Special thanks to the following people for contributing
to this effort

iv

The authors express their deep gratitude for the technical consultation and
direction from the following members:

Installing and Deploying IBM Connections




» David Byrd is an Executive I/T Architect for IBM Collaboration Solutions.
» Charles Price is an Advisory Software Engineer for IBM Collaboration
Solutions

We wish to acknowledge a special thank you to the following sponsors and key
stakeholders from the Lotus Forms Development, Product Management, and
Lotus IDC Teams:

» Amanada Bauman - ICS Wikis Program Manager

Dana Liburdi - Information Architect for Lotus products

David Byrd - Executive I/T Architect for IBM Collaboration Solutions.
Michael Wanderski - Senior Software Engineer of IBM Connections
Scott Prager - Distinguished Engineer - Social Software and Lotus
Connections

Therese Barrett - IBM Connections Release Manager

>
>
>
>

v

Become an author

Join us for a two- to six-week residency program! Share your knowledge with
peers in the industry and learn from others. Help create content about specific
products or solutions, while getting hands-on experience with leading-edge
technologies. You will have the opportunity to team with IBM technical
professionals, Business Partners, and Clients. Your efforts will help increase
product acceptance and customer satisfaction. As a bonus, you will develop a
network of contacts in IBM development labs, and increase your productivity and
marketability.

Find out more about the residency program, browse the residency index, and
apply online at: http://www.ibm.com/redbooks/residencies.htm]

Comments welcome

Your comments are important to us!
We want the content in this wiki and all our wikis to be as helpful as possible.
Provide us your comments in one of the following ways:

» Use the commenting feature with in the wiki. Login and add comments,
located at the bottom of each page.

» Provide feedback in the Web form located at:
http://www-12.7otus.com/1dd/doc/cct/nextgen.nsf/feedback?OpenForm

Preface Vv


http://www.ibm.com/redbooks/residencies.html
http://www-12.lotus.com/ldd/doc/cct/nextgen.nsf/feedback?OpenForm

Stay connected to IBM Redbooks

» Find us on Facebook: http://www.facebook.com/IBMRedbooks
» Follow us on Twitter: http://twitter.com/ibmredbooks

» Look for us on Linkedin:
http://www.1linkedin.com/groups?home=&gid=2130806

» Explore new Redbooks publications, residencies, and workshops with the
IBM Redbooks weekly newsletter:
https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm

» Stay current on recent Redbooks publications with RSS Feeds:
http://www.redbooks.ibm.com/rss.html

Vi Installing and Deploying IBM Connections


http://twitter.com/ibmredbooks
http://twitter.com/ibmredbooks
http://www.facebook.com/IBMRedbooks
http://www.linkedin.com/groups?home=&gid=2130806
https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?OpenForm
http://www.redbooks.ibm.com/rss.html
http://www.facebook.com/IBMRedbooks
http://www.linkedin.com/groups?home=&gid=2130806
https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?OpenForm

IBM Connections overview

IBM Connections is an enterprise class social software platform. It features applications that
any size business can leverage for collaboration. Whether internal or externally accessible,
content can be created and shared with dynamic networks of colleagues in features such as
Communities, Blogs, Activities, or Wikis.

IBM Connections provides the following features and benefits:

» Accessible from a variety of devices ranging from a PC web-browser to mobile devices.

» Fosters innovation through cultivation of critical information from co-workers, colleagues,
partners, and customers.

» Numerous points of integration with other products which can realize an infinite number of
possible ways to create and consume multi-media content.

» Highly scalable to meet the demands of tens to hundreds of thousands of Users.
» Customizable and brandable to deliver an experience unique to your company.

IBM Connections includes the following applications:
» Activities

Activities is a project-oriented application that allows you to create, assign, organize, and
prioritize activities with to achieve goals. Such activities or any of the information which it is
comprised of can then be referenced and re-used throughout the entire IBM Connections
platform.

Activities are comprised of Entries, To-Do items, and Sections. Entries within an Activity
are designed to store rich-content. Whether to be used as information resources or
containing the final product or goal of the Activity itself, Entries are flexible structures.
Activity Entries can also be tagged so that they can easily surface within other applications
of IBM Connections.

To-Do items are structures within an Activity that organize tasks, assignments, and
assignees. You can also assign To-do items priorities, due dates, members, bookmarks,
files, and custom fields.

Sections are expandable and collapsible structures within an Activity that bring
organization to an Activities Entries and To-do items. A section can contain multiple
entries and to-do items. You can relocate a section within an Activity easily.

© Copyright IBM Corp. 2013. All rights reserved. 1
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In addition to the elements of an Activity, IBM Connections also provides a way to create
an Activity Template either from scratch or an existing Activity. This feature facilitates the
reuse or creation of structure within an Activity.

Blogs

Functioning as a journal, Blogs provides a tool with which users can create and deliver
rich-content from a personal perspective that other users can consume, reference, and
even participate in the growth of ideas an author writes about. IBM Connections offers
essentially three types of Blogs, a Personal Blog, Community Blog, and Ideation Blog. The
functionality of Personal and Community Blogs is virtually the same, except for who can
read and provide feedback on the Blog Entries.

An |deation Blog is a special type of Blog that can only exist within a Community. Its
purpose is to generate ideas on a specific topic and also collect feedback from IBM
Connections users. Users can create ideas for the given topic in a fashion similar to a
thread-based forum. Other users can then vote on or comment on those ideas. When the
ideas have enough support from the Community of users determined either on votes or
feedback, that idea can then be graduated; an option to create an Activity from the
Graduated Idea is also available to continue developing the idea. In addition, Owners of
the Ideation Blog can manage several different aspects to ensure that the final goal of the
best idea can be realized. Whether limiting the number of votes users can cast, to freezing
the creation of ideas, to ultimately preventing the creation of new ideas while allowing
voting and commenting on existing to continue, many aspects of an Ideation Blog can be
controlled.

Bookmarks

This application provides a way for users to store references to content in or outside the
IBM Connections platform, organizing the references with social technologies such as
Tags, Comments, and Popularity.

Communities

In ways similar to a company intranet web-site, this application provides a way which users
can organize teams to share information and interact with each other using Community
Activities, Files, Forums, Bookmarks, Feeds, and so on .

Files

Acting as a repository, this application provides users with a concentric location to store
multimedia in multiple formats. That data can then be shared within Communities, across
dynamic networks of users, or publically.

Forums

Topics of discussion can be held within Forums to brainstorm and cultivate information that
can then be transformed into content that comprises Activities, Blogs, or even Wikis.
Similar to an Internet Message-board, this application provides the ability to archive
messages rather than leave them volatile, for future reference, in a hierarchal or tree-like
structure.

Homepage

Similar to Communities, this application provides a launchpad-like website specific to a
given user that allows them to easily consume notifications of information and content
which they have followed or are a member of. Features like the Activity Stream provide
users with an easy way to provide feedback on notifications of events generated from
other applications within IBM Connections or establish a status that other users can be
aware of.

Metrics
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Statistics that surface the usage of the IBM Connections platform and provide real-world
numbers that users, administrators, and management alike can leverage.

» Profiles

A directory of the users both within and external to your IBM Connections platform, this
application delivers user-friendly tools that can be leveraged to easily locate and
communicate with co-workers, colleagues, &and customers.

»  Wikis
This application provides tools that a user, team, or even Community members, can
leverage to create and store information. Pages comprising a wiki can be organized in a

hierarchy, with changes of those pages tracked, comments to improve the content with,
and recommendations that other users can leverage to find the right information.

1.1 The software components and their roles

The following figure shows the major software components in an IBM Connections 4
deployment:

LDAP Server

IBM Tivoli Directory
Integrator

IBM WebSphere
Application Server
Network Deployment

IBM HTTP Server

Relational Database

IBM HTTP Server

The IBM HTTP Server is a front-end web server that provides the HTTP connection between
the browser and the application server. A plug-in, generated by IBM WebSphere Application
server, is deployed to the HTTP server to provide dynamic linking of the content.

Using an HTTP server instead of the one built into IBM WebSphere provides you options for
off loading the processing, caching, and horizontal scaling.

IBM WebSphere Application Server Network Deployment

IBM WebSphere Application Server Network Deployment (ND) provides the functionality for
application deployment and management across multiple physical and logical nodes. Using
WebSphere Application Server ND is the best approach to provide future scalability of the
solution onto other servers. It also allows the deployment to be split across multiple physical
servers, but still be managed by a single user interface.
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Relational database environment

The relational database systems (IBM DB2, Microsoft SQL Server, and Oracle) is the primary
data store for the indexes and content displayed when the user works with IBM Connections.
Note that it is not the only data store but is the primary one that the application talks to
directly.

Tivoli Directory Integrator

Tivoli Directory Integrator (TDI) provides the essential linkage between the Profiles in IBM
Connections, the LDAP directory, and other sources of information. TDI pulls the details about
the authorized users from the LDAP V3-compliant system, such as IBM Domino or Microsoft
Active Directory, and creates and manages records in the Profiles database in the database
server. When the user logs in, the system looks for a Profile for the user being authenticated.
It then uses that information for business card lookups, reporting chain management, and so
on.

TDIl is usually scripted to run automatically using a Scheduled Service or a cron job so that
changes in the corporate directory are reflected in the IBM Connections environment. You
can set the frequency of running updates based on your business need.

You can use TDI to integrate many different data sources into the Profiles environment. For
example, you might want to pull in human resource information from a SAP environment and
pick up employee photos from a file system. You can use TDI to create a scheduled workflow
for this.

LDAP

LDAP is not included in the IBM Connections installation but is a requirement in an IBM
Connections deployment. IBM Connections uses an LDAP directory to authenticate user
requites. It also uses LDAP directories to populate and manage the Profiles.

The LDAP integration is performed within IBM WebSphere Application Server as a "federated
repository" and the WebSphere Application Server administration console provides all the
tools and features to set this up and test it.

If your organization has a large LDAP directory, you might want to restrict the people who can
authenticate and gain access to the IBM Connections environment. This is normally done by
creating a group in the LDAP environment (such as an Active Directory group, or an Access
Control group in Domino) and then setting up Federated Repositories to query against that
group when the user tries to log in. The Active Directory or Domino administrator can then
control access to Connections simply by adding and removing people from the group.

SMTP

An SMTP server is recommended in an IBM Connections environment. This can be any
standard SMTP server. It is used to send and receive notifications about new documents and
other events in IBM Connections.

There is an important post-configuration step in the install which requires the changing of the
sender email address so that it matches your organizations standards. It is also possible to
customize the format and content of the email notifications. For more detail, see IBM
developerWork article Customizing IBM Lotus Connections 3.0 email digests and
notification(http://www.ibm.com/developerworks/lotus/documentation/1c3notifications/)
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1.2 What is new in IBM Connections 4

IBM Connections V4.0 provides advanced social software features and functions for business
that helps enable you to access the right people and internal and external content in your
professional networks and communities. Here we cover the new features introduced in IBM
Connections 4.

1.2.1 Overall

»

You can now share a status update or file from anywhere in IBM Connections. Log in and
then click the Share link in the header.

The activity stream displays an aggregated view of the latest updates from people or
events that you are following and people in your network.

Introduction of an enhanced Metrics application employing the analytic capabilities of the
IBM Cognos Business Intelligence server, which is provided as part of the IBM
Connections installation. Administrators and designated users can work with interactive
displays of global metrics by clicking Server Metrics in the footer. Community owners can
view non-interactive reports for their communities by clicking Metrics in the navigation
pane.

The rich text editor has been upgraded to CKEditor 3.6.3 in this release.

Profiles has been updated to include the activity stream, which shows the profile owner's
latest updates from across IBM Connections.

When viewing your search results, you can filter the results from Profiles to exclude
inactive profiles by selecting Exclude Inactive People from the Show menu on the Profiles
Search Results page.

The social analytic widgets now recommends private as well as public content, based on
your existing relationships with public and private content in IBM Connections.

The Trending widget displays a list of the hot topics that are trending in your organization.
The widget displays when you filter your search results using the Status Updates option.

Status updates and microblogging content are now included in the analysis of the
relationships that are used to recommend content and people in the social analytics
widgets.

Activities

>

>

>

»

>

Activity members are now displayed in a Members view within the activity.

Standard activity owners can go to the Members view to make an activity public.
Titles and descriptions in activity entries are automatically saved to prevent data loss.
In an activity entry, you can link to files and folders in the Files application.

Activity owners can convert an entry into a To-do item.

Blogs

>

Improved Ul.

Bookmarks

>

Improved UI.
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>

When you install the Add Bookmark browser button, you also have the option to install a
Discuss This and Related Community browser buttons for posting web pages to an IBM
Connections forum or linking together related communities.

Communities

»

Community owners can share information about upcoming events with the rest of the
community.

For deployments that make use of owner moderation of communities, owners can disable
content approval and content flagging on individual communities.

Ability to suggest communities for colleagues to join.

You can now share status with members of your community.

The Recent Updates view provides a centralized place to see what is new in a community.
LDAP groups can now be added as members of a community.

Files
You can now :

— Upload multiple files at the same time.

— Download all of the files in a view.

— Add files to a folder during upload.

— Select and perform actions on multiple files at one time.
— Delete a file version.

— Share folders with communities.

— Give community members access to edit files you own.

— Move files uploaded to a community to trash; from trash you and others can restore or
delete the files.

— Stop sharing a file in one action, including removing the file from any shared folders
and communities.

— Stop sharing files that were shared with you.
A file’s owners and editors can lock and unlock the file.
The Recommend file option has been changed to a Like file option.

For files that you are adding or have added to a folder, you can give access to those files to
anyone who has access to the folder.

The summary page and tabs have been redesigned to provide more information.
The Communities Files view displays files that are you can access through communities.
Files that are referenced in one or more status updates are noted as such.

Forums

>

When a user is notified by email that someone has added a topic to a forum, the user can
click a Reply to this topic link in the email. This creates a response email the user can add
content to and send. This create a new forum topic as a response to the topic they were
notified about in the email. Attachments in the email are added to the response topic.

You can add content from any web page or IBM Connections source to a forum topic by
clicking a button in your browser tool bar. Click Bookmark or Discuss This, and then follow
the steps for installing the Discuss This button. Then navigate to any web or IBM
Connections page, click Discuss This, and select a forum to post the content to.
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Home Page

>

>

Improved Ul.

The improved microblogging experience allows you to gather information in a meaningful
way and act on it in context. You can now attach files to your status updates, and use
hashtags to tag your updates and make them easier for other users to find. You can
re-post status updates to share information with the people who are following you, or click
Like to recommend an update. You can also preview images and download files to work on
them locally.

The Events widget helps you to keep track of upcoming community events that you are
attending and that you are following. The widget is available from the activity stream views.

Profiles

>

»

The Board tab has been replaced with the Recent Updates tab on the user’s profiles page.

The Recent Posts tab on the Profiles page has been removed. Recent posts appear under
the profile owner’s Recent Updates tab.

You can use the Recent Updates area on your profile page to post a status message.
The business card has been redesigned for improved layout and access.

On the Invite to My Network page, the Also Follow option is enabled by default.

You can now accept a network invitation from the inviter's profile page.

The Network Contact or Pending Invitation indicator label now displays next to the
person’s name on their profile page.

You can now accept an invitation to join a person’s network from that person’s profile page.

Wikis

»

>

>

All views are now together in the same list instead of separate tabs.
See wikis you are following by clicking | am Following.

Pages can be removed from a wiki by moving them to the trash. From the trash, pages can
be deleted or restored to the wiki.

You can now download a version of a page from the page comparison view, as an HTML
file.

The wiki editor has two new features: the editor area expands downward as you add
content. As your editing space expands, a toolbar displays even if scrolling is required.

1.2.2 Installation

The installation wizard is now based on IBM Installation Manager 1.4.4.

You can install and configure IBM Cognos Business Intelligence, obtained separately, by
using the scripts, models, and specifications that are included with IBM Connections.

Console Mode is available. Use this character based interface to install, modify, or
uninstall the product when you do not have access to the graphical interface.

Silent installation has been extended so that you can install both IBM Connections and
IBM Installation Manager in silent mode.

The initial configuration of administrators for Home page and Blogs is now handled
automatically during installation. However, to configure widgets, you still need to assign a
Home page administrator.
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1.2.3 Administration

» Preview mode for running Profiles synchronization commands.
» New Metrics interface.
» New commands and properties files for different features.

» Improved and enhanced Search APls.

1.2.4 Customization

» Changes in Customization paths.

» Support for customized Sprited images.

» Ability to over-ride a JavaScript file used by IBM Connections.
» Ability to extend the deployment using JSTL tags.

» Ability to customize notifications.

1.2.5 Security

» OAuth Support. Also, users can report a malicious application to an administrator who can
remove it from the list of applications enabled for OAuth.

» Users can allow applications access to their Connections data without sharing credentials,
and revoke that access at any time.

1.2.6 Mobile access

» New and enhanced APIs for improved performance and introduction of a new database
and configuration file.

1.3 Architecture Overview

IBM Connections is a product from IBM that uses a set of J2EE-based social collaboration
services tailored to support the needs of the enterprise. It consists of lightweight, independent
features designed to allow for incremental implementation and adoption by the business,
while at the same time providing a simple and extensible integration framework that allows the
individual features to interact when they are deployed together in an organization.

1.3.1 Functional features

8

The functional features of IBM Connections include the following:

» Profiles: Provide quick access to information about people in the organization, including
the ability to search across the organization using keywords that help identify expertise,
current projects, and responsibilities.

» Communities: Provide a facility for creating communities of common interest,
responsibility, or areas of expertise that people across the organization can join.

» Blogs: Provide a weblog service available to individuals or groups to share points of view
and to get feedback from others.
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» Bookmarks: Provides a facility to save, organize, and share bookmarks to valued online
resources and a means to discover bookmarks that have been shared by others.

» Activities: Provide a means for individuals and groups to organize work, to plan and save
process steps for reuse, and to collaborate easily on everyday deliverables.

The following figure illustrates the logical architecture of IBM Connections features. It consists

of the following:

» Clients used to access the features

» HTTP transport and proxy caches

» J2EE container that hosts and controls access to all IBM Connections features and data

» Backend systems for use by those features for authentication, data storage, and
integration with external messaging systems

Client {mashups) i

Web Feed Lotus Lotus Your
| browser reader ||Sametime 7.5 Motes app i

HTTP server and proxy cache

J2EE Container | REST API ‘

Commen |PUT||DELETE|| POST || GET N |

Atom entry HTML form || JavaScript HTML Atom feed

JMX
administration

Mavigational
header

Lotus Connection services

Profiles Dogear Blogs

Person card

User directory Communities Activities

— ) A T Other Enterprise services
Directory ’
Integrator RDB File system eMail CMS

IBM Connections provides features to various types of clients over standard Web ports
through an API based on the REST protocol and the Atom standard. While several means of
accessing the features are provided natively, such as browser access and application plug-ins
for IBM Sametime or IBM Notes, the APl is designed to allow customers to create, update,
query, and manage IBM Connections information from their own custom applications.

Because the IBM Connections REST API is similar in structure to HTTP (in fact, HTTP is a
REST-based protocol), and because it uses the same transport layer as standard Web
servers, calls to the features are compatible with standard Web servers and proxy servers.

The API allows information to be entered and managed using POST, PUT, and DELETE
methods with the service data encapsulated in an HTML form or an XML Atom document.
Information can be retrieved using the GET method and rendered either as an HTML or an
XML Atom document, depending upon the needs of the requesting client.
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In addition to the functional features that are accessed by clients, IBM Connections provides
four additional common utility modules:

»

JMX administration: Used to configure and manage the IBM Connections environment.
Most administration functions are managed using the WebSphere wsadmin command, but
others are exposed through a Web interface.

Navigation header. Allows all installed features to be aware of one another and to provide
consistent Web navigation to users. Extensible to include links to other external services.

Business card: Displays consistent business card information when a person's basic
Profile information is requested from within each of the features. Requires the Profiles
feature.

User directory: Interfaces to the directory used by IBM Connections for authentication,
authorization, and query features.

IBM Connections also relies on several key backend services:

»

LDAP: Provides authentication and authorization services to IBM Connections and serves
as the primary data source for person information used by the Profiles feature.

Relational database: Stores databases and tables needed by the IBM Connections
features. Each functional feature has its own data store.

Data integration (IBM Tivoli Directory Integrator): Extracts person information from
enterprise data sources, such as the LDAP directory, and pushes that information to the
Profiles feature's database tables. Can also be configured to push updates made to
Profiles entries back to the original data source. Used only with the Profiles feature.

File system: Stores service indexes, as well as service-specific data, such as file
attachments uploaded to blogs or activities.

Outbound SMTP: IBMConnections leverages an organization's existing messaging
infrastructure to transmit notification messages. This can be any mail system that can
accept and forward an SMTP message packet.

1.3.2 Operational architecture

10

The following figure illustrates the primary deployment components that make up IBM
Connections. These are the minimum required components. In some instances, components
might be co-located on the same physical server. For example, while it is normally
deployment best practice to install an HTTP server on a separate physical unit from the IBM
WebSphere Application Server, it might be appropriate to install them on the same physical
unit in some low-usage scenarios, such as a development or test server, or for a small
proof-of-concept or pilot deployment.
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IBM Connections requires WebSphere Application Server running on a supported operating
system . A single functional feature can be installed, or multiple features can be deployed into
separate application servers on the same physical instance. In additional, you can deploy
features across several physical servers that are part of a network deployment cluster if a
company requires a highly available environment or if IBM Connections must scale to support
deployment to a large user population.

IBM Connections databases can be hosted on either IBM DB2, Microsoft SQL Server or
Oracle. On DB2, each service's data is stored in a separate database. On Oracle, Profiles
and Activities data are stored in separate database instances, while Blogs, Communities, and
Dogear data are stored in separate tables that share a single database instance. With most
deployments, the Tivoli Directory Integrator application that is used to populate the Profiles
database is co-located with the database server.

As mentioned previously, certain data is stored outside of databases in the file system that is
accessible by the IBM Connections features. These file system components, such as indexes
and file attachments, must be stored on drives attached to WebSphere Application Server. If
you are deploying in a clustered WebSphere Application Server environment, each cluster
instance must have access to a file share on common file servers or enterprise network
storage devices.
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General deployment
considerations and requirements

In this section, we describe the considers and requirements for a successful IBM Connections
deployment. We cover the following topics:

» 2.1, “Architecture considerations” on page 13
» 2.2, “Hardware requirements” on page 15

» 2.3, “Software requirements” on page 16

» 2.4, “Performance considerations” on page 18
» 2.5, “Deployment options” on page 21

2.1 Architecture considerations

The IBM Connections product manual provides a detailed description of the deployment
options(http://www-10.1otus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Conne
ctions+4.0+documentation#action=openDocument&res title=Deployment options_ic40&con
tent=pdcontent)and considerations in planning an IBM Connections deployment. In this
section, we describe the planning considerations for our lab environment (see the figure
below) which is a slightly modified small deployment scenario.
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While this is the easiest of the deployment scenarios to build, the basic architecture permits
scaling horizontally or vertically into the larger style deployments should it be necessary.
Using IBM WebSphere Application Server Network Deployment allows future scaling to be
performed and hence can act as a good starting point for your own deployment.

A network deployment can consist of a single server that hosts all IBM Connections
applications or two or more sets of clustered servers that share the workload. You must
configure an additional system with WebSphere® Application Server Network Deployment
Manager. IBM Cognos® Business Intelligence is an optional component in the deployment. If
used, Cognos must be federated to the same Deployment Manager as the IBM Connections
servers. However, Cognos servers cannot be configured within an IBM Connections cluster. A
network deployment provides the administrator with a central management facility and it
ensures that users have constant access to data. It balances the workload between servers,
improves server performance, and facilitates the maintenance of performance when the
number of users increases. The added reliability also requires a larger number of systems
and experienced administrative personnel who can manage them.

It is important to distinguish between the physical needs of the IBM Connections server and
the ability of WebSphere to allow you to scale the IBM Connections applications themselves
horizontally or vertically. To be clear by "physical needs", we mean:

» The presence of a database management system such as DB2 or Oracle;
» The presence of an HTTP server, in our case IBM HTTP Server

» The ability of the system to connect to one or more LDAP servers to authenticate users
and create profiles.

» The number and location of WebSphere Application Servers.

With these physical needs addressed, the individual IBM Connections applications can be
scaled across multiple WebSphere Application Servers (WAS). A single WAS can also run
more than one application (and frequently does - in a standard "Small Deployment" one
where the WebSphere Application Server server runs all the applications). By "application"
we mean Activities, Blogs, Communities, Wikis, Profiles, and so on. Each of these in
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WebSphere Application Server terms are applications in their own right and by chance or
design, they happen to share the same databases and look and feel.

For example, suppose you have an existing Enterprise Content Management solution which
manages your organization's files. The need for the Files application in IBM Connections
would be restricted to the mandatory requirements of the wikis, activities, and so forth. The
need to provide a highly-scalable Files solution has already been solved through the ECM
system. Thus, you might choose to run the Files application on a single WebSphere
Application Server node. Similarly, however, it might be that the Profiles application is one of
the main aspects of your deployment and as such needs, to be highly-responsive. You would
choose in that situation to cluster the Profiles application across two or more WAS nodes.

In our deployment, we have chosen to use a modified small deployment where the
applications are split between two WAS servers. We are not clustering applications (that is,
running the same application in a synchronized manner across multiple nodes), but simply
dividing the total number of applications we are deploying across more than one node.

2.2 Hardware requirements

The hardware requirements for IBM Connections are very much dependent on the type of
implementation you are going with. It is also affected by the operating system that you
choose. Typically, Windows server deployments requires more available memory than Linux
due to the overheads of the operating system. Both operating systems require broadly the
same amount of disk space. Compute cores and processors have a strong influence on the
performance of IBM Connections, as does the configuration and tuning of the Java Virtual
Machines which IBM Connections runs in through WebSphere.

Choosing a 64-bit operating system is a good first step because you can allocate more
memory to the JVMs. Using more processors can improve performance when you have
maximized the use of the JVMs. Be aware that you have to check your licensing situation with
IBM when it comes to adding cores and processors as you might be licensed on a Processor
Value Unit basis.

As a rule of thumb, for a small deployment serving up to 1000 users, the hardware
configuration we chose was as follows:
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2.3 Software requirements

IBM Connections 4 can be installed on a wide range of software and hardware including
Microsoft Windows and a number of Linux distributions. The table below summarizes the
supported combinations.

Before start your installation, you have to check if your environment is fully compatible with
the IBM Connections software requirements, listed below:

Operating System Version Hardware
AIX 6.1 and 7.1 POWER System
Red Hat Enterprise Linux (RHEL) Advanced Platform 5 System Z
Red Hat Enterprise Linux (RHEL) Desktop Edition 5 x86-32
Red Hat Enterprise Linux (RHEL) Server 5 X86-64
Red Hat Enterprise Linux (RHEL) Client 6 X86-32
Red Hat Enterprise Linux (RHEL) Server 6 System Z
Red Hat Enterprise Linux (RHEL) Server 6 x86-64
Red Hat Enterprise Linux (RHEL) Workstation 6 X86-32
SUSE Linux Enterprise Desktop (SLED) 11.0 X86-32
SUSE Linux Enterprise Server (SLES) 11 System Z
SUSE Linux Enterprise Server (SLES) 11 X86-64
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Operating System

Version

Hardware

Windows 7 Professional X86-32 and x86-34
Windows Server 2008 Datacenter Edition X86-64
Windows Server 2008 Datacenter Edition R2 X86-64
Windows Server 2008 Enterprise Edition X86-64
Windows Server 2008 Enterprise Edition R2 X86-64
Windows Server 2008 Standard Edition X86-64
Windows Server 2008 Standard Edition R2 X86-64
Windows Vista Enterprise X86-32
Windows XP Professional X86-32
Name Version

Android 2.33.0and 4.0

Blackberry 6.0and 7.0

10S 5

Product Version

WebSphere Application Server Network Deployment | 7.0

(Mandatory)

Product Version

IBM Sametime 8.0.2

Lotus Quickr for Domino 8.5.1

Lotus Quickr for WebSphere 8.5

Portal

Lotus Sametime Advanced 8.5

Lotus Sametime Standard 8.5.1and 8.5.2
Microsoft Sharepoint Server 2007 and 2010
Microsoft Windows SharePoint | 3.0

Services

Product Version

DB2 Enterprise Server Edition 9.7

Microsoft SQL Server
Enterprise Edition

2005 SP3 and 2008

Oracle Database 10g
Enterprise Edition

Release 2
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Product Version
Oracle Database 11g Release 2
Enterprise Edition

Product Version

Lotus Notes 8.5.18.5.2and 8.5.3
Microsoft Outlook 2007 and 2010
Product Version

Tivoli Directory Integrator 71

Product Version

Lotus Domino 8.0.2 and 8.5
Tivoli Directory Server 6.2

Microsoft Active Directory 2003 and 2008
Novell eDirectory 8.8

Sun Java System Directory 6.3and 7.0
Server

Product Version
Websphere Portal Server 6.1.5and 7.0
Product Version
Microsoft Office 2007 and 2010
Product Version
Cognos Business Intelligence 10.1.1
Product Version

Tivoli Acess Manager for 6.1

e-business

CA SiteMinder 6.0

2.4 Performance considerations

The performance of IBM Connections is largely dependent on the following variables:

» The amount of memory allocated to the Java virtual machines used by WebSphere
Application Server
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» The number of processors available for processing
» The speed of connectivity between the application server and the database
» The speed of the underlying disk infrastructure

With this number of variables, there is no hard-and-fast rule to maximizing the performance of
an IBM Connections environment. At the outset of your project, however, if you consider your
system to be likely to grow in scale after successful deployment, you should consider
ensuring you have the knowledge and skills to horizontally and vertically scale IBM
WebSphere Application Server through its Network Deployment tools so that you can balance
the load.

The Connections team prepared an excellent document for version 3 which describes the
many facets of performance tuning - Click
http://www-10.Totus.com/1dd/Tcwiki.nsf/dx/IBM_Lotus_Connections_3.0_Performance_Tu
ning Guide

In the system we built for this guide, we have split the burden of providing the communities
functionality across two servers (WAS Cluster 1 and WAS Cluster 2). Activities resides on its
own server and all other applications reside on the fourth server. This design was arrived at
because we expect that Communities will be the most heavily-used application and splitting
them provided greater resilience and greater throughput. Bookmarks, Wikis, and so on are
used less and can be safely combined onto a single server.

Tuning IBM Connections server improves performance of the applications and it requires
tuning various components till the desired results are achieved. The following topics give
some generic performance considerations for IBM Connections server :

» Avoiding co-location

The system hosting the IBM Connections server should not have database server
installed on the same server . Separating the database server to a dedicated server
improves performance for IBM Connections server and can be tuned independently. There
are multiple read and write operations performed on a database server and hence not to
place database server on the server that host the IBM Connections.

» RDBMS server performance

IBM Connections server applications make extensive calls to database server to provide
its functionality. In larger deployment scenario, consider creating a dedicated database
server instance per database. The database server must have 8GB of memory in small
deployment scenario and 16GB of memory in larger deployment scenario. The database
storage disk should be a dedicated disk subsystem and able to handle heavy workload for
read and write operations.

» LDAP performance and directory size

IBM Connections server caches the user information locally in the respective database.
The profile application extensively uses LDAP server to retrieve user information through
Tivoli Directory Integrator (TDI) and stored locally in the profiles database. By indexing the
LDAP server search filter attribute and login attribute helps faster lookup and improves the
performance of IBM Connections server. Any search taking more than 100 milliseconds
need to be corrected.

» 64-bit architecture for WebSphere, TDI, and RDBMS

IBM Connections server 4.0 supports only 64-bit architecture. 64- bit architecture gives
better performance through more effectively using the process power of the system. .
Setting large heap size is possible in the 64- bit systems, which provide more inflight
transactions and higher throughput. A general recommendation is to use 64- bit system for
WebSphere, TDI and RDBMS for better performance.
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» Placing IHS on a separate server

IBM HTTP Server is the entry point for all IBM Connections applications and must be
placed on the separate server. Configuring Files and Wikis applications data directories
accessible by web server helps performance improvement and the request is served from
the web server itself instead of WebSphere Application Server. This off loads the traffic
going to WebSphere Application Server and improves the overall performance of the
applications.

» Identifying heavy-use applications

In a large deployment scenario, IBM Connections applications are installed into dedicated
application server cluster. Depending upon the usage of application, additional node can
be added into the application cluster for that application to provide better performance
results.

» Monitoring disk space usage

In a large deployment scenario, IBM Connections applications are installed into multiple
nodes with a dedicated application cluster. Additional nodes can be added to the
application cluster to provide scalability and high throughput. Monitor the disk space
usage of IBM Connections server nodes, shared content store, temporary directory, and
log directory locations to ensure that there is sufficient disk space or current operations
and plan for future growth.

» Dedicated resources

IBM Connections 4.0 provides metrics application to utilize the analytic capabilities of
Cognos Business Intelligence (Bl) server. IBM Cognos BI server and database server
should be installed on a dedicated server. IBM Cognos server must be federated into IBM
Connections server deployment manager to enable Single Sign on (SSO) features. We
recommend to use the same IBM HTTP Server as IBM Connections application.

» Networking routing for IBM Connections requests

IBM Connections applications serve mainly static content, Java script, and images. In a
large deployment scenario, we recommend to cache the content of the applications. . IBM
WebSphere Edge component proxy caches the content and improves the client-side
performance. By using reverse caching proxy of IBM WebSphere Edge component, the
workload is reduced on the server and improves the server-side performance.

» JVM

The heap size of the JVM should be less than the physical memory of the system and
larger heap size is required for cluster setup when memory-to-memory replication is
enabled. We recommend to set minimum and maximum heap size as same to avoid heap
fragmentation. For small and medium deployment, the recommended heap size would be
2506 MB. For the large deployment, the recommended heap size is shown is .

Application Name Max Heap Value
Blogs 1024

Bookmarks 1024
Communities 1280

Files 768

Forums 1024

Homepage 768

Metrics 1024
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Application Name Max Heap Value
Mobile 102

Moderation 512

News 1280

Profiles 1280

Search 1280

Wikis 1024

2.5 Deployment options

To make planning easier IBM has categorized three different sizes of deployment of IBM
Connections. Additional guidance can be found at
http://www-10.1otus.com/1dd/1cwiki.nsf/dx/Determining_the best deployment topology
_for_IBM Connections_4.0. The scenarios are as follows:

» Small deployment
» Medium deployment
» Large deployment

2.5.1 Small deployment

This option installs all applications in a single cluster on a single node and so is the simplest
deployment. However, it has limited flexibility and does not allow you to scale up individual
applications. For each node within the cluster, all applications run within a single JVM. The
following figure shows a one node small deployment architecture.
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The following figure shows one of the simplest deployments of IBM Connections, where each
component is running on its own machine. This option does not provide any workload or

disaster recovery, but it does provide simplicity to small organizations looking to run IBM
Connections.

Caching Proxy WebSphere Database Di
Integrator

2.5.2 Medium deployment

22

This option installs a subset of applications in separate clusters. IBM Connections 4 provides
three predefined cluster names shared among all applications. This option is used to
distribute applications according to usage expectations and allows you to maximize the use of
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available hardware and system resources to suit specific needs. The following figure
illustrates a medium IBM Connections deployment architecture.

Deployment Manager W nodet - was node? - WAS
Dmgr01 - .
connectionsCello1 AppSrv01 - connectionsNodeQ1 AppSrv01 - connectionsNode02
?erveri

==
Serverl

serverl_cluster

server2_cluster

server3_cluster

The following figure shows a typical medium deployment of IBM Connections. A two-node
cluster is used for IBM Connections, with two HTTP servers in front handling all requests
coming from the edge server. This approach also shows you how you can use IBM Tivoli®
Directory Integrator (TDI) to merge data coming from multiple sources into the Lightweight
Directory Access Protocol (LDAP) server and IBM DB2® database.
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2.5.3 Large deployment
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This option installs each application in its own cluster, and IBM Connections 4 provides a

predefined cluster name for each application. This option provides the best performance in
terms of scalability and availability options, but it also requires more system resources. The
figure below illustrates a large architecture, with multiple nodes and clusters.

nodel - WAS

Dmgr WAS node? - WAS
Dmgrol
AppSrv0l - nodelNode01 dmagrceliol AppSrv01 - node2Node02
activitesServer n2 activitesServer n2
Activities activitiesCluster Activities | |
bloy rver n2 blogsServer_n2
Blogs blogsCluster Blogs .
COMmImun erver_n2 COomImunitiesserver n
Communities communitiesCluster Communities
dogearServer_n2 dogearServer_n2
Booknars dogearcier ] oomeis ]|
i FVEr n, profilesServer n.
| | Profiles profilesCluster Profiles
homepageServer n2 homepageServer n2
T Fomepase e ([ o ]
WIKISSENVEr . WIKISSEMVEr .
Wikis wikisCluster Wikis
filesServer n. filesServer n.
Files filesCluster Files
SE3| rver nz seaniﬁ!.se_nrer nd
Search searchCluster Search
NEwW!: rVer nn,
News rovscstr [ e T
mobileserver n.
Mobile mobileCluster Mobile
forumServer_n2
Forums forumCluster

With a basic understanding of all the deployment options, you reach a decision point
regarding all the additional servers and components that IBM Connections uses. The figure
below shows a complex environment with multiple nodes, HTTP and proxy servers, and
database clusters for each feature of IBM Connections (blogs, home pages, and more). Large
organizations with strict service level agreements should consider deployments that include
high availability and disaster recovery as well as sufficient resources to support the workload.
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For large IBM Connections deployment, high availability considerations include:
» Clustering for Connections applications

Deploying IBM Connections applications in dedicated cluster provides better performance,
scalability, and availability. This deployment requires more system resources and
additional maintenance.

» LDAP

Lightweight Directory Access Protocol (LDAP) server is used to store user repository
information for WebSphere application server. When the LDAP server fails, WebSphere
cannot access directory data, such as security data, and hence fails to service client
requests. Therefore, consider building a highly available LDAP as a part of the highly
available WebSphere system. The LDAP high availability configuration and setup varies
from vendor to vendor. As a general rule, place WebSphere Edge Component load
balancer in front of LDAP server and access the LDAP server through cluster IP address.
If any one of the LDAP server fails, request will route to another LDAP servers.

» Load balancing

A load balancer distributes load across a number of systems. If you have more than one
HTTP server, you must use a load balancer. For moderately sized deployments, use a
software-based load balancer, such as WebSphere Edge Component. For larger
deployments, which support a large number of concurrent users, use a hardware-based
load balancer such as F5 or Cisco ACE.

» Clustering for WebSphere - horizontal and vertical clusters

Horizontal clustering, sometimes referred to as scaling out, is adding physical machines to
increase the performance or capacity of a cluster pool. Vertical clustering, sometimes
referred to as scaling up, is adding WebSphere Application Server instances to the same
machine. WebSphere clustering is a logical group of application servers that hosts the IBM
Connections server applications either vertically or horizontally and provides the load
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balancing and high availability capabilities. Vertical clustering is not supported on IBM
Connections 4.

WebSphere Edge caching proxy

WebSphere Edge Caching Proxy Server is a proxy Server which can be used to cache
content from backend so that the servers are relieved from high load. This in turn helps
faster response from the server and improves user experience. You can configure
WebSphere Edge Server for high availability by using additional WebSphere Edge Server
as a backup server. When the primary WebSphere Edge Server fails, the user requests
are sent to the backup server.

Relational database management systems

IBM Connections applications supports IBM DB2, Oracle, and SQL server for storing
application related data. Each database systems provides high availability features and
can be used for IBM Connections data.

- IBM DB2

DB2 supports a number of software and hardware offerings from IBM and other
vendors that you can use with DB2 to strengthen high availability in your environment.

IBM offers the following high availability configurations. The options for implementing
high availability and disaster recovery solutions with DB2 include:

¢ High availability disaster recovery

DB2 high availability disaster recovery (HADR) feature provides a high availability
solution for both partial and complete site failures. HADR protects against data loss
by replicating data changes from a source database, called the primary database,
to one or more target databases, called the standby databases.

* Tivoli System Automation

Tivoli System Automation (TSA) clustering software is installed on TSA server,
primary, and standby DB2 servers. Both the DB2 servers are monitored through
heartbeat node installed on TSA server. In the event of primary database failure,
TSA automatically fail back to standby node.

* Clustering with IBM PowerHA SystemMirror for AIX (formerly known as High
Availability Cluster Multi-Processing for AlX or IBM HACMP™) or Microsoft Cluster
Server for Windows.

— SQL Server
SQL Server provides the following options for creating high availability solutions:
* AlwaysOn Failover Cluster Instances

AlwaysOn Failover Cluster Instances leverages Windows Server Failover Clustering
(WSFC) functionality to provide local high availability through redundancy at the
server-instance level—a failover cluster instance (FCI).

* AlwaysOn Availability Groups :AlwaysOn Availability Groups is an enterprise-level
high-availability and disaster recovery solution introduced in SQL Server 2012 to
enable you to maximize availability for one or more user databases. AlwaysOn
Availability Groups requires that the SQL Server instances reside on Windows
Server Failover Clustering (WSFC) nodes

¢ Database mirroring : Database mirroring is a solution to increase database
availability by supporting almost instantaneous failover. Database mirroring can be
used to maintain a single standby database, or mirror database, for a corresponding
production database that is referred to as the principal database. This feature is
deprecated and not recommended for high availability solutions
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* Log Shipping: Like AlwaysOn Availability Groups and database mirroring, log
shipping operates at the database level. You can use log shipping to maintain one
or more warm standby databases (referred to as secondary databases) for a single
production database that is referred to as the primary database

Oracle

Oracle database built-in high availability capabilities are as follows:
* Real Application Clusters (RAC)

e Data Guard

* Automatic Storage Management (ASM)

¢ Flashback, Recovery Manager (RMAN)

¢ Online Reorganization

* Edition-based Redefinition
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Planning the environment

This sections describes the planning required for IBM Connections before installation.

3.1 LDAP

LDAP (lightweight directory access protocol) is a protocol used by most Enterprise directories
for talking to each other in a common language. In an IBM Connections environment, the
WebSphere servers must be able to talk to a corporate directory to both authenticate users
who are accessing the system and to import and manage user profiles.

In the IBM Connections pre-installation step, it is a requirement that the WebSphere
Application Server server be configured to access one or more LDAP servers. It is very
common to tell the WebSphere server of a host name that directs requests through a load
balancer to multiple LDAP servers. Many LDAP servers are pre-configured in the WebSphere
server including Microsoft Active Directory, IBM Domino, and IBM Tivoli Directory Servers,
however, any LDAP compatible directory is supported.

LDAP server

¥ Directory type
IBEM Lotus Domino 'I

IBM Tivoli Directory Server

#|z/OS5 Integrataed Security Services LDAP Saervar
(IBM Lotus Domino
Moweall Directory Services
Sun Java System Directory Server

| Microsoft Windows Active Directory
Microsoft Active Directory Application Mode
Custom

LDAP performance and stability is critical for IBM Connections to work at all.
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3.2 DNS and host names

Domain Naming System (DNS) is a distributed database management system for managing
host names and their associated Internet Protocol (IP) addresses. In an enterprise
environment, the host names are registered in DNS server, so that the user can query the
system by host name instead of typing the IP address.

IBM Connections server uses the DNS server to query the database server, directory server,
mail server and application server. The host name of the IBM Connections server must be
defined as fully qualified name, for example, "connections.ibm.com".

SMTP Notifications server

IBM Connections applications uses Simple Mail Transfer Protocol (SMTP) server to send
notifications to the users. The SMTP sever must be installed separately in the same network
or different network.

3.3 Shared content storage location

IBM Connections server uses shared content directory to store application contents. The
content directory resides in a shared repository that provides read and write accessible to the
WebSphere Deployment manager and all nodes. Network File Share (NFS) V4 is
recommended for UNIX and Linux platform. The following table summarizes the usage of disk
space for each application in enterprise environment.

Feature Name Disk Space
Activities 10 GB
Files 10 GB
Wikis 10 GB
Search 15 GB
Blogs 10 GB
Communities 3 GB
Homepage 100 MB
Message stores 6 GB
Bookmarks(Dogear) 600 MB

3.4 LTPA and single sign on

30

IBM Connections uses single sign-on (SSO) to secure the transfer of user ID and password
information that users provide to be authenticated. The authentication is done once per
session and then the users can switch to different applications without needing to be
authenticated again.

SSO is automatically enabled when IBM Connections is installed on a single WebSphere
Application Server profile or when different profiles are federated into the same cell.

IBM Connections supports several methods to implement SSO for you to choose based on
how your environment was planned.

If you already have an Intranet that requires authentication, you can share the credential with
your IBM Connections. For example, you have an Intranet hosted on a Domino Web Server,
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you can shared the credential with the IBM Connections using SSO for Domino
(http://www-10.7otus.com/1dd/1cwiki.nsf/dx/Enabling_single_signon_for Domino_ic40).

If you already have a Tivoli Access Manager environment, you can use WebSphere
cookie-based lightweight third-party authentication (LTPA) as an SSO solution to authenticate
your IBM Connections environment. You can read the uses of the SSO at IBM Connections
Wiki
(http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+4.0+documentation#action=openDocument&res title=Configuring single signon_ic40&co
ntent=pdcontent).

On our lab environment, we use SSO domain name. For the installation details, 6.10, “Post
installation environment configuration” on page 127.

3.5 SSL certificates

On your architecture environment, you must identify what are the components that provide
sensible data to secure the communication using SSL to protect the data traffic .
For example:

» You can use SSL to secure the LDAP communication during the authenticating user name
and password.

» To secure IBM Connections communications, you can use Secure Sock Layer (SSL)
between the IBM Connections and user web browser.

The figure below represents an SSL communication between IBM Connections and LDAP

server:

» Step 1 - IBM Connections server requests a SSL communication using LDAP protocol
(TCP Port 636).

» Step 2 - LDAP servers sent a certificate to IBM Connections server, this certificate checks
the validation of the certificate, if it is signed by some Certificate Authority and the Full
Qualified Domain Name (FQDN) used to access the server.

» Step 3 - If the IBM Connections has the certificate on the Trust store, the session can be
started, if not, you must to import the certificate on the IBM Connections

» Step 4 - All data are encrypted using the certificate sent on step 2, and the LDAP server
can decrypt the information using the private key.
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The process to import the certificate on IBM Connections is detailed on 6.10, “Post
installation environment configuration” on page 127.

3.6 Multiple language content

IBM Connections applications support multiple pre-defined languages. By default, the default
language of the browser is chosen for the current user session. The customer has to consider
the default language and prioritize the order of other languages for IBM Connections
applications.

3.7 Deployment checklist
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IBM Connections applications communicate with various backend applications. Make sure
that the following conditions are met prior to starting the IBM Connections server installation.

» For IBM Connections 4.0, we recommend to use 64-bit operating system server for better
performance.

» If the registered user is less than 1000, consider choosing a small deployment scenario,
where all the applications and databases are installed in same machine. Separating the
database server from IBM Connections server provides the better performance and is
recommended.

» If the registered user is less than 10 000, consider choosing a medium deployment
scenario, where IBM Connections applications are grouped together and installed into
multiple clusters.

» If the registered user is higher than 10 000, consider choosing a large deployment
scenario, where each application is installed into dedicated application server cluster.

» 50 GB of available space required for installing IBM Connections.

» We recommend to use IBM WebSphere Application Server Edge components to cache
the content data for IBM Connections applications.
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The location of shared content storage directory must be accessible to Deployment
manager and all the nodes.

Select the language used by registered users to access the IBM Connections applications.
List the SMTP server details to enable notification for IBM Connections applications.

LDAP server details required prior to starting IBM Connections server installation.

Cognos Business Intelligence server can be installed prior or after to IBM Connections
server

IBM Connections server supports IBM DB2, Oracle, and Microsoft SQL database server
to store application data. Setup any one of the database server on dedicated server.

Populate users from the LDAP repository to the Profiles database for IBM Connections
applications.

For small and medium deployment, the maximum heap size was set to 2048 MB during
the installation. For large deployment the default heap size is set to 256 MB. For larger
deployment, the sum of heap size of the entire application server should be less than
physical memory of the server.

Configure IBM HTTP Server and add certificates to the WebSphere trust store.

By default, Common and Widget container applications are installed with News application
on News Cluster. We recommend to uninstall Common and Widget container applications
from News cluster and install it on a dedicated cluster.

Chapter 3. Planning the environment 33



34 Installing and Deploying IBM Connections



Planning Profiles

Planning for Profiles usually takes most time and is the most challenging of all the features of
IBM Connections because it utilizes data imported from the organization LDAP. This data can
contain information such as user names, email, unid, and so on.

Some points to take care of while planning are:

>

>

>

| 2

| 2

>

Which data sources are to be used?

What are the field specifications of the source data (field name, type, data length)?

Is data required to be synchronized and in what direction?

If required, where are the additional data files like Photos located?

Which fields are to be mapped 1:1?

Which data fields are displayed in a profile entry, and which of them are editable by users?

It is also critical to ensure that IBM Connections has the proper access to the data and that
the two systems can work together regarding data updates and synchronization.

4.1 Photographs

It is also possible to upload individual user photographs while creating IBM Connections
Profiles. To do this, first you must identify which photo repository is to be used and then where
you want the photographs dump to be taken for uploading.

The upload file size limit is 15 KB so this aspect needs to be taken care of while planning.

4.2 Setting up Manager attributes

The setting up of Manager attributes in user profiles is an optional but desired feature of
Profiles population.
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Each user profile contains a manager_uid field which stores the UID value of that person's
manager. This information is used to build the Reports To display widget in the Profiles user
interface.

Additionally, the isManager field (which equates to the Mark manager mapping task in the
Profiles population wizard) is used to mark the user profile as being a manager. This
information is used to build the People Managed display widget in the Profiles user interface.
A'Y or N attribute is assigned to an employee to indicate whether the employee is listed as a
manager of other employees.

While planning, you have to decide whether you want to populate these fields or not and
accordingly decide on running the required scripts.

4.3 Cleaning up data sources

Before you import data into the IBM Connections databases, we suggest that you clean up
your data sources and remove any redundant data. This not only leads to an error free import
but also gives you an updated environment that you can use for other environments also.
Also, it will save time during the import process.

This step should always be included in the deployment plan as apart from the advantages as
mentioned above, cleaning up will also help you avoid any potential future issues in case you
go for a clean up post installation of IBM Connections. In worst cases, you might need to do
the import of Profiles data again.

4.4 Designing profiles

IBM Connections uses the data populated in various columns of PEOPLEDB and other
related databases for displaying different attributes of a user profile. All these values are the
ones that are imported from various LDAP fields. If not specifically mentioned, these values
are populated using the default mapping by the population wizard.

We recommend to have a detailed field level information of your LDAP ready before the data
population. This helps you to accurately populate the data in the mapped fields and avoid any
potential future issues.

4.5 Using profile types for custom profiles by user name

36

A profile-type defines a set of properties, also referred to as a schema, that are inherent to all
profiles of that type. This set of properties is used internally to group objects and enforce
overall system constraints. Examples of common profile-types are customer, employee, and
contractor.

All profile records are classified by their profile-type property. If a property is not specified in
the profile-type property definition of a profile record, it is not exposed to the Profiles user,
either in the user interface or API. The deployer uniquely identifies each profile type using a
64-byte profile-type identifier string.

Profile-type definitions are declared and managed in the profiles-types.xml file.

Profile-types are managed in an object hierarchy with the following rules:
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» Profiles defines a single base type of snx:person that enumerates the set of fields required
on all profile records.

» You can define subtypes of snx.person (such as customer, employee, or contractor) to add
your own unique properties.

» A profile-type inherits all the property references from its parent type.

» A profile-type hierarchy cannot contain circular loops. The application will fail to start if any
loops are detected in the configured hierarchy.

» A profile-type declaration that omits a parentld implicitly inherits from snx:person.

The following is a sample code:

<config>
<type>
<parentId>snx:person</parentId>
<id>customer</id>
</type>
</config>

4.5.1 Default profile-type

We recommend to explicitly map a defined profile-type to each profile record in the Profiles
database as a part of the Profiles population process. If no profile-type is associated with the
profile record, the Profiles application interprets the empty profile-type value as equivalent to
the default value.

If the declaration of the default profile-type has been removed from the profiles-types.xml file,
the application assigns the profile record the snx:person profile type. As a result, the
application only presents the minimal set of attributes defined in the snx:person profile-type in
the user interface.
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Preinstallation tasks

In this chapter, we explain the tasks that must be performed before installing IBM
Connections. After you have decided the architecture environment, you must prepare your
environment for IBM Connections installation.

» 5.1, “Verify software requirements” on page 40

» 5.2, “Setting up DNS and testing host names” on page 41

» 5.3, “Setting up LDAP and testing LDAP for data quality” on page 42

» 5.4, “Populating photo repository” on page 44

» 5.5, “Verifying operating system installation and disk space available” on page 47

© Copyright IBM Corp. 2013. All rights reserved.

39



5.1 Verify software requirements

40

An IBM Connections environment consists of many software such as WebSphere Application
Server. relational database server, and Cognos. Some of the software come with IBM
Connections. IBM Connections 4 is available at IBM Passport Advantage website at:
http://www.ibm.com/software/howtobuy/passportadvantage/

For the download procedures, see (Appendix C, “Downloading the software from Passport
Advantage and PartnerWorld” on page 286)

You also can find the part numbers related to the IBM Connections at:
http://www.ibm.com/support/docview.wss?uid=swg24033179

The Sales Manual is at:
http://www-01.1ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_sm/8/649/ENUS5
724-S68/index.html&lang=en&request locale=en

Prior to install IBM Connections and required software product, you must verify the software
version of your IBM Connections environment to be deployed as described in 2.3, “Software
requirements” on page 16.

The following figure shows our IBM Connections lab architecture based on software.

LDAP Server

/' D;ia Base
-

Load Balance Cache Proxy  Load Balance WebSerer Server Application Server
B Caonnections

iy

Bl Server

We use the following products:

» For the load balance and caching-proxy the software used is Edge components provided
on WebSphere Application Server Supplementals packages, check the system
requirements at http://www-01.1ibm.com/support/docview.wss?uid=swg27012442

» For the web servers, the software installed is IBM HTTP Server that also provided on
WebSphere Application Server Supplementals packages. For more information, see
http://www-01.1ibm.com/software/webservers/httpservers/sysreq/

» We also have the WebSphere Application Server installed on 3 servers. For the system
requirements, visit http://www-01.1ibm.com/support/docview.wss?uid=swg27006921

IBM Cognos is installed on one server. For system requirements, visit
http://www-01.1ibm.com/support/docview.wss?uid=swg27019126
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» For LDAP servers, we installed IBM Domino. For system requirements, visit
http://www-01.ibm.com/support/docview.wss?uid=swg27007909

» For database, we have installed DB2. For system requirements, visit
http://www-01.1ibm.com/support/docview.wss?uid=swg27010711
All software installed on our lab environment are provided on IBM Connections packages.

You can find more information about the supported software at:
http://publib.boulder.ibm.com/infocenter/prodguid/vir0/clarity-reports/report/htmi
/prereqsForProduct?deliverableld=1284667107599

5.2 Setting up DNS and testing host names

An IBM Connections environment consists in many servers that run various software product
integrated with IBM Connections. The communications between those servers is based on
TCP connections and name resolution through dynamic name server (DNS), so you must
have a DNS server configured on your environment, because during the installation and
configuration process, you must provide host names of the following server:

» Database servers

» LDAP Servers

» WebSphere Application Servers

» Web Servers

» Other components such as Cognos server, Domino mail server, Identity Manager server,
WebSphere Portal server, and Security Management server

Check if the servers can communicate with each other with the ping command. Run the
following command to check the host name resolution on all the servers of your environment:

ping

For example, from a WebSphere Application Server server, you can try to ping a web server,
LDAP server, database server and all other servers that will be part of the IBM Connections
deployment such as Cognos server and Tivoli Directory Integrator server.

The following figure shows that we can ping the IBM HTTP server (con-ihs01.itso.ibm.com)
and LDAP server (Idap-dom.itso.ibm.com) from WebSphere Application Server
(con-dmgr.itso.ibm.com) in our lab environment.

time=4,53 ms
time Oms

ta.
=1 ttl=1258 time=0.497

time Omws
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5.3 Setting up LDAP and testing LDAP for data quality

In our lab, we use Domino Directory Server as the LDAP users repository. If you want to use
an existing LDAP Server other then Domino, make sure that it is V3 LDAP compliant.

Determine which Lightweight Directory Access Protocol (LDAP) attributes you want to use as
the identifiers for IBM Connections users. Ensure that you have installed a supported LDAP
directory.

5.3.1 LDAP pre-requirements

To ensure that the Profiles population wizard can return the maximum number of records from
your LDAP directory, set the Size Limit parameter in your LDAP configuration to match the
number of users in the directory. For example, if your directory has 100,000 users, set this
parameter to 100000. If you cannot set the Size Limit parameter, you can run the wizard
multiple times. Alternatively, you can write a JavaScript function to split the original LDAP
search filter, run the collect_dns_iterate.bat file, and then run the
populate_from_dns_files.bat file.

Note: For information about a limitation in environments with a Turkish locale, see the
Base entry comparison for Turkish locale technote
(http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.wim.doc/
baseentrycomparisonforturkishlocale.html).

To prepare to configure your LDAP directory with IBM WebSphere Application Server,
complete the following steps:

1. Identify LDAP attributes to use for the following roles. If no corresponding attribute exists,
create one. You can use an attribute for multiple purposes. For example, you can use the
mail attribute to perform the login and messaging tasks.

— Display name

The cn LDAP attribute is used to display a person's name in the product user interface.
Ensure that the value you use in the cn attribute is suitable for use as a display name.

— Login

Determine the attributes that you want the users to use to log in to IBM Connections.
For example, uid.

Note: The login name must be unique in the LDAP directory.

— Messaging

(Optional) Determine which attribute to use to define the email address of a use. The
email address must be unique in the LDAP directory. If a user does not have an email
address and does not have an LDAP attribute that represents the email address, that
user cannot receive notifications.

— Global unique identifier (GUID)

Determine which attribute to use as the unique identifier of each user and group in the
organization. This value must be unique across the organization.

2. Collect the following information about your LDAP directory before configuring it for
WebSphere Application Server:
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— Directory Type: Identifies and selects a directory service from the available vendors
and versions.

— Primary host name

— Port

— Bind distinguished name

— Bind password

— Certificate mapping

— Certificate filter, if applicable.

— LDAP entity types or classes: Identifies and selects LDAP object classes. For example,
select the LDAP inetOrgPerson object class for the Person Account entity, or the LDAP
groupOfUniqueNames object class for the Group entity.

— Search base: Identifies and selects the distinguished name (DN) of the LDAP subtree
as the search scope, for example, select o=ibm.com to allow all directory objects
underneath this subtree node to be searched. Examples for the Group Search, use the
following LDAP attributesor: Group, OrgContainer, PersonAccount, or inetOrgPerson.

5.3.2 Installing Domino

First you have to install an IBM Domino Server on designated machine, following the steps
below:

1.

Choose a name for the server. Refer to the name that you created based on your
structure.

Identify the function of the server - for example, will it be a mail server or application
server? On our lab we are using as mail server, the function of the server determines
which tasks to enable during configuration.

Decide whether the server is part of an existing Domino domain or is the first server in a
new Domino domain.

. Our lab Domino is the first in a Domino domain, do the following:

a. Install the server program files.

b. Use the Domino server setup program to set up the server
c. Complete network-related setup.
d

. Create organization certifier IDs and organizational unit certifier IDs as required by the
hierarchical name scheme.

e. Distribute certifier IDs to administrators.
f.  Implement Domino security.

Perform additional configuration procedures, based on the type of services, tasks, and
programs that you want to run on this server.

After the Domino installation, you have to setting up the LDAP service on Domino

Follow these steps to set up a server to run LDAP service:

1.

2.

The LDAP task runs automatically on the administration server for the primary Domino
Directory. On other servers in the domain, if configured, run the LDAP task manually

If your organization uses more than one Global Domain document, specify the on that the
LDAP services uses to return Internet address to LDAP clients. Open the Global Domain
document. In the "Use as default Global Domain" field, choose Yes.
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3. To check whether you set up the LDAP service correctly, use an LDAP search utility such
as ldapsearch provided with Domino, to issue a query to the LDAP service. Example from
a group search:

ldapsearch -D -w -b "o=itso" -s sub
"(| (objectclass=groupOfiNames) (objectclass=groupOfUniqueNames))" dn

You have installed and enabled Domino to run LDAP services.

5.4 Populating photo repository

IBM Connections allows you to enhance your profile by adding a picture from yourselves
enabling the profile photo feature. Depending on your organization's needs, you can choose
specifics profiles to enable or disable this feature. You can also configure access control
settings for the profile photo feature according to profile type. You can populating your
database photo repository using Tivoli Directory Integrator assembly-line commands

5.4.1 Populating photo repository

You can use the dump_photos_to_files and Toad_photos_from_file assembly-line
commands to populate the profiles database with photo files. These commands are useful
when you are moving the profiles database, allowing you to save the photos from the existing
database on disk, repopulate the new database from the LDAP, and then load the photo files
back into the new database.

To populate a new profiles database with photos, complete the following steps.

1. Use the dump_photos_to_files.bat or dump_photos_to_files.sh command to read the
existing photos from the profiles database and store them on disk:

The following table shows the properties that are used by this command, and their default
values. These properties can be found in the profiles_tdi.properties file.

Property Description

dump_photos_directory The directory where the extracted files are stored. The default
value is /dump_photos.

dump_photos_file The list of people whose photos were collected. The default
value is collect_photos.in.

load_photos_simple_file The list of people whose photos were collected. The default
value is collect_photos.in. If you want to load only a subset of
files from a location, edit this file.

Note: When dumping multiple photo files, there must be a period separator between
each entry. If the separator is omitted, an error is generated when you use the 1oad
command to import the files into the profiles database.

2. To populate the new database with the photo files that you saved in the previous step, use
the load_photos_from_files.bat or load_photos_from_files.sh command to read the
files from disk and populate the Profiles database with them.
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Note:
» The table in step 1 shows the properties that relate to this command.

» Although in IBM Connections 2.0, the Profiles application can crop the photo
uploaded by a user, the photo size limit in the underlying database is 15 KB. When
Profiles is used with IBM Tivoli Access Manager enabled, the Tivoli Access Manager
can only load files conforming to this size limit.

Example

Here is an example of an entry from the collect_photos.in file:

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/img1197046202619 9.dat
uid:FAdams

The characters following uid corresponds to the PROF_UID in the profiles database.

Note the required period separator between each entry, for example,

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/img1197046202619 9.dat
uid:FAdams

photo:file:/C:/install_directory/TDISOL/TDI/./dump_photos/imgl1197146402316 7.dat
uid:TAmado

You have finished to import your photos to IBM Connections.

5.4.2 Enabling profile photo

Edit settings in the profiles-policy.xml file to configure the profile photo feature according to
profile type. To edit configuration files, you must use the IBM WebSphere Application Server
wsadmin client. See Starting the wsadmin client
(http://infolib.lotus.com/resources/connections/4.0/doc/en_us/icd p5.html#t_admin_
wsadmin_starting)for information about how to start the wsadmin command-line tool.

The following steps provide information about the properties that you can set for the profile
photo feature, and the access levels and scopes that you can configure.

1. Start the wsadmin client from the following directory of the system on which you installed
the Deployment Manager: app_server_root
(http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#i_ovr
_r_directory_conventions)\profiles\dm_profile_root\bin

where app_server_root is the WebSphere Application Server installation directory and
dm_profile_root is the Deployment Manager profile directory, typically dmgrO1.

You must start the client from this directory or subsequent commands that you enter do
not execute correctly.

2. Start the Profiles Jython script interpreter.
Enter the following command to access the Profiles configuration files:

execfile("profilesAdmin.py")

Chapter 5. Preinstallation tasks 45


http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#t_admin_wsadmin_starting
http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#t_admin_wsadmin_starting
http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#i_ovr_r_directory_conventions
http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4_p5.html#i_ovr_r_directory_conventions

46

If prompted to specify a service to connect to, type 1 to pick the first node in the list. Most
commands can run on any node. If the command writes or reads information to or from a
file using a local file path, you must pick the node where the file is stored.

3. Use the following command to check out the profiles-policy.xml file:
ProfilesConfigService.checkOutPolicyConfig("", "cell_name")
where:

— working_directory is the temporary working directory to which the configuration XML
and XSD files will be copied. The files are kept in this working directory while you make
changes to them.

— cell_name is the name of the IBM WebSphere Application Server cell hosting the
Profiles application. This argument is required.

For example:

ProfilesConfigService.checkOutPolicyConfig("/wsadminoutput",
"jdoe30Node02Cel1")

4. Open the profiles-policy.xml file using a text editor, from the temporary directory to which
you checked it out.

5. Edit the following properties for the profile photo feature as needed.
— profile.photo
Enables or disables the profile photo feature.
This property takes a string value. Possible values include:

¢ true. Enables the photo feature for users with the specified profile type. The user
interface displays the user's photo and provides options for editing the photo.

¢ false. Disables the photo feature for users with the specified profile type. The user
interface does not display the user's photo or options for editing the photo. A
generic photo image is displayed in place of the user's photo.

— profile.photo.update
Control access to view the photo.

In additional to the scope attribute for this access control, dissallowNonAdminlfinactive
can be used to indicate whether photos for inactive users can be viewed.
Administrative users can view photos regardless of the configuration.

Access levels for this property can be defined using one of the following scopes:
¢ none. No one can update the profile photo of users with the specified profile type.

¢ self. Users with the specified profile type can update their own profile photo.
Administrators can also update the profile photo of users with the specified profile
type.

— profile.photo.view
Controls access to view the photo.

In additional to the scope attribute for this access control, dissallowNonAdminlfinactive
can be used to indicate whether photos for inactive users can be viewed.
Administrative users can view photos regardless of the configuration.

In the following photo policy sample, users who have been assigned the reader role
can view active user's photos with the default profile type, but photos for inactive users
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are only viewable by users who have been assigned theadmin role. When a user's
photo is not viewable, the default gray photo image is displayed.

<profileType type="default" enabled="true">

<acl name="profile.photo.view" scope="reader"
dissallowNonAdminIfInactive="true"/>

<acl name="profile.photo.update" scope="self" />
</profileType>

The following sample enables the profile photo feature for the default profile type, but
restricts access to update profile photos to profile owners and administrators. For users
with the contractor profile type, the profile photo is enabled, but no access is provided
to update the profile photo for users of this profile type. The profile photo feature is
disabled for users with the visitor profile type, and no one can update the profile photo
for users of this profile type.

<feature name="profile.photo">
<profileType type="default" enabled="true">
<acl name="profile.photo.update" scope="self" />
</profileType>
<profileType type="contractor" enabled="true">
<acl name="profile.photo.update" scope="none" />
</profileType>
<profileType type="visitor" enabled="false">
<acl name="profile.photo.update" scope="none" />
</profileType>
</feature>

6. Save your changes and check the profiles-policy.xml file back in using the following
command:

ProfilesConfigService.checkInPolicyConfig()
7. To exit the wsadmin client, type exit at the prompt.
8. Stop and restart the Profiles server.

You have enable the photo profile.

5.5 Verifying operating system installation and disk space
available

Before installing your IBM Connections environment, you must verify if your operation system
are supported and provide sufficient disk space for a successful installation and operation of
the product that you plan to install.

5.5.1 Operating system requirements

Linux

For IBM Connections on Linux ensure that you have the following packages and libraries
installed:

» scompat-libstdc++-33.x86_64
» libcanberra-gtk2.i686
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» PackageKit-gtk-module

» tk2.i686

» compat-libstdc++-33.i686
» compat-libstdc++-296

» compat-libstdc++

» libXtst.i686

Note: Ensure that the GTK library is available on your system. Even when your IBM
Connection is to be installed on a 64-bit system, you still need the 32-bit version of the
GTK library. If you use silent mode or console mode to install IBM Connections, you do not
need the GTK libraries.

AIX

For IBM Connections on AlX, ensure that you have X11 package installed on you server:
» X11.base.rte
» X11.apps.config

Windows
IBM Connections on Windows does not required any additional software to be installed.

5.5.2 Applying operating system patches

It is important to have the operating system patches required for the IBM Connections to
avoid installation issues on your environment. You can check the operating system requisites
as described in 2.3, “Software requirements” on page 16.

5.5.3 Cognos requirements

If you plan to install Cognos, you need the libraries listed in the Cognos Bl 10.1.1 Software
Environments - Required Patches technote
(http://www-01.ibm.com/support/docview.wss?uid=swg27022463).

5.5.4 Disk space
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It is important to define how many users will use the system and how much data the users
might generate to plan your IBM Connections environment. The following is the minimum
space required for IBM Connections features:

» Activities - 10 GB for content store for holding files reference, images reference, text
content, and so on.

» Blogs - 10 GB for content store for holding files reference, images reference, text content,
and so on.

» Bookmarks - 1 GB for Favicons Directory, the icons that are displayed on Bookmarks.
» Communities - 3 GB for content store
» Files - 10 GB for uploaded files, directory stores files to be uploaded to user blogs.

» Homepage - 1 GB for content store for holding files reference, images reference, text
content, and so on.
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News - 500 MB per message store for holding files reference, images reference, text
content, and so on.

Profiles - 30 MB for cache file directory

Search - 15 GB for index files directory, the disk space required for the search index is
depended on the amount of content in the individual IBM Connections features and the
disk space required will grow when the IBM Connections content grows.

Wiki - 10 GB for content store for holding files reference, images reference, text content,
and so on.

Note: The sizes of these directories will grow when the number of users and activities
increases. Monitor the space available to know when is necessary to increase the capacity.

Note: Content store, are all data generated from an application (Activities, Blogs and
Homepage) and are stored on databases. All other contents (Files, cache, Index,
Temporary and Search) are stored on the shared folder defined during the installation
procedure. For IBM Connections environments in WebSphere Application Server Cluster,
they are stored on a shared file system, for example, a NFS directory of
/opt/IBM/Connections/data/shared on Deployment Manager server

Each product in the IBM Connections environment has its own system requirements. For
more information, see the Information Center of the product:

>

Cognos Information Center
http://publib.boulder.ibm.com/infocenter/cbi/v10rlm0/index.jsp?topic=%2Fcom.ibm
.swg.im.cognos.qrc_inst.10.1.0.doc%2Fqrc_inst_id426VerifySystemRequirements.htm
1

DB2 Information Center
http://pic.dhe.ibm.com/infocenter/db21uw/v9r7/nav/2_0 2 1 2

WebSphere Application Server Information Center
http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.installa
tion.nd.doc/info/ae/ae/tins_prepare.html

Tivoli Directory Server Information Center
(http://pic.dhe.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.IBMDS.doc/instal
1202.htm?path=8 3 20#dskspace

Tivoli Directory Integrator Information Center
http://pic.dhe.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.IBMDI.doc_7.0/adm

IBM Domino http://publib.boulder.ibm.com/infocenter/domhelp/v8r0/index.jsp
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Product deployment

Installing IBM Connections can be broken down in to the following distinct phases:

9. Preparing the computer environment - physical or virtual

10.Pre-installing and configuring the components Connections requires to run:

a.

-~ o a0 T

g.

Setting up the installation manager

Installing the database

Creating the databases;

Installing Tivoli Directory Integrator

Installing IBM WebSphere Application Server
Installing IBM HTTP Server

Installing Cognos Business Intelligence

11.Installing Connections

12.Performing post-installation configuration steps

In this chapter, we describe the product installation and post-installation configuration steps.

» 6.1, “Setting up the Installation Manager” on page 52

>

>

>

6.2, “Installing the database management system” on page 54

6.3, “Installing Tivoli Directory Integrator” on page 63

6.4, “Installing WebSphere Application Server” on page 70

6.5, “Creating databases” on page 97

6.6, “Populating Profiles using population wizard” on page 98

6.7, “Installing Cognos Business Intelligence” on page 102

6.8, “Installing IBM Connections applications” on page 108
6.9, “Installing IBM HTTP Server’ on page 117
6.10, “Post installation environment configuration” on page 127

6.11, “Post installation IBM Connections configuration” on page 160
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6.1 Setting up the Installation Manager

52

On this section we show you the steps to install the IBM Installation Manager. IBM Installation
Manager is a tool responsible for installing, updating, and modifying packages. It allows you
to manage IBM software applications and packages. Installation Manager also helps you to

track what is installed , what is available for you to install, and organize the installation
directories.

IBM Connections 4.0 provides the Installation Manager bundle on the installation package.
Follow the steps below to have the IBM Installation Manager installed on you environment:

1.
2.

Expand the installation package CIA3EML.tar on a temporary directory, for exmaple, /tmp.

Run the install.sh on /tmp/IBM_Connections_Install/IMlinux to start the installation
process.

Select IBM Installation Manager as the packages to be installed.

Install Packages -"_]
Select packages to install: ? yoe
Installation Packages Status Vendor License Key Type |
- 0 .

A ¥ Versio

[ Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBM® Installation Manager 1.6.0
IEM® Installation Manager More info..

® Repository: fopt/CAlinstall

@ < Back Hext > nstal Cancel

4. Read and accept the license agreement.

5. Select the path where the Installation Manager will be installed.
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Install Packages

Selectal ion for

Location > Summary

Install Licenses

Once installed, IEM Installation Manager will be used to install, update, modily, manage and uninstall your packages.

Installation Manager Directory: |foptIBM/InstallationManager/eclipse

Disk Space Information

Volume Avallable Space .3

! 415 GB

@

Browse.. |

Cancel

< Back | Next > [nstall

Review the summary and click Install to start the installation.

Install Packages
Review the summary information
T eyman
Instal Licenses Locaton | Summary | >
Target Location
Package Group Name: IBM Installation Manager

Installation Directory:  fop lipse
Packages

Packages

[ IBM® Installation Manager 1.6.0

Environment

Arabic, Brazilian Poruguese, Czech, Danish, English, French, German,
Greek, Hungarian, ltalian, Japanese, Korean, Polish, Russian, Simplified
Chinese, Spanish, Traditional Chinese, Turkish

» Repository Information

Check if the installation was successful and click Restart Installation Manager to start

the Installation Manager console.

Disk Space Information

Total Available Space

foptCA 7346 GB
! 415 GB
Total Download Size: 122.50 MB
Total Installation Size: 234.79 MB
< Back | U"/l = | Install | Cancel
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Install Packages mj
T

@ The packages are installed. View Log File

The following package was installed

¥ % IBM Installation Manager

IEM® Installation Manager 1.6.0

Click on "Restart Installation Manager to launch the new Installation Manager and to start installation
of other package(s)

7 Restan Installation Manager

Note: For more information about the IBM Installation Manager, see IBM Information
Center (http://pic.dhe.ibm.com/infocenter/install/vimOr0/index.jsp).

You can find the latest version of the IBM Installation Manager at IBM Support Portal
(http://www-947.ibm.com/support/entry/portal/download%3Ci%3Esoftware/rational/ib
m_installation_manager).

6.2 Installing the database management system

The relational database systems that IBM Connections supports including DB2, Oracle, and
Microsoft SQL Server. DB2 is bundled with IBM Connections. In this section, we describe the
DB2 installation steps.

In our lab environment, we use the following steps to install DB2 on Linux:

1. Start the installer by launching db2setup from the command line in Linux. The following
figure shows the DB2 Setup launcher starts. Select on Install a Product
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2.

3.
4.
5.

& DBZ Setup Launchpad

DB2 Setup Launchpad

» Weltome Welcome root to DB2 Version 9.7
Release Information 4 . The DBZ Setup Launchpad gives you access 10 all of the information that you need to
Installation Requirements install your DBZ products and features for Linux, UNDC and Windows operating systems.
Upgratle Infarmation To access more information about the DEZ products available for installation oF 1o
perform an installation, select from the 1abs provided. You can find more product
Install a Product information by searching the Information Center,
Exit

[  search Information Center

R ———

Click Install New.

& DB2 Setup Launchpad

EBZ Setup Launchpad

Welcome Install a Product as root
Release Information Click Install New to launch the DB2 Setup wizard for the desired product and to install

Installation Requirements the product 1o a new location.

Upgrade Information

Install a Product
» Install a Produ DE2 Enterprise Server Edition Version 9.7
Exit DB2 Enterprise Server Edition is designed to meet the data senver needs of medium to large
businesses, It can be deploved on Linux, UNEX, or Windows servers of any size, from one CPU 1o
any number of CPUs.

DB2 Enterprise Server Edition is an ideal foundation for building on demand enterprise-wide
solutions, such as multi-terabyte size data warehouses, or high performing 24x7 awailable high
wolume transaction processing business solutions, or Web-based solutions. DB2 Enterprise
Server Edition incorporates a native XML data store and delivers flexible access to XML data
using XQuery, XPath, SQL, and standard reporting tools.

Optional features for DB2 Enterprise Server Edition are available that provide additional
advanced product capabilities in areas such as database partitioning, compression,

performance, workload management, and security. For more information, see
hittp: f fwew. ibm. com.

Database Management and Application Development Tools

A suite of GUI tools for managing DB2 for Linux, UNIX, and Windows data and data-centric
applications is available to install. Indivdually these tools provide powerful capabilities that
target specific data management roles and tasks; more importantly, the components

interoperate seamlessly, enabling cross-role collaboration, productivity, and effectiveness.

In the Welcome to the DB2 Setup Wizard screen, click Next.
Accept the software License.
Choose the Typical installation type.
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Elnizn

6. We chose to save the responses into a response file, /root/db2ese.rs, for future
installation. We recommend using the .rsp file extension because it is used as a default
when selecting a response file in the future.

frootfdbZese.rsp

Elnizn
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7. Choose the installation directory for DB2. On Linux, we chose to install it to the default
directory /opt/ibm/db2/v9.7.

DBZ Setup - DBZ Enterprise Server Edition

Jfoptiibmidbz jva. 7

8. For our installation, we chose to include the IBM Tivoli System Automation to help us
manage a high-availability solution for DB2.

DBZ Setup - DB2 Enterprise Server Edition
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9. Enter the user name and group that the DB2 application will run as. This user name and
group should already exist on the operating system. For safety use a user name and group
name which will not be present in your LDAP directory.

DBZ Setup - DB2 Enterprise Server Edition

fhomefdasusrl

L5 izt =

10. Choose to create a DB2 instance.

DBZ Setup - DBZ Enterprise Server Edition

Elili=r
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11. Choose Single partition Instance.

DBZ Setup - DB2 Enterprise Server Edition

I e T T

12. The installer then asks for you to supply the user name and details for a user to run the
DB2 instance. Use the form to create a new user (you must have rights to do this as the
user who is running the installer), or choose an existing user.

DBZ Setup - DB2 Enterprise Server Edition

dbZinstl

dbZiadml

A

wrRRReA]

fthome/db2instl

WEETRITETTE]
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13. Supply the name of the Fenced User, which is a special account used to run stored
procedures and other functions.

DBZ Setup - DB2 Enterprise Server Edition

db2fencl

db2fadml

fhomejfdb2fencl

L ST

EE Tt

14. For the Tools Catalog. We chose not to prepare the Tools catalog at install time, but this
can be done later.

DBZ Setup - DB2 Enterprise Server Edition
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15. If you want to receive email notifications from the server, such as maintenance
requirements or errors, setup the SMTP server details here.

DBZ Setup - DB2 Enterprise Server Edition

smitp.itso.ibm. corm|

16. Specify the user who will receive the notifications.

DBZ Setup - DBZ Enterprise Server Edition

db2instl
db2inst1@itso.ibm.com
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17. Review the settings you select in the Summary screen and click Finish to start
installation.

DBZ Setup - DB2 Enterprise Server Edition

Froduct to install: DBZ2 Enterprise Server
Installation twpe: Twpical

Frewiously Installed Components:
Selected Components:

Base client support

Java support

SOL procedures

Base serwer support

IBM Software Dewelopment kit (SDE) for Java(TM)

Connect support

Communication support - TCRSIP

Feplication toaols

Cantraol Center

DEZ data source support

DBZ2 LDAP support

DB2 Instance Setup wizard

DBZ Update Service

First Steps

Sample database source

Languages:
English
A11 Products

18. When the installation finishes, you should a successful window as shown below. Take
special note of the Post-Install Steps and click Finish.

5etup Complete H=] E3

Feguired steps:

In arder to start using DB2 wou need ta logon using a walid user ID such as the DBZ instance owner's
D "db2instl"

¥aou can connect tothe DBEZ instance "dh2inst1" using the port number "50001". Record it for future

[ul ul et e Tuln}
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6.3 Installing Tivoli Directory Integrator

In this section, we explain how to install Tivoli Directory Integrator 7.1 and apply Fix Pack.

6.3.1 Installing Tivoli Directory Integrator

Follow these steps to install Tivoli Directory Integrator 7.1:

1. Unzip the Tivoli Directory Integrator 7.1 for Windows (CZ9MKML) in a temporary directory
(c:\temp), and start the launchpad.bat to launch the welcome screen.

Click Install IBM Tivoli Directory Integrator and click Tivoli Directory integrator 7.1
Installer.

& Tiv Directory Integrator 7.1

Tivoli Directory Integrator Select a language M

IBM Tivoli Directory Integrator 7.1 Installation

Welcome
Release Information Laun product installation:
e ) &%) Tivoli Directory Integrator 7.1 Installer. I
Prerequisite Information
Installation Scenarios Installation documentation:
: : : o % Tivoli Directory Integrator 7.1 Installation Documentation
Migration Information o @2 Migrating to IBM Tivoli Directory Integrator 7.1

] % IBM Tiwoli Directory Integrator 7.1 Supported Platforms

o (2 1BM Tivoli Directory Integrator Password Syhchronization Plug-
ins 7.1 Documentation

Exit o % 1IBM Tiwoli Directory Integrator Password Synchronization Plug-

Ins 7.1 Platforms supported

> Install IBM Tivoli
ni ory Integrator

Directory Integrator
71

Licensed Materials - Property of IBM Corp. © Copyright IBM Corp. and other(s), 2002, 2010. All Rights Reserved. IBM, the IBM logo and Tivoli
are registered trademarks of IBM Corporation in the United States, other countries, or both. Built on Eclipse is a trademark of Eclipsa
Foundation. Inc. Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries. or both.
Other company, product, or service names may be trademarks or service marks of othars.

BUILT ON —=/( 3
b e Java
A g

I IEninsh
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3. In the Introduction page, click Next.

A IEM Tivoli Directory Integrator v7.1

Introduction

¥ Introduction InstallArywhere will guide you thraugh the installation of IBM Tivali Directary
[> Previous Installations Integratorvr.1.
[~ Software License Agreement

Itiz strongly recommended that vou guit all programs befare cantinuing with this
[ Choose Install Folder installation.

[ Choose Install Set
Click the T™ext' buttan to proceed to the next screen. If vau wantto change

FLBolutnS Direcory something on a previous screen, click the 'Previous' hutton.

[ TDI Server Ports
[~ TDI Serer Serice You may cancel this installation at any time by clicking the 'Cancel’ buttan.

Integrated Solutions Console

e Directory

_ Integrated Solutions Console
Fartvalues

[= AMC Senice

= Pre-Installation Summany

= Installing. ..

it

= Install Complete

Erevious

4. In the Previous Installations page, click on Next.

Previous Installations

+f Introduction Click next to search for previous [BM Tivoli Directory Integrator installations. This
= Previous Installations may take a while...

[ Software License Agreement
[

W

Choose Install Folder
[ Choose Install Set

= Bolutions Directary
[ TDI Sener Ports

[ TDI Server Service

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortvalues

[ AMC Service
= Pre-Installation Summary
= Installing...

it

[ Install Complete

Previous
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5. In the Software License Agreement page, click "l accept the terms in the license
agreement" and click Next.

Al IBM Tivoli Directory Integrator ¥7.1 1 =]

Software License Agreement

+/ Introduction Please read the Following license agreement carefully,

+/ Previous Installations IMPORTANT: READ CAREFULLY i’
» Software License Agreement

[ Chaose Install Folder Two license agreements are presented below.

[ Choose Install Set
1. International License Agreement for Evaluation of

Programs
2. International Program License Lgreement

[= Bolutions Directory
[ TOI Server Ports
[ TOI Server Service

> Integrated Solutions Console If Licensee i= obtaining the Program for purposes of
- Directary productive use (other than evaluation, testing, trial
> Integrated Solutions Console "try or buy," or demonstration): By clicking on the

~ PortValues "hocept™ button kelow, Licensee accepts the

= AMC Service International Programn License Lgreement, without

[~ Pre-Installation Summary modification.

[ Installing...

If Licensees iz oktaining the Program for the purpose LI -i-"L
= Install Complete

% 1 accept the terms in the license agreement i I

| " 1donot accept the terms in the license agreement.,

Print |

Cancel Previous

6. Inthe Choose Install Folder page. Specify an Installation directory and click on Next. We
recommend keeping the path name short and using 8 character folder names. Common
practice on Windows is to place the installation in a folder such as IBM, not Program Files
(x86) to avoid the spaces and longer folder names.

Al IEM Tivoli Directory Integrator ¥7.1 N =]

Choose Install Folder

Introduction

Flease choose a destination folder for this installation.
Frevious Installations

Choose Install Folder
= hoose Install Set

4

4

+/ Software License Agreement
| 4

[

[

= Bolutions Directory
[ TOI Server Ports
[= TOI Serer Service

Where Would You Like to Install?
[ ToTN 1|

Integrated Solutions Console Restore Default Folder Choose...

=
© Directory

 Integrated Solutions Congole
© PaortValues

= AMC Service
[~ Pre-Installation Summary
= Installing...

= Install Complete

Previous
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7. In the Choose Install Set page. Select Typical and click Next.

A IEM Tivoli Directory Integrator v7.1

Choose Install Set

b4
4
4
4
>

W

¥

[=

Intraduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TOI Server Ports

TOI Server Service

Integrated Solutions Console
Directary

_ Integrated Solutions Console

Portvalues

= AMC Service

Pre-Installation Summany
Installing. ..

Install Complete

Typical
The most commaon application featurez will be installed. Thiz option is
recommended for most users.

| Custom
n Choose thiz option to customize the featuresto be installed.

Erevious

8. In the Solutions Directory page, Select Do not specify — use current working directory
at startup time and click Next.

\J IBM Tivoli Directory Integrator ¥7.1

Solutions Directory

VY LSS S S

W

Y,

Introduction

Previous Installations
Sofhware License Agreement
Choose Install Folder
Choose Install Set

Salutions Directary

TOI Server Parts

TOI Server Service

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortvalues

- AMC Serice

Pre-Installation Summary
Installing...
Install Complete

Cancel

Installing and Deploying IBM Connections

You have the option of selecting a Solutions Directory. & Solutions Directary is a
static directory where the |EM Tivoli Directary Integrator Server and Configuration
Editar look faryour solutions.

" Use a subdirectory named TDI under my home directory
" Use Install Directory

" Select a directory to use

&

Eestore Default Chonse..

Do not specify - use current working directory at startup time

Previous




9.

In the TDI Server Ports page. Accept the default values and click on Next.

A IEM Tivoli Directory Integrator v7.1

Server Port Values

Y4S&ASKS 8 9

W

Intraduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TOI Server Ports

= TDI Server Service

Integrated Solutions Console
Directary

_ Integrated Solutions Console

Portvalues

= AMC Service

Pre-Installation Summany
Installing. ..
Install Complete

Enter the portvalues to be used by IEM Tivali Directory Integrator v7 .1 Server.

Server Port:
f 1099

System Store Port:
1527

REST 4P Port:
f 1098

System Gueue Port:
f41001

it

Erevious

Register Server as Service

TFASASSS NS

Introduction

Previous Installations
Sofhware License Agreement
Choose Install Folder
Choose Install Set

Salutions Directary

TOI Server Parts

TOI Server Service

Integrated Solutions Console
Directory

N Integrated Solutions Console

Fortvalues

- AMC Service

Pre-Installation Summary
Installing...
Install Complete

You have the option of registering 1BM Tivoli Directary Integratarv7.1 Server as a
systemn semvice.

[” Register as a systermn service

Service Mame:
Itdisrv

it

Previous

11. In the Integrated Solutions Port Values page. Accept the default values and click on Next .
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I IBM Tivoli Directory Integrator ¥7.1 !E[B

Integrated Solutions Console Port VYalues

/' Introduction Enterthe portvalues to be used by Integrated Solutions Consaole SE.
+f Previous Installations
+/ Software License Agreement
< Choose Install Falder
+/ Choose Install Set
+/ Salutions Directary
+/ TDI Server Ports HTTP port:
+/ TDI Server Service IlSIDD
o git?egcrtaut;d Solutions Console I,_:—;—EIS nort:
[ Integrated Solutions Console :
FartWalues Action Manager APl part:
[~ AMC Semrice |13104
= Pre-Installation Summary
= Installing... ﬁ

I Install Complete

Erevious

Introductian vou have the option of registering the Administration and Monitoring Console as
Previous Installations a systern serice,

Software License Agreement
Choose Install Folder

Choose Install et

Solutions Directory

TOI Server Pors [” Register as a systerm service
TOI Server Service Service Mame:

T T T

Integrated Solutions Console Itdiamc
Directory

Integrated Solutions Console
Fortalues

B AMC Service
[~ Pre-Installation Summary

= Installing...
= Install Complete

R

Cancel Previous

13. In the Pre-Installation Summary page. Review the information in the Pre-Installation
Summary window and click Install.
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I IBM Tivoli Directory Integrator ¥7.1

M= E3
Pre-Installation Summary

Introduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directary

TODI Server Ports

TOI Server Service

L YT

Integrated Solutions Console
Directary

Integrated Solutions Console
Portalues

f AMC Service

» Pre-Installation Summary
= Installing. .

I Install Complete

<

Please Review the Following Before Continuing:

Product Name:
IBM Tivali Directory Integrator w7 .1

Install Folder:
CUBMTDRYT 1

Disk Space Information (for Installation Target):
Required: 665,053 696 bytes
Awailable: 87,900,028 928 bytes|

il

Erevious Install

Done.

Introduction

Previous Installations
Software License Agreement
Choose Install Folder
Choose Install Set

Solutions Directory

TOI Server Pars

TOI Server Service

T T T

Integrated Solutions Console
Directory

Integrated Solutions Console
Fortalues

AT Service
Pre-Installation Summary
Installing...

Install Camplete

A S S

Cancel

You have finished the IBM Tivoli Directory Integrator V7.1 installation.

Install Complete

[_|CT]

Congratulations! IBM Tivali Directary Integrator w7 .1 has been successiully
installed. Press 'Done' to quit the installer.

R

[ Start Configuration Editof

Erevious Done
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6.3.2 Applying Fix Pack

After install Tivoli Directory Integrator 7.1 apply Fix Pack 6 using the following steps:

1. Download Fix Pack (7.1.0-TIV-TDI-FP0006.zip) from IBM Support Portal - Fix Central
(http://www-933.1ibm.com/support/fixcentral/).

2. Unzip the Tivoli Directory Integrator 7.1 Fix Pack 6 (7.1.0-TIV-TDI-FP0006) in a temporary
directory (c:\temp) and go to this directory:

cd \temp\7.1.0-TIV-TDI-FP0006

3. Run the following commanad:
c:\IBM\TDI\V7.1\bin\applyUpdates.bat -update TDI-7.1-FP0006.zip
The following figure shows an installation output:

[&+] Administrator: Command Prompt
Copyright <c> 2088? Microsoft Corporation. All rights reserved.

GC:sUsers~Administrator>cd “temp~7.1.8-TIVU-TDI-FPBBB66

C:\Temp\7.1.8-TIU-TDI-FPABA6 >dir
Uolume in drive C has no label.
Uolume Serial Humber is E22D-B853

Directory of C:~\Temp~?.1.8-TIU-TDI-FPBGA6

11/16.-2812 H <DIR> -

11/16.,20812 = <DIR> 2

11/16.,2812 H 94,861 ?7.1.8-TIV-TDI-FPAAB6 . README.html
11-16-2812 H 3.568 applylUpdates.csh

11-16-2812 H 1.593.194 LWIG.1.88ecurityFixUpdateSite.zip
11/16-2012 H 39.185.388 TDI-7.1-FPABABG .zip
i 48,876,131 hytes
2 Dir<s> 87.722.898.688 hytes free

C:nTempn?.1.8-TIU-TDI-FPABAG6 >c :~IBMNTDINU? .1ixbinsapplylpdates .bat —update TDI-7.1-FPHABG.zip
Applying fix *'TDI-7.1-FPUWHL" using backup directory "CINIBANTDINUY . 1Smaintenance™BA
—7.1-FPBBB6L"* .
Updating BASE.
Updating SERUER.
Updating CE.
Updating EXAMPLES.

C:\Temp\?.1.8-TIU-TDI-FPABBG >_

6.4 Installing WebSphere Application Server

70

IBM Connection 4 runs as an application (it is actually a number of independent applications
that are installed as one) on WebSphere Application Server. WebSphere is infrastructure
software, or middleware, designed for dynamic On Demand Business and for enabling SOA
for your enterprise. It delivers a proven, secure, robust, and reliable software portfolio that
provides an excellent return on investment. WebSphere Application Server is the IBM runtime
environment for Java-based applications. Because different e-business application scenarios
require different levels of application server capabilities, WebSphere Application Server is
available in multiple packaging options as follow:

» WebSphere Application Server - Express V7.0

» WebSphere Application Server V7.0

» WebSphere Application Server for Developers V7.0

» WebSphere Application Server Network Deployment V7.0

» WebSphere Application Server for z/OS V7.0

To install IBM Connections 4, you must install WebSphere Application Server Network

Deployment. WebSphere Application Server Network Deployment provides full capabilities to
support the complex applications including clustering, load balancing, and high availability.

Installing and Deploying IBM Connections
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In this section, we show the steps to install the servers that hosts WebSphere Application

Server, configure the Deployment Manager, configure the additional nodes, install the update

maintenance tool, install fix packs, and enable the console security. For more information
about WebSphere Application Server Network Deployment, see WebSphere Information

Center(http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.web

sphere.nd.multiplatform.doc/info/ae/ae/welcome ndmp.html).

The procedure to set up WebSphere Application Server systems for the IBM Connections is

as follows:
1. Installing and configuring Deployment Manager

This step is to create a server for managing the WebSphere environment. In our example,
we define the Deployment Managera cell and create Integrated Solutions Console (ISC) to

deploy IBM Connections.
2. Installing additional nodes

These nodes are added into Deployment Manager cell to host the IBM Connections files

deployed on WebSphere Application server.
3. Configuring LDAP in the Integrated Solutions Console.

IBM Connections requires an user registry repository to authenticate users. You have to
configure WebSphere to access the LDAP.

4. Configuring security on Integrated Solutions Console.

To secure the WebSphere infrastructure, you must enable the global security using ISC.
After enabled the global security at ISC, all servers under the WebSphere requires
authentication to access them.

The following figure shows the logical topology of the IBM Connections servers of our lab
scenario. In this scenario, we have configured 3 Linux servers con-dmgr, con-app01 and
con-app02. The con-dmgr is our cell (cell is responsible for manage multiple nodes),
con-app01 and con-app02 are defined as a node (node is an administrative grouping of
application servers for configuration and operational management). On our environment all
servers are installed on Linux and WebSphere Application Server Network Deployment.
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WebSphere Application Server

—————————————————————————————

i DeploymentManager i

_____________________________

Cell con-dmgr

WebSphere Application Server WebSphere Application Server
MNode MNode
I I
i a Activities | Activities Cluster i [+ Activities |
I oo I oo
\,:iZZHZZZZZZ............. -

JYM3 T T s JYM4 T T s s s
i ik Blogs i Blogs Cluster i (14 Blogs i
L ____________________ 1 L ____________________ 1
JYME T T T T JYMG Ty TTTTTTTTTTT f
- ! - !
: Communities | : . Communities |
e e e ; e e
JVYMT :"'.""""""""'“. i JVME :"'.""""""""'“.
: 1- Other Applications \ Other Clusters ! %Dtherﬁpplic&tions |
1 1

6.4.1 WebSphere Application Server deployment

Installing and configuring Deployment Manager

WebSphere Application Server Network Deployment is responsible for managing the
WebSphere infrastructure. Complete these steps to install and configure Network
Deployment :

1. Unzip the WebSphere Application Server Network Deployment package file
(C1G35ML.tar.gz) in a temporary directory (for example, /tmp).

2. To start the installer, run launchpad.sh (launchpad.bat for Windows) to start the installer.
You can also start the installation from /tmp/WAS directory and run the install file.

Note: You might need to make the launchpad.sh file executable on Linux before it will
run. Use chmod command to do this.

In the Welcome WebSphere Application Server Network Deployment window, choose the
first option, WebSphere Application Server Network Deployment.

72 Installing and Deploying IBM Connections



Welcome to WebSphere Application Server Network Deployment

IBMWebSphere Application Server Network Deployment, Version 7.0 is an integrated platform that contains an Application Server. Web development tools. a Web server. and
additional supporting software and documentation. This launchpad may serve as a single point of reference for installing your Application Server environment.

We recommend viewing the installation diaarams for illustrations of common application server environments. For full documentation visitthe on-line WebSphere Information Center.

To begin. select an entry from the list below to initialize a product installation wizard. Alternatively, select a product on the navigation listto left to read descriptions of the products. and
browse help documentation and support links before starting an installation wizard.

e ication Server

ﬁ'Launch the installation wizard for WebSphere Application Server Wetwork Deployment
* IBM HTTP Server
N | aunch the installation wizard for IBM HTTP Server,

~ Web Server plug-ins
N'Launch the installation wizard for Web Server plug-ins
* WebSphere DMZ Secure Proxy Server
N | aunch the installation wizard for DIMZ Secure Proxy Server,

~ |BM Update Installer for WebSphere Software
N'Launch the installation wizard for IBM Update Installer for WebSphere Software
“* IBM Edge Components

N Launch the installation wizard for Edge Components Load Balancerfor IPvE,
&

Launch the installation wizard for Edge Components Load Balancer.

“* IBM Tivoli C i icati for

phere ication Server
N Launch the installation wizard for IBM Tivoli Composite Application Manager.

(C) Licensed Materials - Property of IBM Corp
@ Copyrights by IBM Carp. and by others 2006, 2008.
All Rights Reserved.
IBM. Rational, Tivoli, and WebSphere are trademarks of IBM Corp. in the United States, other countries, or both
Other company, product, or service names may be trademarks or service marks of others

Click Launch the installation wizard for WebSphere Application Server Network
Deployment,

@IBM WebSphere Application Sercer 7.0 EI@

Welcome to the IEM WebSphere Application Server Network Deployment
installation wizard.

Thiz wizard installs [BM WebSphere Application Server Metwark Deployviment,
Additional information can be found at the Information Centers and support
sites for WebSphere and related products homepage.

Click Mext to continue.

InstallEhieldd

Mext = | ‘ cancel

3. After you have read the Software license agreement, accept the agreement to continue.
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@IBM WebSphere Application Sercer 7.0 EI@

re License Agreement

Fleasze read the following license agreement carafully.
International Program License Agreement

L] »

Part 1 - General Terms

B DOWNLOADIMNG, IMNZTALLIMG, COPYIMNG, ACCESSING, OF USING THE
PROGRAM YOU ACEEE TO THE TERMS OF THIS ACEEEMENT. IF YOU ARE
WCZCEPTING THESE TERMS OMN BEHALF OF AMOTHER PERSOMN OF. A COMPAMNY
OF. OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAYE
FULL AJTHORITY TO BIND THAT PERSOMN, COMPANY, OR LEGAL ENTITY TO
THESE TEEMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO MOT DOWMNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROCEAM; AMD

- PEOMPTLY RETURER THE PROGRAM AND PROCOE OF ENTITLEMENT TO THE  |™
:l | Read non-1BM terms

;m;i ® | accepr both the IBM and the non-IBM terms

| do not accept the terms in the license agreement

InstallEhieldd

< Back Mext = | ‘ cancel

4. The installation wizard checks the prerequisites of your operating system. You might

receive an warning informing that your operating system is not detected. This is because
your environment might have been added after the product release, probably your
environment is newer than the minimum required to install WAS ND so you can click on
Next. To check the compatibility, see 5.1, “Verify software requirements” on page 40.

@IBM WebSphere Application Sercer 7.0 EI@

-

System Prerequisites Check
A supported operating system was not detected.

Suppaort for wour operating systerm might hawe been added after the
release of the product. See the WebSphere Application Server detailed
system requirements Web pages for more infarmation about supparted
operating systems. You can continue with the installation, but the
installation ar product aperation might not succeed without apphing
maintenance. Go to the product support Wekb pages to obtain the latest
maintenance packages 1o apply after installation.

The installation wizard also checks for existing installations of WebSphere
Application Server. To have mare than ane installation of Websphere
Application Server running on the same machine, unigque port valugs must
ke assigned to each installation. Othenwize, anky one installation of
Websphere Application Server can run.

# Installations of web>phere Application Server prior 1o Yersion 6.1
may not be found reliablhy

# Installations of web>phere Application Server that are naot
registered with the operating sywstem may' not e found reliakbly.

1]

InstallEhieldd

< Back || Mext = | ‘ cancel
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5. In the optional features to be installed on WebSphere Application Serve window, you can
install the Samples to test your environment when the installation finished, add support
language to administrative console and also the support language runtime environment,
can be added. For our installation, we do not need any optional features.

@IBM WebhZphere Spplication Server 7.0 E\@

Optional Features Installation

Select |BM WebSphere Application Server Metwark Deploviment features 1o
install. 5ee the InstallCuide_en. htrol file in the docs directory for detailed
descriptions of the optional features.

[ ]Install the Sample applications.

The samples include both source code files and integrated enterprise
applications that demaonstrate some of the latest Java {TM) Flatfarm,
Enterprise Edition {Jawa EE) and webSphere technologies. The samples are
recommended for installation to learning and demaonstration emvironments,
such as development emronments, However, they are nat recommended
for installation to production application server emvironments.

[ ]Install non-English language packages for the administrative console.

In addition to installing the English language files, sou can also install all
the non-English language files needed for using the administrative cansole
from machines with non-English locales.

[ ]Install non-English language packages for the application server runtime ...

In addition to installing the English language files, vwou can alsa install all
the non-English language files that support the application senver runtime
erpdranment, such as the wsadmin taal and logging.

InstallShield

< Back Mext » ‘ | Cancel

6. The installation wizard allows you to choose the directory to install your WebSphere
Application Server. By default, the installation directory is as follows:

Linux: /opt/IBM/WebSphere/AppServer
AIX: /usr/IBM/WebSphere/AppServer
Windows: \IBM\WebSphere\AppServer

) IBM WebSphere Application Server 7.0 EI@

Installation Directory

IBM WebSphere Application Server Netwark Deployment, Yersian 7.0 will be
installed to the specified directory.

Specify a different directory or click Browse to select a different install
lacation.

Froduct installation location:
|jc|pl_.fIBMjWEbSpherejAppSEr\fer |

Browse. ..

InstallZhield

< Back " Mext = | | Lancel
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7. Choose the profile to be installed. For the Deployment Manager, select Management as
the profile.

Note: For more information about profile, see WebSphere Application Server V7.0:
Concepts, Planning and Design Redbook
http://www.redbooks.ibm.com/redbooks/pdfs/sg247708.pdf

3 IBM WebSphere Application Server 7.0 EI@

WebSphere Application Server Environments
Select the tyoe of WebSphere Application Server environment 1o create during
installation. Although only one environment tye can be chosen, additional
profiles can be created after installation using the Profile Management Tool.
Emironments
Cell (deployment manager and a managed node)
[Management |
Application serwer
Custam
Secure proxy (canfiguration-onké
MNane

Description

A management profile provides the server and services far managing
multiple application server environments. The administrative agent
manages application servers on the same machine. The Metworl
Deployment edition also includes a deployment manager for tightly
coupled management and a job manager for loosely coupled management
of topologies distributed ower multiple machines.

InstallZhield

| < Back | blext = | | Cancel |

8. Select Deployment manager as the server type for allowing managing multiple federated
nodes.

@IBM YifebSphere Application Sereer 7.0 E@

-

Server Type Selection

Select the type of server to be created in this management profile.

i Administrative agent

An administrative agent provides management capability for multiple
stand-alone application servers. An administrative agent can manage anky
the application servers that exist within the same installation on ane
machine.

i Deployment manager

A deplosment manager provides management capabhility for multiple
federated nodes. A deplostnent manager can manage nodes that span
multiple systems and platfarms. The nodes that are managed by a
deployment manager can only be managed by a single deployment
manager and must e federated to the cell of that deployment manager.

£ Job manager

A job manager provides management capability for multiple stand-alone
application servers, administrative agents, and deployment managers. The

1]

Installzhield

< Back hext = | | Cancel
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9. To have the installation wizard configure the secure administrative console during the
installation, mark Enable administrative security and provide an user name and

password., This user name must not exist on LDAP repository., for example wasadmin.

InstallEhieldd

@ IBM WebSphere Application Sercer 7.0

o]l ]

Enable Administrative Security

Choaose whether 1o enable administrative security. To enable security, specify
a user name and password to log in to the administrative tools. The
administrativie User is created in a repaositony within the Application Server.
After installation finishes, »ou can add more users, groups, or external
repositaries.

[v] Enable administrative security,
User name:

|wasadmin

Passward:

Confirm passwoard:

See the Information Center for maore information about administrative security

| < Back Mext = | ‘ cancel

10. The Centralized Installation Manager (CIM) creates a repository with the installation

contents that allows you to install and uninstall WebSphere Application Server binaries

and maintenance patches from a centralized location. Do not check centralized repository

installation.

11. After we have defined all the installation parameters, the installation wizard provides a

summary. Click Verify my permissions to perform the installation to have the
installation wizard check permission before performs the installation.
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@IBM YiebSphere Application Server 7.0 EI@

Installation Summary

Eeview the summary for correctness. Click Back 1o change walues on previous
§ software panels. Click Next to begin the installation.

Werify my permissions to perform the installation.

Werifying sour permissions can help ensure that the installation can finish
successfullby If s0ou are sure wou hawve proper permissions, then wou can
bypoass this check and save time.

The following product will be installed:

# IEM WebSphere Application Server Network Deployment
Product installation location: jopt/IBM fWebSpherefAppServerl

The following features will be installed:

# Core product files

Total size:

» 1000 MB

Application server emronment:

# Deployment manager

Enable administrative security

- True

InstallShield

| < Back | Mext > | | LCancel |

12. If there are no permission issues, the wizard returns success as the validation result.
Click Next to start the installation process.

@IBM YifehSphere Application Server 1.0 EI@

Installation Summary

Success: You hawve sufficient permissions to perform the installation.

Feview the summany for carrectness. Click Back to change walues on previous
panels. Click Next to begin the installation.

The fallowing product will be installed:

# IEM WebSphere Application Server Network Deployment
Product installation location: JoptjIBM SwebSphere fAppServerl

The fallowing features will be installed:
& Core product files

Taotal size:

& 1000 MEB

Application server enmviranment:

& Deployment manager

Enable administrative security

- True

Installzhield

< Back Mext > | | Cancel
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13. The installation wizard provides the success result at the end of the installation. For the
installation log, see AboutThisProfile.txt on
/opt/IBM/WebSphere/AppServer/profiles/Dmgr01/logs/AboutThisProfile.txt.

) IBM WebSphere Application Server 7.0 EI@

Installation Results

Success: The following product was installed successfully:

# IEM WebSphere Application Server Metwork Deployment -
foptf/IBM fWwebSpherefAppServer

Application server environment:

& Deployment manager

Important canfiguration information is in the AboutThisProfile.txt log.
Jopt/IBM fwiebSpherefAppServerfprofilesfDmgrd 1 flogs fAboutThisProfile. txt

The next step in creating a Metwork Deployment environment is to star the
deployiment manager so that nodes can be federated into its cell. After the
deployment manager is started, wou can administer the nodes that belong 1o
the cell.

You can start and stop the deployment manager from the cammand line or
the First steps consale. The First steps console also has links to an installation
warification task and other information and features that relate to the
deployment manager.

Launch the First steps console.
Click. Finish 1o launch the First steps consale.

Installshield

14. When the installation completes the installer shows the First Steps wizard. This allows
you to perform a number of post-install operations, including Installation Verification. We
recommend running the installation verification process to ensure that the WAS
installation is healthy.

WebSphere Spplication Server - First steps - Drmgr0l

First steps

|Insta|lation verification |
Confirm that your server is installed and that it can start properly.

Start the deployment manager
Start the deployment manager and its applications.

Administrative console
Inswll and administer applicaticons.

Information center for WebSphere Application Server
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or 6.1 to version 7.0.
Migrate WebSphere Application Server Feature Pack for Web Services to wversion 7.0,

Exit
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15. The installation verification: Checks if your Deployment Manager is able to start and run a
validation.

First steps output - Installation werification fela ==
Kerver name is:dmgr

Frofile name is:Dmgrol

Prafile home is:foptfIBM /Webophere/Appserver fprofiles /Dmaro 1l

Profile type is:managemant

Cell name is:con-dmorCello 1

Hode name is:con-dmgrCellManagerol

Current encoding is:UTF-8

Start running the fallowing command: fopt/IBM /WebSphere/ AppServer fprofiles/Dmgro 1 /hin/startServer. sh dmar -profileName Dmgrol
>ADMUGL1EL: Toal information is being logged in file

> Jopt/IBM fiebSphere/AppServer/profiles/Dmgr01/logs /dmgr/starServer.log

>ADMUG1281: Starting 1ol with the Dmgrd1 profile

>ADMUZ 1001 Reading configuration for server: dmar

>ADMUZ 2001 Server launched. Waiting for initialization status

>ADMUZ 0001 Server dmgr open for e-business; process id is 9789

Server part number is: S060

WTLOO10I: Connecting 10 the con-dmgr WebSphere Application Server on port; 9080

WTLOO1SI: WebSphere Application Server con-dmagr is running an port: 9060 for profile Dmgrol

IWTLOOZSI: The Installation Yerification Taol is scanning the fapt/IBM fWebSphere /AppSerer/profiles/Dmgr01 flogs/dmar/SystemOut log file for errors and warnings
[10/8/12 10:28 18931 EDT] 00000000 WSKeystore W CWPKIDO4 1% One or more key stores are using the default password

[10/8/12 10:28:22:044 EDT] 00000000 ThreadPoolMar W WSVRO626W: The ThreadPool setting on the ObjectRequestBroker senvice is deprecated

[10/8f12 10:28:22:725 EDT] 00000000 HastNameMap W HMGROOG4W: Resolution of IP Addresses far host name con-dmgr found only the loopkack address. The loophack address will be used,
IWTLOO40L: 3 errors/warnings are detected in the fopt/IBM fWelbspherefAppoerer/profiles/Dmgro1/logs/dmar /Systemout.1og file

WTLOO7OI: The Installation verification Tool verification succeeded

WTLOOBOI The installation verification is complete.

You have finished the WAS ND installation and configuration, we have a cell deployed named
con-dmgrCellO1.

Installing and configuring a Node

After installing the Deployment Manager, you must install WebSphere Application Server and
configure it as a node. On each additional node that hosts IBM Connections you federate the
node into the Deployment Manager installed in the previous step. The installation steps are
similar to the installation steps of the WebSphere Application Server ND. For the node that
hosts IBM Connections, the WebSphere Application Server profile is Custom.

1. Unzip the WebSphere Application Server Network Deployment package file
(C1G35ML.tar.gz) in a temporary directory (for example, /tmp). Go to the WAS directory
(/tmp/WAS) and run install to start the installation wizard.

Accept the the software license agreement to continue.

The installation wizard checks the prerequisites of your operational system. You might
receive an warning informing that your operating system is not detect. This is because
your environment might been added after the product release, probably your environment
is newer than the minimum required to install WAS ND so you can click on Next. To check
the compatibility, see 5.1, “Verify software requirements” on page 40.

4. Choose the installation directory. By default, the installation wizard sets the following
directories:

Linux: /opt/IBM/WebSphere/AppServer
AIX: /usr/IBM/WebSphere/AppServer
Windows: \IBM\WebSphere\AppServer
5. Choose the profile to be installed. For the IBM Connections node, select Custom.
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InstalliZhield

@ IBM WebSphere Application Sercer 7.0

WebSphere Application Server Environments
Select the type of Websphere Application Server emdronment 1o create during
installation. Although only one environment e can be chosen, additional
profiles can be created after installation using the Profile Managerment Taal.
Ermvdranments
Cell {deploviment manager and a managed node)
Management
Application server
[Custam
Secure proxy (canfiguration-onhd
Mane
Description

A custom profile cantains an empty node, which does not contain an
administrative console or any servers. The typical use for a custam profile
is 10 federate its node 1o a deploviment manager. After federating the
node, use the deplowviment manager 1o create a server or a cluster of
sefviers within the nade,

[o ] ]

< Back MNext = ‘ | Cancel

6. On the Federation window, provide the Deployment manager host name, SOAP port,

user name and password, defined during the WAS ND installation.

Installshield

@ IBM WebSphere Application Sercer 7.0

[o ] ]

Federation

Specify the host name ar IP address and the S0AP port number for an

existing deplovment manager. Federation can accur anky if the deployvment
manager is running and the S0AP connector is enabled. Otherwise, choose to
federate the node later.
Ceplowment manager hast name or P address:
|con-drgr.itso.ibm. com |
LDeplowyment manager S0AF port number (8879 is the default):
[ze73 |

Deplovment manager authentication

Provide a user name and password that can be authenticated, if
administrative security is enahkled on the deployvment manager,

User name:

[wasadmin |
Password:

|......... |

| | Federate this managed node later using the addMode command.

< Back Mext > ‘ | Cancel

7. After you have defined all the installation parameters, the installation wizard provides a

summary and checks the permission before perform the installation.
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8. If there are no permission issues, the wizard returns success as validation result. Click
Next to start the installation process.

9. The installation wizard provides the success result when finishes the installation. For the
installation log, see AboutThisProfile.txt on
/opt/IBM/WebSphere/AppServer/profiles/Custom01/logs/AboutThisProfile.txt.

@IBM WebSphere Application Server 7.0 EI@

Installation Results

Success: The following product was installed successtully:

@ IEM WebSphere Application Server Network Deployment -
JoptfIBM fuwebSphere fAappServer

Application server enviranment:

& Custam

Important canfiguration infarmation is in the AboutThisProfile.txt log.
fopt/IBM fivelbSphere fAppServer/ profilesf Custom© 1 flogs fAbowt ThisProfile txt

If wiou deferred federation, use the addMode command to federate the node
1o a running deplovment manager. After federating the node, use the
administrative consale of the deplowyment manager ta create a server ar
cluster of servers within the node.

The First steps console contains links to impartant information and features
that relate to the custom profile.

Launch the First steps consale.
Click Finish 1o launch the First steps console,

Installshield

Finish

10. The installation finishes successfully.

WebSphere Application Sereer - First steps - Custorm01

First steps

|Information center for WebSphere Application Server|
Learn more about WebSphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1, 6.0 or &.1 to version 7.0,
Migrate WebSphere Application Server Feature Pack for Web Services to wversion 7.0,

Exit
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Verifying WebSphere Version
To verify the WebSphere Application Server version, run the following command:

— Linux: /opt/IBM/WebSphere/AppServer/bin/versionInfo.sh

— AIX: /usr/IBM/WebSphere/AppServer/bin/versionInfo.sh

— Windows: \Program Files\IBM\WebSphere\AppServer\bin\versionInfo.bat
The following figure shows the result of the versionInfo command.

con—dmgr : fopt/ IBA/ ¥ebSphere/ AppServer/bin # ./versionInfo.sh
WVEROD10I: Copyright (o) IBM Corporation 2002, 2005, 2008; A1l rights reserwved.
WWERDOO12I: VWersionInfo reporter version 1.15.5.1, dated £/15/11

Report at date and time October 22, 2012 3:21:11 PM ELT

Installation

Product Directory
Version Directory
DTD Directory
Log Directory
Backup Directory
THF Directory

Product List

fopt/IBN/Meb3phere/ App3erver

Jopt/IBM/ Wekb3phere/ AppServer/ properties/version

Jopt/IEM/ WebSphere/ AppServer/properties/version/ded
Jopt/IBM/Teb3phere/ Applerver/ logs

Jopt/IEM/ WebSphere/ AppServer/properties/version/ nif/hackup
Jtmp

Name IEM Webh3phere Application Server — ND
Version 7.0.0.21

I ND

Build Lewel cfz11150.04

Build Date 12/14/11

Architecture AMD (64 bit)

For the recommended fixes for WebSphere Application Server, see WebSphere Application
Server fix pack website (http://www-01.ibm.com/support/docview.wss?uid=swg27004980).

IBM Connections requires fix pack 21 to be installed on WAS. You must install the update
installer to apply the fix pack on WAS. Follow these steps to complete update installer
installation and fix pack 21:

1. Stop WebSphere Application Server before start the Update Installer installation.

2. Unzip the downloaded Update Installer source to a temporary folder (for example, /timp)
and start the installation by running /tmp/Updatelnstaller/ install.
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Inztallshield -

@ Installation Wizard for the Update Installer 7.0,0.23 EI@

Installation Wizard for the Update Installer

elcome to the Installation Wizard for the IEM Update Installer for Websphere
Software. Additional information can be found at the Infarmation Centers and
Support sites for WebSphere and related products home page.

Click. Mext to continue.

MNext = ‘ | Cancel

3. Read and accept the license agreement to continue. Click on | accept both the IBM and

the non-IBM terms.

EE

e e

Inztallshield -

@ Installation Wizard for the Update Installer 7.0,0.23 E\@

Fleasze read the following license agreement carafully,
International Program License Agreement

M

Fart 1 - Ceneral Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGEAM YOU AGREE TO THE TERMS OF THIS ACREEMENT. IF YOU ARE
AWCCEPTIMG THESE TERMS ON BEHALF OF ANOTHER PERZON OR. A COMPANY
OF OTHER LEGAL ENTITY, ¥OU REFEESENT AND WAREAMT THAT YOU HAYE
FULL AJTHORITY TOQ BIMD THAT PERSOM, COMPANY, OF. LEGAL EMTITY TO
THESE TERMS. |F YOU DO NOT AGREE TO THESE TERMS,

- DO MNOT DOWNLOAD, INSTALL, COPY, ACCESS, OF USE THE PROGEAM; AND

- PEOMPTLY EETURMN THE PEOGEAM AMD PROCE OF EMTITLEMENT TOQ THE 1™

‘ Read nan-1BM terms

@ | accept both the [BM and the non-I1EM terms

) | do not accept the terms in the license agreement

< Back Mext = ‘ | Cancel

4. The wizard checks the

system requirements of your operating system.
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@ Installation Wizard for the Update Installer 7.0.0,25 EI@

System Prerequisites Check

Passed: Your operating system completed the prerequisites check
sUCCesstully,

Your operating system meets or exceeds the requirements far this product.
See the WebSphere Application Server detailed systerm reguirements Web
pages for moare information about supported operating systems. Co 1o the
product suppart Web pages 1o obtain the latest maintenance packages to
appby after installation.

Click Mext to continue the installation.

Installizhield -

< Back || Mext = | ‘ cancel

5. Choose the installation directory to install the Update Installer. The default on a Linux
system is /opt/IBM/WebSphere/Updatelnstaller.

@ Installation Wizard for the Update Installer 7.0.0,25 EI@

Installation Directory

IBM Update Installer for Websphere Software, Yersion 7.0.0.25% will be
installed to the specified directory.

You can specify a different directary ar click Browse 1o select a directony.

Directony path:
|j0pt,fIBMjWebSphere;UpdatelnstaIler |

Browse. .

Installizhield -

< Back || Mext = | ‘ cancel

6. The installation wizard reports the summary for you to validate if the parameters are
correctly defined before continuing.
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@ Installztion Wizard for the Update Installer 1.0.0.25 EI@

Installation Summary

Feview the summary for carrectness. Click Back 1o change the walues on
previous panels. Click Next to begin the installation.

The following product will be installed:

# IEM Update Installer for WebSphere Software
FPath: fopt/BM /Websphere /Updatelnstaler

for a total size;

# 335 MB

Installzhield

< Back ” Mext = | | Cancel

7. If you want to to start the Update Installer automatically when the installation is finished,
check Launch IBM Update Installer for WebSphere Software on exit.

If you do not start the Update Installer automatically after the installation, You can start the
Update Installer manually by running /opt/IBM/WebSphere/Updatelnstaller/update.sh.

@ Installation Wizard for the Update Installer 7.0,0.23 E\@

Installation Complete

Success: The following product was successfully installed:

# IEM Update Installer for WebhSphere Software
Path: foptAEM S Websphere/Updatelnstaller

Launch IBM Update Installer for Websphere Software an exit.

¥ou can also launch the Update Installer by running the update command in
the installation directory.

Click Finish 1o exit the wizard.

Installshield
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8. Since we selected to start the Update Installation automatically, the update process starts
and the Welcome window shows you the supported products.

To install a WebSphere Application Server fix pack, download the fix pack and store the

files in a temporary directory (for example,
/opt/IBM/WebSphere/Updatelnstaller/maintenance).

@ IEM Update Installer for WebSphere Software 7.0.0,25

oo ==

Welcome 1o the IEM Update Installer for WebSphere Software wizard.

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supported:

& |[BM Wehsphere Application Server Wersion &.1.0.0 or higher

@ [EM WebhSphere Application Server Metwork Deployment Wersion
£.1.0.0 or higher

@ [EM WebSphere Application Server - Express Yersion €.1.0.0 or
higher

@ |BM Application Client for WebSphere Application Server Yersion
£.1.0.0 ar higher

@ Web Server Plug-ins for Websphere Application Server YWersion
£.1.0.0 or higher

& [EM Wepbsphere Application Server e 1 Feature Pack for web
Services

@ |[EM WebhSphere Application Server & 1 Feature Pack for E[B 2.0

& |BM WebSphere eXtreme Scale YWersion 7.0 ar higher

& Websphere YWirtual Enterprise €.1 or higher

& |[EM HTTP Server Waersion & or higher

@ |BM WebSphere Process Server Wersion €.0 or higher

@ [EM WehSphere Enterprise Service Bus Wersion &.0.1 ar higher

@ |BM Websphere Business Monitor &.1 or higher

Y

1]

Installizhield

| Mext > | | Cancel

9. Select the product that you want to update by clicking the dropdown list and select the
installed product to be updated.

Installizhield

@ IBM Update Installer for WebSphere Software 7.0.0,25

o]l s

Product Selection

Enter the installation location of the product that wou want 1o update.

You can select a different directory fram the drop-down list, specify a

different directory, or click Browse 10 select a directany

Directary path:

SoptfIBM S WebspherefAppSenver

v

Browwse, .

< Back " MNext = | ‘

Cancel
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10. The following options are available to manage your maintenance update. Select Install
maintenance package.

{3 1BM Update Installer for Web Sphere Software 7.0.0.25 [ @] 23]

Maintenance Operation Selection

® |nstall maintenance package.
i) Uninstall maintenance package.

InstallShield

| < Back | Mext > | | Cancel

11. Enter the directory where you have stored your fix pack. The wizard lets you choose the
directory where the fix pack is stored ( for example,
/opt/IBM/WebSphere/Updatelnstaller/maintenance)

{23 1BM Update Installer for WebSphere Software 7.0.0.25 [=][=2 =

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directony or click Browse to select a path 1o maintenance package.

Directory path:
|j0pt,fIBM,fWEbSphere,fUpdatelnstaller,fmaimenance |

Browse. ..

The latest maintenance packages are available online. Obtain maintenance
packages for Websphere Application Server and all Websphere Application
Servier Feature Packs either by wisiting the Eecommended fixes for
WehSohere Application Semver webpage for a complete list or by using the
Websphere Maintenance Download wizard to find specific maintenance
packages.

Additional infarmation can be found anline at the WebSphere Application
Server library or Websphere Application Server information center webpages.

Installshield

< Back Mext = | ‘ Cancel
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12. The Update wizard automatically recognizes the files in the maintenance directory and
selects the files to be installed.

{23 1BM Update Installer for WebSphere Software 7.0.0.25 [=][=2 =

Installzhield

Availahle Maintenance Package to Install

Select maintenance packages ta install;

Select Becommended Updates ‘ ‘ Clear All selections

70 0-ME-WASSDRE-LinuxX&4-FPO00002 1 pak
F.0.0-WEWAS L inuxX &4 -FPO0Q002 1 pak

Each package selection might restrict remaining packages available for further
selectian,

Multiple selections can be made for different products.

Click Mext ta cantinue

< Back Mext = | ‘ cancel

13. You can verify the permission before starting the maintenance installation by checking
Verify my permissions to perform the installation.

Installzhield

@ IBM Update Installer for WebSphere Softuare 7.0.0,25

Installation Summary

Rewiew the summary for correctness. Click Back to change walues on previous
panels. Click Mext to perform the installation.

[ ]werify my permissions to perform the installation.
The following maintenance packages will be installed:

& 7.0.0-WS5-WAS- LinuxX64-FPO0D00021 - webSphere Application
Serwer 7.0.0.21 FixPack
& 7.0.0-WS-WASSDE- LinuxX64-FPO000021 - Software Deweloper

it 7.0.0.21

to the following location:

& Jopt/IEM/WebSphere, AppServer

Click Mext to begin the installation.

[o ] ]

< Back MNext = ‘ | Cancel

14. The wizard provides the result of the maintenance installation:
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{29 1B Update Installer for WebSphere Software 7.0.0.25 [~ [-E- | ]

Installation Complete

Success:The following maintenance packages were installed:

# 7.0.0-W5-WAS- LinuxX64- FPO0D00021
# 7.0.0-WS-WASSDK-LinuxX64-FPO000DD21

1o the fallowing lacation:
# fopt/IEM/WebSphere/ AppServer

Click Relaunch 1o add or remove additional maintenance packages, or click
Finish to exit the wizard.

Installizhield

Eelaunch | ‘ Finish

You have installed and applied the fix pack on WebSphere Application Server using Update
Installer.

6.4.2 Configuring WebSphere to use LDAP repository

To support the IBM Connections installation, you have to configure WebSphere Application
Server to access at least one LDAP directory to allow IBM Connections to authenticate the
users on LDAP user repository.

Following these steps to add one or more LDAP servers as a federated repository using
Integrated Solutions Console (ISC):

1. Access the WebSphere Console from a web browser, for example,
https://con-dmgr.itso.ibm.com:9043/ibm/console/

2. Expand the Security on the left menu and click Global security. Select Federated
repositories on Available realm definitions and click Configure.
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https://con-dmgr.itso.ibm.com:9043/ibm/console/

Global security

Security Configuration Wizard

Use this panel to configure administration and the default application security policy. This security configurstion applies to the sacurity policy for all
administrative functions and is used as a default sacurity policy for user applications. Security dormains can be defined to override and customnize the security
policies for user spplications.

Security Configuration Repaort

Administrative security

Enable administrative security  Administrative user roles
Administrative group roles
Administrative authentication

Application security

Enable application security

Java 2 security

Use Jawa 2 security to restrict application access to local resources
[] warn i applications are granted customn permissions

[F] Restrict access to resource authentication data

User account repository
current realm definition
Federated repositories

Awailable reslm definitions

Faderatad repasitories - Configure. .. Set as current

#pply | | Resat

Authentication
Authentication mechanizms and expiration

@ LTpa

Ketberas and LTPA
Kerberos configuration

Authentication cache settings

web and SIF security

RMI/IIOP sacurity

Jawa Authentication and Authorization Service
[ use realm-qualified user names
Security domsins

External authorization providers

Custom properties

3. Select Add Base entry to Realm.

bal security

Global security > Federated repositories

baoth the built-in repository and ane or more external repasitories,
General Properties

By federating repasitories, identities stored in multiple repositories can be managed in a single, virtual reslm, The realm
can consist of identities in the file-based repasitory that is built inte the system, in one or more external repositaries, or in

p

Field help

For field help information,
selact a fiald labal or list
marker when the help
cursor is displayed.

# Realm name

HefaultwIMFileBasedRealm

# Primary administrative user name
wazadmin

Server user identity

@ automnatically generated server identity

") Server identity that is stored in the repositery

lanore case for authorization

Repositories in the realm:

[ Add Base entry to Realm... |

Use built-in repository Remove

Select| Base Entry Repository Identifier

“ou can sdminister the following resources:

D o=defaultWIMFileBazedRealrm InternalFileRepositary

Total 1

Additional Properties Related Items

Repository Type

File

Page help

More information abaut
this page

Property extension repositor

Entry rnapping repositor

Manage repositories

Trusted authentication realms - inbound

orted entity tupes

apply | (o] [Reset| [ Cancel |

4. Click Add Repository.
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Global security wE

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry into the directary information tree, If
rmultiple repositaries are included in the same realm, it might be neceszary to define an additional distinguizhed name that
uniquely identifies this set of entries within the realm.

General Properties

# Repository
efined Y | Add Repaositary.., I

# Distinguizhed name of a base entry that uniquely identifies this set of entries in the realm

Cistinguished name of a base entry in this repository

Apply | ok Reset Cancel

5. Enter the following parameters to configure the LDAP connection and credentials:

Repository identifier: Define a name to identify the repository to be added, for example,
Renovations LDAP directory.

Directory Type: Select the LDAP type on the list.

Primary host name: Enter the full qualified host and domain name of the LDAP server
(FQDN).

Port: Enter the TCP port that your LDAP is configured.

Bind distinguished name: If your LDAP does not allow anonymous search, you must
provide a user name and password in canonical format, e.g. cn=Administrator, o=itso

Bind password: Enter the bind user password.

Login properties: Specify the login attribute or attributes that you want to use for
authentication. Common examples are uid; cn; mail for unique ID, common name and
mail. Separate multiple values with semi-colons.
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Global security

Global security > Federated repositories = i y reference > New

Specifies the configuration for secure access to a Lightweight Directory #ccess Protocol (LDAP) repository with optional failover servers.
General FmEel’ties

* Repository identifier
Idap-dem

LDAP server

Security
* Directory type Bind distinguished name
IBM Lotus Domine - dornadrnin
# Prirmary host name port Bindipassiiord
Idap-dorn.itsa.ibrn. corn 389 Bossives
Login properties
Failover server used when primary is not svailable id
LDAP attribute for Kerberos ?rmclpal narne
selact| Failover Host Name Port
7 Certificate mapping
one EXACT_DN -
Add] | Certificate filter

Suppatt referrals to other LDAP servers

—
ignare "] Require S5L communications

@ centrally managed

Manage endpoint security configurations

7 Use specific 39L alias
CellbefaultssLSettings S3L configurations
The additionsl properties will not be available until the general properties for this item are

spplied or saved,

Additional Properties

Apply | [oK] [Reset | [ cancel

6. On the Repository reference page, the following fields represent the LDAP attribute type
and value pairs for the base element in the realm and the LDAP repository.

The type and value pair are separated by an equal sign (=), for example: o=itso. These
can be the same value when a single LDAP repository is configured for the realm or can
be different in a multiple LDAP repository configuration.

— Distinguished name of a base entry that uniquely identifies this set of entries in the
realm: Identifies entries in the realm. This base entry must uniquely identify the
external repository in the realm. If multiple repositories are included in the realm, use

this field to define an additional distinguished name (DN) that uniquely identifies this
set of entries within the realm.

— Distinguished name of a base entry in this repository: Identifies entries in the LDAP
directory. The base entry indicates the starting point for searches in this LDAP
directory server.

Note: If you have defined flat groups in the Domino directory, do not enter a value in
this field. Flat groups are group names such as SalesGroup, as opposed to:
cn=SalesGroup,ou=Groups,o=itso. If you configure a search base in this Step, you
will not be able to access the groups
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7.
8.

9.

Global security E

Bl messages

& changes have been made to your local configuration. You can:
® Save directly to the master configuration.
# Reuiew changes before sauing or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences.

M The server may need to be restarted for these changes to take effect

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base entry inta the directary information tree, IF rmultiple repasitories are induded in
the same realm, it might be necessary to define an additional distinguished name that uniquely identifies this set of entries within the realm,

General Properties

# Repasitory

ldap-darm = )

#* Distinguizhed name of a base entry that uniquely identifies this set of entries in the realm

o=itzo

Distinguished name of 2 base entry in this repasitary

Apply | [ok] [Reset| [ cancel |

Click Apply and Save.
If you want to add more LDAP repositories, repeat the steps.

Note: If you are using a Domino LDAP, replace the default mapping with dominoPerson
and dominoGroup object classes for person account and group entities.

On the WebSphere Console, access the Federated repositories and click the name of
the repository at Repository Identifier (for example, [dap-dom) to return to the Repository

page.

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-
based repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.

General Properties

# Realm name

HefaultwIMFileBasedReslm

# Primary administrative user name

wasadmin

Server user identity

@ autornatically generated seruer identity

) server identity that is stored in the repositary

Ignaore case for authorization

Repositories in the realm:

[ Add Base entry to Realm... | Use built-in repository Remoue

Select| Base Enfry Repository Identifier Repository Type

“ou can administer the fallawing resources:

[ | o=defaultWIMFilzBasedRealm InternalFileRepository File
] |esitse Idap-dam LDAPDOMING
Total 2 .
Additional Properties Related Items
Property extension repository Mansge repositories
Entry mapping repositor Trusted authentication realms - inbound

orted entity types

Apply | [ok| [Reset| [ Cancel |

10. On Additional Porperties, click LDAP entity types.
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The additional properties will not be available until the general properties for thiz itern are
applied or zaved.

Additional Properties

Performance

LCAP antity types

Group attribute definition

11. Edit the Group and PersonAccount.

Global security wE

Global security > Federated repositories = |[dap-dom = LD AP entity types

Use this page to list entity types that are supported by the member repositories or to select an entity type to view or
change its configuration properties,

Preferences

haed iz
O

Entity Type & Object Classes O

ot

*fou can adrinister the following resources:

Group dominoGroup

Drgfontainer organization;organizationallnit;domain;container
Personfccount dominoPerson

Total 3

12. Click Apply and Save.
The WebSphere Application Server is configured to use a LDAP repository.

6.4.3 Configuring security on ISC

After you configure your LDAP repositories, you must define the WebSphere Application
Server to use this repository to authenticate all users.

Complete these steps to configuring the WebSphere Application Server security, using
Integrated Solutions Console (ISC):

1. On the Integrated Solution Console, click Security on the left menu and choose Global
Security, on Available realm definitions at the User account repository, select Federated
repository and click Configure. Set the following parameters:

— Realm name: Select the principal repository in Repository identifier, for example,
o=itso

— Primary administrative user name: This is the administrative user name of your LDAP
server, for example, domadmin.
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Elobal security > Federated repositories
By faderating repositaries, identities stored in multiple repositories can be managed in a single, virtwal realm, The realm can consist of identities in the file-
based repository that is built into the systern, in one or maore external repositories, or in both the built-in repository and one or more external repositories.

General Properties
# Realm name
o=itso

# Primary administrstive user narme
dormadmin
Server user identity
@ Autornatically generated server identity

() Server identity that is stored in the repository

Ignore case for authorization

Fepositories in the realm:

| Add Base entry to Realm,., Use built-in repository Remove

Select| Base Entry Repository Identifier Repository Type

“ou can administer the following resources:
D o=defaultWIMFilzBasedRealm InternalFilzRepository File
o=itso Idap-dom LDAR:DOMING

[

Total 2

Related Items

Additional Properties
Property extension repository

Entry mapping repositor

Manage repositories

Trusted authentication realms - inbound

orted entity tupes

[ok| | Reset | | ancel

Click OK and save configuration.

2. On the Global security window, select Federated repository at Available realm
definitions and click Set as current. Verify if the Enable administrative security is

checked and click OK and Save.
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Global security

B Messages

M The domain name for single signon is not defined. The Web browser defaults the dorain name to the host
name that runs the web application. Single signon is restricted to the application server host name and does not
work with other application server host names in the darmain,

&y The security configuration is enabled or modified in a Metwork Deployment environment, The following steps
need to be followed o that all the processes in this envirenment have the same security run-time settings: 1)
Verify that all nodes are synchranized with these security configuration changes before stopping these processes.
2) If any node agents are currently stopped, issue a manual syncNode cornmand before starting that node agent.
3) Stop all of the processes in the entire cell, including the deplayment manager, node agents, and Application
Servers, 4) Restart all of the pracesses in the cell; restart the deployment manager and node agents first, then
Application Servers.

v when security is enabled, Java 2 security is autornatically ensbled to provide additional security for Javs virtual
rnachine [J¥M) systern resources, Verify that your applications are Java 2 security ready, If not, the applications
rmight fail ta run,
[ 1f any of the flelds are changed, saue the configuration and then stap and restart the serser,
& Changes have been made to your local configuration, You can:

# Save directly to the master configuration.

e Review changes before saving or discarding.

An eptian to synchronize the canfiguration acrass multiple nodes after saving can be enabled in Prefersncas.

M The server may need to be restarted for these changes to take effect

Use this panel to configure administration and the default application security policy, This security configuration applies to the security palicy for all

adrinistrative functions and is used as a default security policy for user applications, Security domains can be defined to cverride and custamize the security
policies for user applications.

Application security

Java 2 security

User account repository

spply | | Reset

[¥] Use Java 2 security to restrict application access to local resources

| Warn if applications are granted custarn permissions

Security Configuration Wizard Security Configuration Report
Administrative security Authentication
[7] Enable sdrministrative security Qjm!n!strat!ue user rolels Authentication mechanisms and expiration
Administrative aroup roles
ministrative aroup roles @ LTpa

Administrative authentication
Kerberos and LTPA

Kerberos configuration

[¥] Enable application security Authenticstion cache settings

Web and SIP security
RMI/IIOP security

Java Authentication and Autharization Service

| Restrict access to resource authentication data "] Use realm-qualified user names

Current realm definition Zagarly danalng domalrfs . 3
Esternal authorization providers
Federated repositories

Custam proparties

Available realm definitions
Federated repositories - Configure... Set as current

3. Restart the WebSphere Application Server and try to access the ISC using the user name
defined as the primary administrator.

You have finished the WebSphere Application Server installation and configuration, now you
can install the IBM Connections.

6.5 Creating databases

When DB2 is successfully installed, you must apply the supplied license file in order to avoid

the DB2 instance being a trial version and eventually stopping. To do this, follow this

procedure:

1. As Administrator or root user, locate the DB2_ESE_ Restricted_QS_Activation_97.zip file

which is supplied as part of the IBM Connections files (part number CZ381ML).

2. Extract the ZIP file and make a note of the location of the resulting lic file. You can move it
somewhere more convenient.

Open a terminal or command prompt and navigate to the DB2 bin folder.
Enter the following command:
db21icm -a path_to_lic_file/db2ese_o.lic

where path_to_lic_file is the directory to which you extracted the db2ese_o.lic file.
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5. Verify that the new license has been added by typing the command db21icm -1.
Assuming it reports the correct licence, restart DB2.

You can create DB2 database for IBM Connections using DB2 Database Wizard. Locate the
Database Wizards ZIP file obtained as part of the IBM Connections 4 installation files and
unzip them to a convenient location. Follow these steps to create a DB2 database:

1. If your DB2 is on a Windows 2008 64-bit. system, you must perform DB2 administration
tasks with full administrator privileges.

a. Logged in as the instance owner, open a command prompt and change to the DB2 bin
directory. For example:

C:\Program Files\IBM\SQLLIB\BIN.
b. Enter the following command:
db2cwadmin.bat.

This command opens the DB2 command line processor while also setting your DB2
privileges.

2. From the IBM Connections Wizards directory, open the following file to launch the wizard:
— Linux: ./dbWizard.sh
— Microsoft Windows: dbWizard.bat
3. Click Next to continue.
4. Select the option to create a database and click Next.
5. Enter the details of the database you want to create and then click Next:
— Select a database type.
— Select the location of the database.
— Specify a database instance.
6. Select an application and click Next.

7. Review the Pre Configuration Task Summary to ensure that the values you entered on
previous pages in the wizard are correct. If you want to make a change, click Back to edit
the value. Click Create to begin creating databases.

Note: Click Show detailed database commands to preview each SQL command
before it is run by the wizard. If you choose to save the commands, you must have
write-access to the folder that you choose to save them in.

8. Review the Post Configuration Task Summary panel and, if necessary, click View Log to
open the log file. Click Finish to exit the wizard.

6.6 Populating Profiles using population wizard
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IBM Connections uses profiles database to store user related information. Tivoli Directory
Integrator (TDI) tool uses one set of assembly lines to extract user related data from different
LDAP repositories and another set of assembly lines to store user information to profiles
database. The population wizard manually extracts data from LDAP server and moves the
data to profiles database.
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6.6.1 Preparing to run profile populating wizard

The population wizard is a GUI tool captures the details for LDAP server, database server and
database driver. The tool runs on both Windows and UNIX platform. In our lab setup, we
installed the tool on Windows platform using the follow steps:

1. Extract the IBM_Connections40_Wzd_WIN_CIA3GML.exe file to a temporary directory.
For example, C:\IBM\Wizards.

2. Copy the following DB2 jdbc driver files from the database server to a temporary directory.
For example, C\IBM\DB2Drivers

— db2jcc.jar
— db2jcc_license_cu.jar

3. Disable JIT compiler and increase the runtime memory to store more users in memory.
For example, go to C:\IBM\TDI\V7.1 directory and update the ibmdisrv.bat file as follows:

— Before:

TDI_JAVA PROGRAM%" -classpath "%TDI_HOME DIR%\IDILoader.jar" %ENV_VARIABLES%
com.ibm.di.loader.ServerLauncher %*

— After:

%TDI_JAVA_PROGRAM%" -Xms256M -Xmx1024M -Xnojit -classpath
"%TDI_HOME DIR%\IDILoader.jar" %ENV_VARIABLES%
com.ibm.di.loader.ServerLauncher %*

6.6.2 Running the profile population wizard

Prior to running the population wizard tool, make sure that database server and LDAP server
is accessible from the system where the script is running. In our lab environment we used
DB2 as the data store for IBM Connections applications.

1. Start the population wizard. For example, go to C:\IBM\Wizards directory and run the
populationWizard.bat script file

2. Select the TDI server location as C:\IBM\TDI\7.1 and click Next,
3. Select a database type as DB2 and click Next,

4. Provide the value for DB2 server hosthame, port, database name, username, and
password and db2 jdbc driver location.
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Host name:

| con-db201. itso.ibr.com
Park:

[ sooo1

Dakabase name:

| PECPLEDE

JDBC driver library path:
| C:\IEMIDEZDrivers
User ID {Account used to write to database):
[ dbzinst1

Password:

[ LA L Ll L L]

5. Provide LDAP server host name and port number.

LDAP server name:

| Idap-dom.itso.ibm. com|

LDAP server port:

389

Select to use S50 communication for secured access
™ Use 55 communication

6. Enter the LDAP bind ID for example, domadmin.

7. Provide the value for search base, for example o=itso. If the value specified at the
organization level, user is searched from the organization level.

8. Accept the default values for database mapping.
9. Accept the default values for optional database tasks.
10. The configuration summary shows. Click Configure to continue.
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B Profiles population wizard for IBM Connections 4.0

Profiles population configuration summary

Profile population wizard is ready to run the population with the following configuration.

Configuration details:

Databass host name: con-db201.iksa.ibm.com

Database name: PEOPLEDE

Database port: S0001

I0BC driver library path: C:AIBM\DEZDrivers

Database user ID: dbZinst1

Databass type: DB2 Universal Database(TM)

LDAP host name; Idap-dom.itso.ibm.com

LD server part: 389

Bind distinguished name: domadmin

LDWP user search base: o=kso

LDAP user search Fiker: (B{uid=")objectclass=daminoPersan))
Tiwoli Directory Integrator installation location: C:\IBMITDIVT .1
Use S5L communication: Mo

Opional task kst: Mark managers

To change any settings, click Back. To begin the configuration, dick Configure

Back |§ﬂrfﬂufe| Cancel

11. After successful user population, the following screen is displayed. Click Finish to
complete the task.

& Profiles population wizard for IBM Connections 4.0

Population completion summary

The profiles wizard execution is finished.

The execution result is as following:

populate Idap data to EMPLOYEE table

The Tivoli Directory Integrator population output:

2012-10-26 12:38:42,927 INFO [com.ibm.dilog.FileRcllerAppender . c2388343-cFbd-4d3c-85b3-f22002844216] - CLFRMNO027T:
After operation, success records is 202, duplicate records 0, Failure records is 0, and last successful entry is CH=Winford
Borgella,o=kso.

Mark manager profiles
Successful!

For additional information, refer to log file C:\Users\Administratoricwizardloghtdilbdi_20121026_123019.log and C:\IBM
\Wizards| TDIPopulation|win| TDIogs| PopulateDEFromDiFile. log
Wiew log

The Following configuration has been run:

Configuration details:

Database host name: con-db201.itso,ibm.com

Database name: PECPLEDE =
Database pork: S0001

IDEC driver library path: CLIBMIDEZDrivers

Database user 10: db2inst1

Database type: DB2 Universal Database(TH)

LDAP host name: ldap-dom itso.ibm.com

LDAP server pork: 359

Bind distinguished name: domadmin ;I

Back I_TI Cancel
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6.7 Installing Cognos Business Intelligence

Cognos Business Intelligence (BI) server collects data for Metrics Application to provide
statistical information about IBM Connections server. This involves setting up WebSphere

Application Server Network Deployment and Cognos components. The setup steps for

Cognos Bl server are as follows:

Installing Cognos BI Server

ook wN~

Validating Cognos Bl Server

6.7.1 Required software

The following software components must be available prior to starting the installation. You can
download these software from IBM Passport advantage or contact IBM representative to

purchase the software products.

Installing WebSphere Application Server for Cognos BI
Preparing database client for IBM Cognos BI Transformer
Preparing databases for Cognos Bl Server

Federating Cognos BI Server to the Deployment Manager

Name

Software part Number

WebSphere Application Server V7.0 Network Deployment

C1GZ2JML_WASTND_WIN_x86-64

WebSphere Update Installer

7.0.0.25-W5-UPDI-WinAMDG4

JDK Update for WebSphere Fix pack

7.0.0-WS-WASSDK-WinX64-FP0000021.pak

WebSphere Application Server Fix pack

7.0.0-WS-WAS-WinX64-FP0000021. pak

Cognos BI Transformer

DArsfrmr_win32_10.1.1_mitar

Cognos BI Server

Disrvr_win64h_10.1.1_mitar

Cognos Bl Server Fix pack

CBI_10.1.1_Winb4_FPo01.targz

IBM Connections 4.0 Server for Windows

IBM_Connections40_WIN_CIA3DML

6.7.2 Installing WebSphere Application Server for Cognos Bl

For WebSphere Application Server installation, see 6.4, “Installing WebSphere Application

Server” on page 70. Apply the appropriate settings for Windows platform.

Run the following command to create an Application Server profile:

ane wsadnin -adninPassword usadnin

hisProfile.txt for nore information ahout this profile.

A\[BHebSpherenAppServersbindnanageprof iles.hat -create -templatepath WAS_install_root/profilelenplates/default -adninlsen

NSTCONPSUCCESS: Success: Profile AppSrvBl now exists. Please consult CinIBMWebSphereMppServersprof iles\AppSruBislogs\Ahout

6.7.3 Preparing database client for IBM Cognos Bl Transformer

102

IBM Cognos BI Transformer component requires database client locally on the server. For

Oracle, install only standard 32 bit client as 64 bit is not supported by Cognos. For SQL

server, install SQL Client only. Run the following steps to install and configure DB2 Client.
1. Extract the DB2 Runtime client executable file DB2_RTC_97_Win_x86-64.exe into a

temporary directory.
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Go to /RTCL\imagel\install\en_US directory and select Setup.exe.
Welcome screen is displayed. Click Next,

Accept the license and terms and conditions. Click Next,

Select the installation type as Custom.

Select the installation directory as C:\IBM\SQLLIB

Select the value for DB2 copy name as DB2Copy1 and click Next.

© N o o k0D

Install summary is displayed. Click Install to continue.

9. Click Finish to complete the installation.

10. Launch the DB2 Command Line processor from the startup menu.

11. Run the following command to catalog the node to connect to the DB2 server.

b2 =» catalog tcpip node dbZnode remote con—db2Pi.itso.ibm.com server SBBA1L
DE2ABEAI The CATALOG TCPIP NODE command completed successfully.

]BgiEEEHd Directory changes may not he effective until the directory cache is
befreshed.

12. Run the following command to catalog the database for metrics and cognos
For Metrics: db2 catalog db metrics as metrics at node db2 node
For Cognos: db2 catalog db cognos as cognos at node db2 node

13. To validate a metrics database, execute the following command.

db2 connect to metrics user db2instl using db2instl

dhZ =» connect to metrics user dbZinstl using dbZinstl

Database Connection Information

DBZ-LINUKRBE64 7.7.6
DBZINST1
HETRICS

Database server
29L authorization ID
Local datahaze alias

ha =2

6.7.4 Preparing databases for Cognos Bl Server

Cognos requires two databases, cognos and metrics. These databases are created during
IBM Connections database setup. For Oracle and SQL server, supply the appropriate value
for server name, port number, username and password. The DB2 database details are as
follows:

» Database server Name: con-db201.itso.ibm.com
Port Number: 50001

DB2 Admin Userld: db2inst1

DB2 Admin Password: db2inst1s

Databases: cognos, metrics

vyvyyy

6.7.5 Installing Cognos Bl Server

Use the follow steps to install Cognos BI Server:
1. Make sure that WebSphere Application Server and the database server are running.
2. Create a directory to store Cognos installation files, for example C:\SOFTWARE.

3. Extract the Cognos BI Server setup file, "bisrvr_win64h_10.1.1_ml.tar", to the
C:\SOFTWARE\bisrvr_win64 directory.
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. hisryr_winb4

@(_)v | . = Computer - Local Disk(C:) = SOFTWARE - bisrvr_wintd -

Organize *  Includein lbrary +  Sharewith = BMew folder

— hlm a
- Favorites —
P Desktop . documentation
it Downloads  winxGdh
5l Recent Places infi
. £F | Autorun
= Librarie:

4. Extract the Cognos Bl transformer file "bitrsfrmr_win32_10.1.1_ml.tar" to the
C:\SOFTWARE\ bitrsfrmr_win32 directory.

{;g\ )v| |+ Computer - Local Disk{C:) = SOFTWARE = bitesfermr_win3z -
Organize *  Includeinlibrary =  Sharewith +  New folder
- MName =
i Favorites =
P Desktop . documentation
g Downloads | win3z
=il Recent Places ' ikl
. L £ | Auborun
i Libraries —
E' Documents @Cl[lrmslmmerinstall

5. Extract the Connection Server file “IBM_Connections40_WIN_CIA3DML” into a temporary
directory. There is a folder called Cognos.

Marne *

) Cognos

J IBMCannections

) IM

J launchpad

J Launchpad.app
i | aukorun
@Iaunchpad
# | launchpad

6. Extract the CognosConfig.zip file from the Cognos directory to C:\IBM\CognosSetup.
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Manne

% cognos-setup
|| cognos-setup

cognos-configure-update

|55 cognos-configure
|| cognes-configure
|| cogeonf
[ engros-setup-update
| cogrios-setup
| BI-Customization
, bin
.. configurationTemplate
oalin
L ib
L. MetricsPlg
L models

. Transformer-Cuskomization

J up_hisrwr_winxg4h_10,1.6235,1007 _ml

7. Copy the following DB2 jar files from DB2 Server to the
C:\IBM\CognosSetup\BI-Customization\JDBC directory.

— db2jcc.jar
— db2jcc_license_cu.jar

following values:

8. Go to C:\IBM\CognosSetup folder and prepare the cognos-setup.properties. Enter the

Name value

was.install. path CAIBM\WebSphere\AppServer
was.profile.name AppSrv(l

was.local. admin wsadmin

was local admin.password wsadmin

was fqdn hostname cog-srvllitso.ibm.com
cognos.was.node.name lo2wl4-wiNodell
COgnos.was.sernvername cognos_server
cognos.biserverissetup CASOFTWARE\bisrvr_winb4\winx64h\issetup.exe
cognos.transformer.issetup CASOFTWARE\bitrsfrmr_win32\win32\issetup.exe
cognos.biserver.install. path CAIBM\Cognosg4
cognos.transformer.install. path CABM\Cognos

cognos.locale EN

cognos.contextroot cognos
cognos.admin.username domadmin
cognos.admin.password itsoadmin

cognos.contextroot cognos

cognos.namespace IEMConnections
cognos.cube.path CABM\CognosShare
cognos.dbtype db2

cognos.db host con-db201 itso.ibm.com:50001
cognos.db.name COGMNOS

cognos.db.user db2inst1

cognos.db.password db2inst1

metrics. db type db2

metrics.db.host con-db201.itso.ibm.com:50001
metrics.db.name METRICS

metrics. db.user dbZinst1

metrics. db.passward dbZinst]
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Note:
» cognos.admin.username must be a valid LDAP user for Cognos administrator.

» Password is removed from cognos-setup.properties after the configuration task is
run. You can supply a password from command line.

» cognos.cube.path is a shared folder to access the reports in case of Cognos server
is running in multiple node.

9. Run the cognos-setup.bat to set up the Cognos BI server. Upon completion, the logs are
stored at cognos-setup.log. If there are any error occurs, correct the value and re-run the
task again.

. Administrator: C\ Windows' system32' cmd.exe

C:n\IBM~CognosSetupicognos—setup.bhat

10. Run the cognos-configure.bat to configure the Cognos Bl Server. The log file
cognos-config.log is created in the same directory. If there are any error occurs while
running the cognos-configure.bat, fix the errors and run it again.

ca.| Administrator: Command Prompt

CognosSetup>cognos—conf igure _bat —was.local.admnin.pa ord= dmin —-cogno

password=itsoadmin —cognos.db.password=db2instl -metrics.db.password=dbh2

11. The Cognos Bl Server and Transformer logs are stored in the following directory.

Cognos Bl Server -> C:\[BM\CognosB4\logs\cogserverlog
Cognos Bl Transformer - = C\IBM\Cognos\logsicogserverlog

12. Cognos configuration is completed successfully. Start the server after federating Cognos
Bl server into the Deployment Manager running on con-dmgr.itso.ibm.com.

6.7.6 Federating Cognos Bl Server to the Deployment Manager

1. Make sure that the Deployment Manager is accessible from Cognos Bl Server.
2. Run the following command to add the Cognos node into the Deployment Manager.

CA\IBM\WebSphere\AppServer\profiles\AppSrv01\bin>addNode . bat
con-dmgr-itso.ibm.com 8879 —username domadmin —password itsoadmin -includeapps

After the Cognos node is federated, nodeagent is started on the Cognos Bl Server.
Synchronize the Cognos node to the deployment manager (DMGR).

Log into the Deployment Manager with user ID domadmin.

Go to System Administration — Nodes.

Select the Cognos node, l02w04-w7Node01 in our example, and click Synchronize.

® N o 0o &~ 0

Start the cognos_server application server.

106 Installing and Deploying IBM Connections



6.7.7 Validating Cognos BI Server

1. Enter the following URL to validate Cognos Content Store.
http://cog-srv0l.itso.ibm.com:9081/cognos/serviet

{1 IBM Cognos Content Manager x | m IBM Conn|

é [~ 7] cog-sndll.itso.ibm.com:9081/cognos/serviet

IBM Cognos

Content Manager

Build: 10.1.6235.601

Start time: Thursday, Movember 29, 2012 6:57:13 AM EST
Current time: Wednesday, December 5, 2012 3:22:12 AM EST]
State: Running

2. Enter the following URL to validate the Cognos Bl Dispatcher
http://cog-srv0l.itso.ibm.com:9081/cognos/serviet/dispatcher/

IMECERAN | 1 pubiic Folders - EM Cognos Connect... | [0 IBM Connections wiki: IBM Connecti.. | + .

IQ'M .Gogr.uos Cumé

| PublicFolders |  MyFoldees

Public Folders

£3 BMC ionshetr
July 26, 2012 11:02:53 PM

5 e

3. Click the IBMConnectionsMetrics folder, the following sub-folders are displayed.

Firefox ~ {1 Public Folders - IBM Cognos Connect..,

(— & cog-snvl.itso.ibm.com:9081/cognos/servlet/dispatch/

i | My Folders

Public Folders = IBMConnectionsMetrics

T
Metrics
MetricsCubeDs
MetricsDEQuery

StaticReparts

OO0OOoO
DR FER
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6.8 Installing IBM Connections applications

In this section, we describe the IBM Connections installation. Before installing IBM
Connections, you must complete the preinstallation steps described in

You can use Installation Manager (6.1, “Setting up the Installation Manager” on page 52) to
install IBM Connections and update the packages. Complete these steps to install IBM
Connections 4:

1. Start the Installation Manager by running

lopt/IBM/InstallationManager/eclipse/launcher on Deployment Manager server. Ensure
that the IBM Connections version 4.0.0.0 is selected.

a IBM Installation Manager ~ o x
L3
Install Packages
Select packages to install -]
Installation Packages Status Wendor License Key Type

= ] [0 1BM Connections

. Version 4.00.0 Will be installed

] Show all versions Check for Other Versions, Fixes, and Extensions

Details

IBM Connections 4.0.0.0

IBM® Connections Installation More info. .

= Repository. /root/software/IBM_Connections_InstallIBMConnections

Mext > Cancel

2. Read the notice and information, license agreement, and License information, select |
accept the terms in the license agreements.
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-1 IBM Installation Manager )b
Install Packages =
Read the following license agreaments carefully:
Instal: Licenses %  Location Features Summary
- |BM® Connections NOTICES AND INFORMATION
IBM Connections wi.0 .

|IBKEE Conngctions License Agreement

[The IBM license agreement and any applicable infarmation on the web

IBM® Connections License Information download page for IBM products refers Licensee to this file for details
concerning notices applicable to code included in the products listed
abowe ("the Program®)

Hotwithstanding the terms and conditions of any other agreement Licenses
may have with IBM or amy of its related or aMliated entities

(collectivily “IBM7). the third party code identified below is subject

‘o the terms and conditions of the IBM license agreement for the Program
and not the licanse terms that may be contained in the notices below.

The notices are provided for informational purposes.

Flease note: This Motices file may identify information that is not used
by, or that was not shipped with, the Program as Licensee installed it

IMPORTANT. IBM do@s not réprésent of warrant that the information in this
NOTICES file is accurate. Third party websites are independent of IBM and
IBM does not représent or wamant that the information on any third party
website referenced in this NOTICES file is accurate. 1BM disclaims amy
and all llabdlity for errars and omissions of for any damages aceruing

from the use of this NOTICES fle or its contents, including without
limitation URLs or references to any third party wabsites.

Iy I @ccept the terms in the icense agreaments Bonnt A

) 1 do mot accept the terms in the license agreements

@ < Back Hext > Cancel

3. Define the shared resources directory.

Note: For medium and large environments that have more than one WebSphere

Application Server, the shared resources directory must be a shared file system (NFS,
shared drive for Windows) because all IBM Connections libraries are installed on these

directory. In our lab, it is /opt/IBM/SSPShared.

Chapter 6. Product deployment

109



110

IBM Installation Manager

Install Packages
Select a location for the shared resources directony
Ingtal Licenses Location Features Summary

When you install packages, files are stored in two locations:

1) Thie shared resources directony - résources that can be sharéd by multiple packages.
2) The installation directory - any resources that are unique to the package that you are installing,

Important: ou can onbty Select the sharéd résources directony the Arst time you install a package with the IBM Instaliation Manager. For best résults
select the drive with the most available space because it must have adequate space for the shared resources of future packages.

Shared Resources Directory: [IOP?-I'IBM"SSPSHIM | |Eronse..

Disk Space Information

Velume  Avallable Space
’ 79.93 GB

@ | <Back Mext > | cCancel |

4. Select the location where the IBM Connections binary files will be installed.

IEM/Installation Manager

Install Packages
A package group is a location that contains one or more packages. Some patible packages can be installed into a common package group and will
share a common user interface. Select an existing package group. or create a new one,

Install Licenses Location Features Summary

@ Create a new package group

Package Group Name Installation Directory Architecture

Package Group Name: IBM® Connections
Installation Rirectory: |ant.-'IBWConneclmn= Browse...

Details Disk Space Information

Shared Resources Directory: /optIBM/SSPShared Velume  Available Space

! 7993 GB

@ [ <Back | nmet> | Cancel

5. Select the features that will be installed on your environment.
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Install Packages

Select the features to install

IBM Installation Manager

Install Licenses Location [ Features > Summary

Features

= ] [ Core Features
| Search
~|  Mews repository
i Home page
= | [} All Features
Wl Activities
¥  Blogs
W Communities
¥ Bookmarks
] Eilas
] Show dependencies
- Selected by Manager because of dey

Details
IBM Connections 4.0.0.0
IEM® Connections Installation

Disk Space Information

Volume Required
Shared Resources Area  / Z21KB
Installation Directory ! 7.05 GB

Tempaorary Total
1.04 GB 1.04 GB
7.0 GB

- W 1BM Connactions 4000

Expand All || Collapse All| | Restore Default

Available
79.93 GB
79.93 GB

< Back Next> | Cancel

IBM Connections installation wizard starts the checking process to verify if the
pre-requirement components (WebSphere, database, Cognos, and the setup
environment) are correctly defined. The first component to be check is the WebSphere
Application Server. You must provide the information bellow for verification:

Installation location: Provide the WebSphere Application Server location.

Deployment Manager profile: The profiles are loaded automatically. Select the
Deployment Manager profile (Dmgr01).

Host name: Provide the Deployment Manager host name using full qualified domain
name (FQDN), for example, con-dmgr.itso.ibm.com.

Administrator user ID: Provide the user id configured on WebSphere Application

Server (domadmin).

Administrator password: Pprovide de password for Administrator user.

Click Validate to check the information provided. The validation successful message is

shown in another window.
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Install Packages
Fill in the configurations for the packages.

IBM Installation Manager

Install Licenses Location Features ] summary

= [} Common C

@

WebSphere
O Topology
O Database
Installation location
O Cognos

© Content Store
© Notification

foptIBMAWebSphere/AppSener | Browse i
Deplayment manager profile:

Dmgro1 b+

Host name

con-dmgr.itse. ibm. com

These credentials must exist for the selected Profile
Administrator user ID:

ldomadmin

Administrator password

|aooloo|od

SOAP port number:

Walidate
Walidate credentials before proceeding.

< Back |

@

Cancel

7. Select the topology for installation. For each application, select the servers that will be part

of the cluster. On our lab, we used the large topology where all applications have their own

cluster. We mark con-app01Node01 and con-app02Node01 for all applications.
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IBM Installation Manager

Install Packages
Fill in the configurations for the packages.
Instal Licenses Location [ Featurgs >  Summary
= () Common Config < Configurati
WebSphere Topology
- Deployment topolegy
© Database
Select the deployment type
D Cognos .
) Small - All applications are grouped in the same cluster.
@ Content Store
o] .
© Notiflcation © Medium - Applications grouped in several clusters

@® Large - Each application is grouped in its own cluster

Important If you return to this page from a later page in the installation wizard, your settings are still
present but not visible. If you want to change any settings, you must enter all of the information again.
ifyou do not want to change your initial settings. click Next

Cluster

Enter a cluster name. Then select the nodes for each cluster and enter a server name of accept the
default server name

Restore Defaults

Application Cluster Node Server |
= Actvities ActivitiesCluster B con-app01Nodeot ActivitiesCluster_senver
con-app02Node01 ActitiesCluster_senver2
[m]
¥ Blogs BlogsCluster B con-app01Node0? BlogsCluster_semver
B con-appoziodeot Blogs Cluster_semnver2
[m]
v C Cor luster con-app01Mode0l CommunitiesCluster_senver]
B con-appoziodeot CommunitiesCluster_sander2
m]
¥ Bookmarks DogearCluster B con-appo1nodeot DogearCluster_server
B con-appo2Node0t DogearCluster_semver2
[m]
= Home page HomepageCluster B con-app01Nodeot HomepageCluster_server

Defining IBM Connections database. On our lab, we use DB2 database to store all the
IBM Connections information. Provide the database information:

Database Type: Select DB2 Universal Database(TM)

Databse server host name: provide the DB2 host name using FQDN
(con-db201.itso.ibm.com)

Port: provide the TCP port configured on DB2 (50001)
JDBC driver location: provide the JDBC driver location. (/usr/ibmdb2/V9.7/java)

Note: JDBC driver must exist on all WebSphere Application Server servers at the same

place.
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Install Packages

Fill in the configurations for the packages

= ) Common Configurations
B wWebSphere
Topology
O Cognos
@ Content Store
O Motmcation

@

IBM Installation Manager =8 X

atian Featufes > Summary

Common Configurations
Database

Database Location 5
Age all IBM Connections applications using the same database instance?
@ ‘Yes, the applications are on the same database instance
) Mo, the applications are not on the same database instance.

IFpartant IFyou rétum to this page mom a later page in the installation wizand, your settings ané still
present but not visible, Hyou want to change any settings, you must enter all of the information again
Ifwiou do not want to change your initial settings, chick Mext

Databaze Type

Database type:
DBZ Universal Database(TM) <

Database Server Information

Database serér host name

COn-db201 . its 0. bm. com

Port
S0001

JDBC dirder location
Foptibm/db2A, 7 java Browse

o Informat [ |

M) Usa the same password for all applications

Application Database Name User D Fassword
Actiities |OPNACT | |LCU5ER ouuoooo{
Blogs [eLocs | [Lcuser |

< Back Cancel

9. On the database definition, select Use the same password for all applications, and click
Validate to confirm if the information provided on steps 8 and 9 are defined correctly. The
validation successful information is shown in a pop-up window.

Application Database Name  User ID Password
Activities |oPNACT | [Lcuser | [e0eecceed |
Blogs BLOGS | [Lcuser |
Communities | SNCOMM | [Lcuser ]
Bookmarks [DoGEAR | [Lcuser |

Metrics \METRICS | [Lcuser |

Mobile \MOBILE | [Lcuser |

Files FILES | [Lcuser |

Forums |ForuM | [Lcuser |

Home page |HOMEPAGE | [Lcuser |

Profiles \PEOFLEDB | [Lcuser ]

Wikis |WIKIS | [Lcuser |

Validate \
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10. On Cognos configuration step, provide the information from Cognos server installation.
We enter the information from 6.7, “Installing Cognos Business Intelligence” on page 102.

— Administrator user ID: Provide the Cognos user ID (cogadmin).
— Administrator password: Provide the password for the Administrator user ID.

In Node section, click on Load node info button and select the WebSphere Application
Server node where the Cognos was installed (102w04-w7Node01). Select the server
name from Cognos Server (cognos_server) and provide the web context root from

Cognos (cognos). Click Validate. After receiving the Success Validation message. click
Next to continue.

IBM Installation Manager

Install Packages :_;\{l—

Fill in the configurations for the packages ===

= [} Common Configurations Commen Configuratians
@ WebSphere Cognos

& Topal
opelegy If you do not want to configure Cognes new, input a dummy user ID and password, click "Load node
& Database info", click "Validate”, ignere the errer message, and then click Next.

© Content Store Enter credential details for the Cognos administrator

© Notification Administrator user 1D
cagadmin
Administrator password

Select the node where the Cagnos Bl Server is installed
Name

lo2wid-w7Nade01 = | |Load node info

Host namé

Server name
COGROS_Sever +
Port

‘Wieb context root

cognos

Walldate

Flease click the "Validate™ button to continue

< Back Cancel

11. On Common Configurations, you can enable the notifications to allows IBM Connections

to send e-mail. On our lab environment, we just define the notifications by providing the
following information:

— Mark Enable Notification only.

— Mail server type: Select WebSphere Java Mail Session - Use a single mail server
for all notifications.

— Host name of SMTP messaging server: Provide the host name of the SMTP (Simple
Mail Transport Protocol) server (smtp.itso.ibm.com).

— Port: Provide de TCP port from the SMTP server (25).
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stallatian r-‘:ﬂl!?l’ =)
Install Packages
Fill in the configurations for the packages.

Install Licenses Lecation Features >  Summary

= [ Common Configurations: Common Configurations
B WebSphare Notification
Topology N
@ Database

Motification allows both IBM Connections applications and users to send mall notifications. ReplyTo allows
USErS to reply to notifications using emall. Replies appear in the relevant application in IBM Connections
Cognos

B Content Store

® Enable Notification only.

) Enable Notification and ReplyTo.
O None

Notification

Kail server type:

] Wb Sphere Java Mail Session - Use @ singlé mail server for all notifications

) DNS MX Records - Use infarmation from DNS to determine which mail servers to use.
SMTP Server Information
This server is used to send outgoing mail notifications.
Host name of SMTP messaging sener

[sn'rtp.'rtsn. ibm.com, |

Paort (default for non-SSL is 25, SSL is 465) ¢
= |

[ Encrypt outgoing mail traffic using S5L

[ This SMTP server requires authentication

User i
Password :
[ =

@

| < Back Mext > |

12. Check if your IBM Connections was installed successfully and click Finish.
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a IBM Installation Manager ='o

Install Packages :_:;!{_I

o The packages are installed, View Log File

Ingtall results h
Mews installed successfulhy |j
Search installed successiully.

Frofiles installed successtully

<

The follewing package was installed

= %, IBM® Connections
1] 1BM Connections 4.0.0.0

Mate: If the packages support rollback. the temperary directory contains roliback files for installed
packages. You can dalate the files an tha Eiles for rollback preferance page

@ Einish

6.9 Installing IBM HTTP Server

IBM Connections 4 requires a front-end web server to access the IBM Connections 4
functions. IBM WebSphere Application Server bundles the IBM HTTP Server and WebSphere
Plugin on the supplemental packages. The WebShere Plugin forwards the HTTP requests
from web server (IBM HTTP Server) to the application on WebSphere Application server and
provides the secure connection (HTTP over SSL) and high availability for the applications
cluster.

In this section, we describe the procedure to install, configure, and federated IBM HTTP
Server on a WebSphere Application Server Network Deployment server.

6.9.1 Installing IBM HTTP Server

Follow these steps to install IBM HTTP Server:

1. Unzip the WebSphere Supplementals source on a temporary directory ( for example,
c:\temp) and run install on the IHS directory to launch the installation wizard.
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I[=] 3

ifi IBM HTTP Server 7.0

Welcome to IBM HTTP Server 7.0

This wizard installs IBM HTTP Server 7.0 an your computer.
See the |BM HTTP Server 7.0 Installation Guide to learn mare about this installatian.

Click Next to continue.

Installzhield -

Cancel

Mext =

On the Software License Agreement read and select | accept both the IBM and the

non-IBM terms.
=] E3

il IBM HTTP Server 7.0

Flease read the following license agreament carefully,

ME

International Program License Adreement

Fart1 - General Terms

B DOWWMLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
FROGRAM Y OU AGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE
ACCEPTIMNG THESE TERMS OM BEHALF OF ANOTHER PERSOMN OR A
COMPAMNY OR OTHER LEGAL ENTITY, ¥OU REPRESEMT AMD WARRANT THAT

QU HAVE FULL AUTHORITY TO EIND THAT PERSON, COMPANY, OR LEGAL
EMTITY TO THESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS,

1]

:
=
|

l . | Read non-1BM terms
l ® | accept bhoth the IBM and the nan-1EM terms

m i ) | do not accept the terms in the license agreement
{ 1

=

InstallShield
= Back Mlext = ‘ ‘ Cancel

The wizard checks the system prerequisites requirements on your server. If the operating
system is added to the supported system list after the product was released, you might

receive the following message. Click Next to continue.
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i IBM HTTP Server 7.0 =] B3

System Prerequisites Check
A supported operating system was not detected.

Suppor for your operating system might have been added after the release of the
product. See the WehSphere Application Server detailed systermn requirements
Weh pages for mare infarmation abhout suppaorted operating systems. You can
cantinue with the installation, hut the installation or product aperation might not
succead without applving maintenance. Go to the product supportYeh pages to
ohtain the latest maintenance packages to apply after installation.

Click Cancel to stop the installation and install a supported aperating system.
Click Mext to continue the installation.

InstallShield

= Back H Mlext = | ‘ Cancel

4. Select the directory to install the product. The default directory is shown. We recommend
removing Program Files and making the path shorter, e.g. CAIBM\HTTPServer

& IBM HTTP Server 7.0 M=l B3

Enter the installation location

Product installation location:
CAProgram FilesBWMHTTRServer |

Browse...

In=tallShield

= Back H Text = ‘ | Cancel

5. You can choose the TCP port to be used by IBM HTTP Server and Administration, leave
the default option.
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& IBM HTTP Server 7.0 =] E3 I

Port Yalues Assignment

IBM HTTP Server communicates using the port numbers listed below. Ifthese
ports are already in use by IBM HTTP Server ar another application, then change
the port numbers from their default values.

HTTF Bort: |20 |

HTTF Administration Port: |SUDB |

InstallShield

| = Back || Mext = | | Cancel |

6. Select both options to run IBM HTTP Server and IBM HTTP Server Administration as
Windows services, and define an account name an password to start the process.

i IBM HTTP Server 7.0 =l

Windows Service Definition

Choose whether to use aWindows service to run IBM HTTP Server and [BM
HTTP Administration Server. Optionally the IBM HTTP Server and [BM HTTP
Administration Server can he started from the command line, Configure the
startup type to have the Windows services start manually or automatically when
rebooting the systerm.

Run IBM HTTP Server as a Windows Service
Run [BM HTTF Administration as a Windows Service

) Log on as a local system account

(® Log on as a specified user account

ser name:

|Administratur |

Password:

Startup trpe:
|Autnmatic |v‘

The user account that runs the Windows semnice must have the fallowing user
rights:

& Actas part ofthe operating system
@ Logon as a senvice

InstallEhield

= Back Mext = | ‘ Cancel
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7. The IBM HTTP Server Administration user ID is for managing the IBM HTTP Server over

the WebSphere Integrated Console Solution (ISC). Select the option to have the installer
create the ID.

i IBM HTTP Server 7.0 _ O] x|

HTTP Administration Server Authentication

Create g user ID and password to authenticate to the IBM HTTF Server
administration server using the WebSphere Application Server administrative
consale. The newly-created user 1D and password is encrypted and stared in the
conffadmin passwd file. You can create additional user IDs after the installation
by using the hipasswd utility,

Create a user [D for IEM HTTP Server administration server authentication.
User D
|wasadmin| |
Password:
|......... |

Confirm Passward:

In=tallshield

= Back Tlext = | | Cancel

8. Select install the IBM HTTP Server Plug-in for IBM WebSphere application Server to

create plug-in configuration file. Define the web server name and host name from IBM
HTTP Server.

i IBM HTTP Server 7.0 M=l

IBM HTTP Server Plug-in for IBM WehSphere Application Server

Silently install the plug-in using the remote installation scenario. The host name
and weh server definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application Senver. If
there are multiple Application Servers, then select one ofthe semvers and specify
the machine's host name.

Install the IBM HTTP Server Flug-in for IBM WehSphere Application Server
Weh server definition:
|cun-ihsD1 |
Host narme or IP address for the Application Server;
|cun—ihsD1.itsn.ihm.cnm |

In=tallEhield

= Back Mext = | | Cancel
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9. Validate if all parameters defined are correct, and click Next the continue the installation.

i IBM HTTP Server 7.0 _ [O) x|

Installation summany

Review the summary for carrectness. Click Back to change values on previous
panels. Click Next to begin the installation.

B HTTP Serverwill he installed to the fallowing lacation:
CAProgram FilesUBMHTTR Server
wyith the fallowing configuration:
HTTP Port: 80
HTTP Administration Port: 2008
HTTP Service Name: [BM HTTF Server 7.0
Administration Service Name: [BEM HTTF Administration 7.0
User ID for HTTP Administration Server Authentication: administrator

|BM HTTF Server Flug-in for IBM WebSphere Application Server will be installed to:

CAProgram FilesIBMHTTR ServeriPlugins
Total size:

429 MB

InstallEtield —

= Back || Mext = ‘ | Cancel

10. The installation wizard shows that both IBM HTTP Server and Plug-in are installed
successfully.

i IBM HTTP Server 7.0 M=l

Success: The following product was successfully installed:

& IBM HTTP Server - CProgram FilesBMIHTTP Server

|IBM HTTP Sermer Plug-in for IBEM WebSphere Application Server was successiully
installed to:

CAProgram FilesUBMIHTTRPServer\Plugins

Far infarmation on canfiguring and using the IBM HTTR Server, refier to the on-line
|IBM HTTF Sener Information Center,

Click Finish to exit.

In=tallShield —
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After the IBM HTTP Server is installed, you must apply the latest fix pack. See the fix pack
installation procedure in 6.4, “Installing WebSphere Application Server’ on page 70.

6.9.2 Federating IBM HTTP Server on WebSphere Application Server

You must add the new installed IBM HTTP Server as an unmanaged node on a WebSphere
Application Server Deployment Manager server to manage the IBM HTTP Server from the
Integrated Solutions Console, creating a single point of administration for your environment.
Complete the following steps to add an IBM HTTP Server on a WebSphere Application
Server Deployment Manager server:

1. Access the Integrated Solutions Console https://:9043/ibm/console/ on a web browser.
On the left menu under System administration, choose Nodes then click Add Node.

Integrated Solutions Console Welcome wasadmin

ands to 3 physical computar system with 3
i cell, The first node is the deploymant

Applizations

Addriods || RemovaNods || Farce Dalate || Senchronizs || FullResynchronize | [5t0p]

&5 A

Varsion & Discovery Protocal & Status (0|
v WD 7.0.0.21 Tep &

HD 7.0.0,71 TeR @

HD 7.0.0,21 TeP (23

B 5e

Eluppl

2. Select Unmanaged node and click Next.

o]

Add Node

Use this page to add sither a managed or an unmanaged nads,

Managed nods

Spedfies the creation of a managed node. 4 managed node contains an application server process that runs within the deployment manager csll. The
managed node is associated with a node agent process that maintains the tonfiguration for the node and controls its operation. Choosing this option results
in running the add node utility to federate an existing standalone application server.

@  Unrmmanaged node

Spacifies the creation of an unmanaged nede. An unmanaged nods reprasents a node in the topology that does not have an application server procass or 2
node agent procass. Unmanaged nodes are for other server processes, such as Web servers that exist on their own node in the topalogy.

Cancel

3. Define the the following parameters, and click OK.

— Name: This value is to identify the unmanaged server on the Integrated Solutions
Console.

— Host Name: Enter the full qualified domain name (FQDN) of the node to be added.
— Platform Type: Enter the platform type where the node was installed.
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Nodes > New

Use this page to view or change the configuration for an unrmanaged node, An unmanaged node iz a node defined in the cell
topolagy that does not have a node agent running to rmanage the process, Unmanaged nodes are typically used to manage Web
servars,

Caonfiguration

General Properties The additional properties will not be available until the general properties for this
E itern are applied or saved,

Nam.e Additional Properties

|c0n-|hle

# Host Mame
|c0n-ihle.itso.ibm.com

# Platform Type

Apply I K| | Reset Cancel

4. Verify if the node that you have added are listed on the Nodes on the Integrated Solutions
Console. Click Save to save the configuration.

E Meszages

&Changes have been made to your local configuration, You can:
® Save direcly to the rmaster configuration,
® Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled
in Prefarances,

M The server may need to be restarted for these changes to take effect,

MNodes

Use this page to rmanage nodes in the application server environrment, A node corresponds to a physical cornputer spstern with 2
distinct IP host address. The following table lists the managed and unrmanaged nodes in this cell. The first node is the deployrment
rnanager. Add new nodes to the cell and to this list by clicking Add Node.

Preferences

Add Hode | Remaove Mode Force Delete Synchronize Full Resynchronize | Stop

El=EEIE

Seleck| Name

-~ Hazt Marme 0 _ Wersion O _ Dizcovery Protacal o _ Status g_

fou can administer the following resources:

D con-app0iNeode0dl con-appdi MC 7.0.0,21 .TCP @

I:l con-applZNodend con-app02 MO 7.0.0.21 TCP @
con-drngrCellManageril con-drngr MD 7.0.0,21 TCP Lo

| con-ihs01 con-ihs01.itso.ibrn. com Mot applicable TCR

Total 4

Repeat this the add node step to add additional nodes on the Integrated Solutions
Console.

After you have added the node on WebSphere Application Server, add web servers on the
servers management on the Integrated Solutions Console.

Under Servers on the left menu, expand Server Types and click Web servers. Click New
to add the IBM HTTP Server on the console.
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Integrated Solutions Console  Welcome wasadmin Help | Logaut

T = ‘ Cell=con-dmgrcell0l, Profile=Dmagra1

Welcome

B Guided Activitiss

& ta vizw 3 list of the installed Wab serers,

5 I Foevecruon Jeel] el ]| Temelomse. Jowconn ] Ternee |

‘w@ sarver Typa & |Nnde . ‘nm Name & ‘Verimn & status &

System administration
Users and Groups

B Monicoring snd Tuning

Troublesh

Service integration

Eupot

7. Choose the web server node to be added from the select node field drop-down list. The

8.

Server name is displayed for you. Select the corresponding web server type.

Create new Web server definition =

Use this page to create a new Web server,

=3 Step 1: Selecta Select a node for the Web server and select the Web server type
node for the Web

server and select

Select a node that correspands to the Web server you want to add,
the Web server

Select node

can-ihz01 -

# Server name
con-ihs01]

* Type
IEM HTTP Server -

Select the web server template.

Uze this page to create a new Web server,

Create new Web server definition -

Select a Web server template

Select the termplate that corresponds to the server that vyou want to create,

=3 Step 2: Selecta

Veb server
template Select | Template Name Type Crescription

Enter t @ IHS Systerm The IHS Web Server Template

| Previous | |Next| | Cancel |

Enter the following properties for this web server:
— Port: Enter the TCP port that web server is listening.

— Web server installation location: Provide the location where the IBM HTTP Server was

installed.
— Service name: Inform the name of the IBM HTTP Server services on Windows.
— Plug-in installation location: Provide the location where the Plug-in was installed.
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— Application mapping to the web server: Select All to support the application mapping
on WebSphere.

— Administration Server Port: Enter the TCP port for the Administration process.

— Username: Enter the name of the Administration user that you have defined during the
IBM HTTP Server installation.

— Password: Enter the password defined.
— Confirm Password: Confirm the password.
— Use SSL: Do not check the SSL.

Create new Web server definition =

Use this page to create a new Web server,

Enter the properties for the new Web server

Enter the Web server properties,

# Part

mpla * Web server installation location
|C:\Program Files\ IBMVHT TP Server |

=» Step 3: Enter the
properties for the # Service name
new Web server [1BMHTTREE a7 0 |

4 firmn # Plug-in installation lacation
t [c:vPragram Files\IBMAHTTPSarverPlugins |

Application mapping to the Web server
All -

Enter the IBM Administration Server properties,

# Adrmninistration Server Port
so0g

# Username
wasadmin

# Paszword

* Confirmn password

Use 55L

| Previous | |Cance| |

10. Review the summary and click finish if the information provided is correct to complete the
configuration process.

Create new Web server definition =

Usze thiz page to create a new Web server,

Confirm new Web server

The following iz a surmnmary of your selections. Click the Finish button to cornplete the Web
serder creation, If there are settings vou wizh to change, cick on Previous button to review the
server setkings,

Surnrmary of actions:

Mew Web server entry "con-ihs01"

will be created on node "con-ihs01"
Platformn Type "windows"

Wweb server installation

root "CihProgram
Filez\IEM\HT TP Sarver"

Plug-in installation roct "c:\Program Iz‘

Step 4 Confirm
new Web server

| Prewvious | |Finish| | Cancel |

11. Confirm that you have the web server listed on the console and click Save.
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wWeb servars wE

E Messages
[ new server is created succassfully,

a8 Maodify variables, resources, and other server configuration settings, such as message broker
queue names before running the newly created server,

&Changes have bean rmade to vour local canfiguration, Wou can:
® Save directly to the master configuration.
® Review changes before saving or discarding,
An option to synchronize the configuration across multiple nodes after zaving can be enabled
in Preferences,

M The server rnay need to be restarted for these changes to take effect

Web servers
Usze thiz page to view a list of the installed Web zervers,

Preferences

| Templates.., |

ek [4
el
Select| Mame 2 _ Web zerver Type 3 _ Mode 3 _ Host Mame X _ Version 3 _ | Status g_

“fou can adrinister the following resources:

con-ihs01 IBEM HTTF Server con-ihs01 con- Mot
= ihz01.itso.ibrm.com applicable

Total 1

Run this procedure for each additional web server on your environment.

You can now manage your IBM HTTP Server from the ISC.

6.10 Post installation environment configuration

After product installation, you can configure the IBM Connections environment. The
configuration tasks including the following:

Configuring IBM HTTP Server

Setting the single sign-on domain for future integration

Secure Sockets Layer encryption

Setting the Java Virtual Machine heap size

Creating additional administrator with the WebSphere Integrate Console Solution
Configuring Cognos Business Intelligence

vVvyYvyvyYYyvyy

6.10.1 Configuring IBM HTTP Server

This section provides information about configuring HTTPS (HTTP protocol over SSL),
mapping applications module to be used on web server, and redirecting your web server to
IBM Connections applications.

Enabling SSL

In our example, we use self-sign certificate to enabling SSL. With SSL enabled, all the
communications are encrypted and the connections between the client browsers and the web
server are secured.

To enabling SSL on the IBM HTTP server, you must use the key management utility, iKeyman,
to create a key for securing your network communication. This key is installed on IBM HTTP
Server configuration file.
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Note: For more information about enabling SSL on the IBM HTTP server, see WebSphere
Application Server Information Center
(http://pic.dhe.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=%2Fcom.ibm.websp
here.ihs.doc%2Finfo%2Fihs%2Fihs%2Fwelc_ikeymangui.html).

Creating SSL key
Complete the following steps:

1. From the IBM HTTP Server installation directory, run CAIBM\HTTPServer\bin\ikeyman to
open the key management utility.

IBM Key Management !E E
Key Database File Create View Help
=ERE ]
Key database information
DB-Type:
File Name:
Token Label:
Key database content
Personal Certificates | - | | Receive... |
| Delete |
| Wiew Edit... |
| Import... |
| Recreate Reqguest... |
| Hew Self-Signed... |
| Extract Certificate... |
rru start, please select the Key Database File menu to work with a key database...

2. From the menu bar, select Key Database File — New. Select CMS for Key database type.
Enter a name for the the key file on File Name (connections.kdb) and the path on the
Location (C:\Program Files\IBM\HTTPServer\conf).

@IBM Key Management !IEI m
Hey Database File Create Yiew Help
=[]
|_| | et
Key database information
DB-Type:
File Name:
Token ! ahal-
Key database type  |CMS = [
Persol
File Name: |connect|0ns.kdb | Browse... C
Location: [caProgram FilesuBMHTTPServencont | -—|
I OK | | Cancel J
Import... |
Recreate Request...

| Hew Self-Signed...

Extract Certificate...

L

I‘I’n start, please select the Hey Database File menu to work with a key database...
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3. On the password prompt, define and confirm a password. Check Stash password to a
file.

EIBM Key Management !E
Hey Database File Create Wiew Help

(e | & |3

Key database information

DB-Type:
File Hame:
Token Label:
Password: |.o.ooooo. |
Confirm Password: |-nnnn |
Personal Certificates Receive... |
[ ] Expiration time Days
Delete |
Stash password to a file
ViewEdit... |
[ ok || meset || cancer | S |
‘ Recreate Request... |
| Hew Self-Signed... |
‘ Extract Certificate... |

hhe requested action has successfully completed!

4. From menu bar, select Create — New — Self- Sign Certificate and fill the following
options:

— Key Label: Define a label to identify your certificate on the key file, for example,
connections.

— Version: Define the SSL version to X509 V3.
— Key Size: Set the size to 2048.
— Signature Algorithm: Define the signature to SHA1WithRSA.

— Common Name: Define the full qualified domain name (FQDN) that you choose to
access your IBM Connections, for example, connections.itso.ibm.com.

— Organization Name: Define the organization name, for example, IBM.

— Organization: Define your unit, for example, ITSO.

— Country or region: Select your country, for example, US.

— Validity period: Set the days that the certificate is valid, for example, 3650 days.
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IBM Key Management - [C:Program Files', IBM\HTTPServer' confconnections.kdb]

Key Datab File Cr—ru —
B @Ereate New Self-Signed Certificate E3
O | |

Please provide the following:

Key Label [connections |
DB-Type: i

Version H500V3 =
File Hame: Iox]
Token Label: neylze

Sigature agortom

P Common Hame (optional) |c0nnect|ons.ltsu.lbm.com | E‘
Organization {optional) IBM |
Organizational Unit {optional) TS0 | Delele

ViewEdit...
State/Province (optional)
Exportimport...

Zipcode {optional)
Country or region  {pptional) EE create Request...
Validity Period 3660 Days Rename

| ok || Reset || Cancel | ract Certificate...

]'T he requested action has successfully completed!

Locality {optionaly |

5. You have created an SSL key add to your IBM HTTP Server configuration file to secure
your connection.

IEIBM Key Management - [C:Program Files' IBM\HTTPServer',conf, connections.kdb]
Key Database File Create View Help

N 3 $REA

Key database information

DE-Type: CGhMS

File Name: CAPragram FilesiBMHTTP Servenconficonnections kih

Token Label:

Key database content

Personal Certificates | - ‘ ‘ Receve... |

* connections ‘ Delete |
‘ ViewEdit... |
‘ Exportimport... |
‘ Recreate Request... |
‘ Rename |
‘ Extract Certificate... |

]The requested action has successfully completed!
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Enabling HTTPS

1. On the WebSphere console, click Servers on the left menu and expand Server Types.
Click Web servers and choose the server that you want to configure. In our example, it is

con-ihs01.
‘ Viewr: All tasks - | ———— —
Guided Activities Wb s
Si:;;:ii:sm view a list of the installed Web servers
e | B e i) B Bl
=z
Web server Type Hode & Host Name & Version & _ | Status &)
— e applicable
B Services
2. On Additional Properties, click Configuration File to edit the IBM HTTP Server
configuration file.
Web servers wE

Web servers = con-ihs1
Use this page o corfigure a Web server that provides HTTP and HTTPS suppart to application servers.

Runtime | Configuration

General Properties

CDnﬁ'gul’aﬁon settings

web server narme

[con-ihs0i web Server Virtual Hosts
dlobal Directives
Type
IEM HTTP Server - Additional Properties
# Port Log file
=0

# web server installation location

[&:/Pragram Files/1BM/HTTPServer

# Configuration file name
[$1WEB_INSTALL ROOTH conffhttpd,cad | Edit

Configuration File
Plug-in properties

Remote Wab server management

Custom properties
Parts

# Service name

TBMHTTESeruer?. 0
Apply | [oK] [Reset |

Cancel

3. Add the following lines before "LoadModule was_app22_module..." at the end of the file,

and click OK.

LoadModule ibm_ss1 module modules/mod_ibm ss1.so

<IfModule mod_ibm ss1.c>
Listen 0.0.0.0:443
<VirtualHost *:443>
ServerName server_name
SSLEnabTe

</VirtualHost>

</IfModule>

SSLDisable

Keyfile "path_to_key file"
SSLStashFile "path_to_stash_file"

where

— server_name: Host name of the IBM HTTP Server, for example, con-ihs01
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— veyfileThe path and the SSL key file that you create using the iKeyman utility, for
example, C\IBM\HTTPServer\conficonnections.kdb

— SSLStashFileThe path and the stash file that you associate the stash using the
iKeyman utility, for example, C\IBM\HTTPServer\conficonnections.sth

Configuration file

#
£ =
LoadModule ibrm_ssl_rmodule modules/mod_ibrm_ssl. 5o

<IfModule mod_ibm_ssl c=
Listen 0,0,0,0:4432

<VirualHost *1443=
ServerMame con-ihs01

SSLEnable
</WirkualHost>

=/ IfModule=
S5LDizable

keyfile "C\Prograrm Files\IBM\HTTPSarvet conficonnections, kdb"”
S5L5tashFile "CiZProgram Files\IBM\HTTPServer conficonnections, sth"

LoadModule was_ap22_rnodule "Ci\Pragram

Files\IBM\HTTPServer Pluginsibin\32bits\rnod_was_ap22 hittp. dil"
webSpherePluginConfig "C:\Program Files\IBM\HTTPServertPlugins,confighcon-ihso1
plugin-cfg, =ml"

4. Click Save to save the configuration.

EH Meszages

&Changes have been made to your local configuration. You can:
® Save directly to the rnaster configuration.
® FReview changes before zaving ar discarding.
An option to synchronize the configuration acrossz multiple nodes after saving can be enabled in Preferences.

MThe server rmay need to be restarted for these changes to take effect

5. After finishing the configuration, you must restart the web server. Select the web server
(con-ihs01) that you edited and click Stop. Check if the server is down and then click
Start to start the web server.

Vab servers wE

Web servers
Use this page to view 3 list of the installed Web servers.

Preferences

Generste Plug-in | Propagate Plug=in | Mew| Delete || Templates., | Start| step
] [

Select Mame 2 _ Web server Type 2 Hode 22 _ Host Mame 2 _ Version ¢ _ | Status ()]

You can administar the following resources:

7 con-ihs01 IBM HTTP Seruver con-ihs01 con-ihs01.itso. ibm. com Mot
=5 applicable
con-ihs02 IBM HTTP Server con-ihz02 con-ihs02.itso.ibr, cormn Mot
applicable
Total 2

6. Access the web server using https from a web browser, in our example,
https://con-ihs0l.itso.ibm.com/ Because we use a self signed certificate, a warning is
displayed informing you that the certificate is not trusted by a Certificate Authority (CA).
Click Continue to this website (not recommended),
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https://con-ihs01.itso.ibm.com/

& Certificate Error: Mavigation Blocked - Windows Internet Explorer

@'\‘:j = |g https:/fcan-ihs L/

‘fj Fawvorites @ Certificate Error: Navigation Blocked

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address,

Security certificate problems may indicate an atternpt to fool vou or intercept any data vou send to the
server,

We recommend that you close this webpage and do not continue to this wehsite.
@ Click here to close this webpage,

@' Caontinue to this website (not recommended).

® tdaore information

This concludes the SSL configuration on IBM HTTP Server. The network connection
security between your browser and the web server is enabled.

Verifying module mappings

You must configure the web address that IBM HTTP Server uses to access IBM Connections

applications. Follow the steps below to configure IBM HTTP Server:

1. Log into the WebSphere Application Server Console using administration user, expand

Applications on the left menu, expand Applications Type and select WebSphere
enterprise applications. Select an application, for example, Activities.

‘ view: all tasks - ‘

Entarprise Applications

Use this page to manage installed applications, 4 single application can be deployed onto multiple servers.

Praferances
Start || Stop || Tnstall || Uninstall || Update || RolloutUpdate || Remove File || Esport || EwportDDL || EwportFile |
)

Salect | Name Application status &)

You can administer the following resources:

| acimes >
B |eeas Y
[ | coanos Y

2. On Modules area, select Manage Modules.

Enterprise Applications

Enterprise Applications > Activities

Use this page to configure an enterprise application, Click the links to access pages for further configuring of the application or its maodules,

Corfiguration | | Runtime
General Properties Modules
N
# Name Manane Modules
[activities |

Web Module Properties

Application reference validation

Issue warnings E” Session rmanagement
Context Root For Web Modules
DEtail Broparkiss Initialize parameters for serulsts

7=

3. Verify each cluster that your applications is assigned on the Server column, for example,

WebSphere:cell=con-dmgrCell01,cluster=ActivitiesCluster

4. On Clusters and servers, select the corresponding cluster

(WebSphere:cell=con-dmgrCell01,cluster=ActivitiesCluster) that is responsible for the

application that you are configuring (Activities) and the web servers
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(WebSphere:cell=con-dmgrCell01,node=con-ihs02,server=con-ihs02
WebSphere:cell=con-dmgrCell01,node=con-ihs01,server=con-ihs0).

Using Ctrl key on your keyboard, select all modules as shown in the following figure. Click
Apply.

Enterprise Applications = Activiies = Manage Modules

Manage Modules
Specify targets such as application servers or clusters of application servers where you want to install the modules that are
contained in your application. Modules can be installed on the zame application server or dispersed among several application

servers, Also, specify the Web servers as targets that serve as routers for requests to this application. The plug-in configuratian file
[plugin-cfg.xml) for each Web zerver iz generated, based on the applications that are routed through,

Clusters and servers:

webSphere: cell=con-dmgrCell0l,cluster=Profiles Cluster
webSphere: cell=con-dmgrCell0l,cluster=SearchCluster
weabSphera: cell=con-dmagrCell0l,cluster=Comrnunities Clustar
webSphere: cell=con-dmagrCell0l,cluster=ModerationCluster

webSphere: cell=con-drmarCell0l,cluster=Metricz Clustar
websphereice on-drmgrCell0lcluster=wikisCluster
rgrsell0l,cluster=MabilaCluster

Apply

Remaouve | Update | Remaouve File | Expart File |
Select| Module URI Ml Server
Type

2 e T EJE WwebSphere:cell=con-
EventPublisher le events. publish.jar, META-INF/ ejb-jar xml Module | drmgrCellod, dlustar=Activitie s Clustar

e lconn scheduler, ejb.jar,META-INFf ejb- EJB WebSphere:cell=con-

; e : e

jar.xrl Module | drmigrCell0l, duster=Activities Cluster

Platformn Command platformCornmand. consumer.jar, META- EJB WebSphera: call=con-
Consurner INFYejb-jar. =ml Madule | drmarCell0d, cluster=Adivities Cluster

FollowingEJB lc.following. ejb.jar, META-INF/ ejb-jar. xml =13 WielsElnoicsEc ] Saan-

Module drngrCell0l, cluster=Activities Cluster

Weab WebsSphera:call=con-
Module | dmgrcell0l, cduster=Activities Cluster

Activities Web I oawebuiwar, WEB-INFfweb,xml

Wb WebSphera: call=con-

il 3 : ) : ' o .
| Duickr Docurnent Picker | gkr.docpicker.war, WEB-INF/web.xml Module | drgrCellod,cluster=ActivitiesCluster

QK Cancel

5. Verify if all modules are configured with both servers that you have selected on the
previous step and click OK.

Remoue | Update | Remove File | Export File ‘

Select Module URI Lol Server
Type
webSphera:cell=con-dmarcCell0l,node=con-
ih=0Z,server=con-ihs02
ElB webSphere:cell=con-dmgrCell0l,node=con-
Madule ihz01,server=con-ihz01
webSphere:cell=con-
drngrCelldl, duster=Activities Cluster

EventPublisher le.events, publish.jar, META-INFf ejb-jar. xml

WebSphere:cell=con-dmgrcellol,node=con-
ihs02,sermer=con-ihs02
3 WebSpheraicell=con-dmgrcellol,node=con-
Madule ihs01,servar=can-ihs01
WebSphera: call=can-
drngrCellDl, cluster=AdtivitiesCluster

= leonn.scheduler. eib lcann. schaduler. ejb.jar, META-INF/ ajb-jar. =ml

wahSphere: cell=can-drmgrCallll,node=con-
ihs02,server=con-ihs02

Il Platform Commmand platformCornrmand, consumerjar, META-INF ejb- | EJB webSphera:cell=con-drmarcell0l,node=con-

L Consurmer jar.xml Maodule ihs01,server=con-ihs01
webSphere:cell=con-
dmarCelldl, duster=Activities Cluster

webSphera:cell=con-dmagrcellol,node=con-
ih=0Z,server=con-ihs02
Ele webSphereicell=con-dmgrCelldl,node=con-
Madule ihz01,server=con-ihz01
webSphere:cell=con-
drngrCelldl, duster=Activities Cluster

) FollowingElR lefollawing, ejb.jar, META-INF/ ejb-jar. xml

webSphere:cell=con-dmgrCelldl,node=con-
ihs02,server=con-ihs02
= e 1 ] Web WebSphere: cell=con-drmgrCellol,node=con-
A tilitia chweb il oausbllwarMERSIEveb b Module ihe01,server=con-ihs01
wehSphere:call=can-
drarCell0l, cluster=Adivities Cluster

wehSphere: call=can-drgrcellnl, node=con-

ihs02,server=con-ihs02

=l . : . Web webSphera:cell=con-drmarcelldl,node=con-
£ Quickr Document Picker . wwar, R . e "
uickr Docurnent Picker qkr docpicker. war, WEB-INF/web, xml Module S

WebSphere: cell=con-
drngrell0l, clusker=Adivities Cluster
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6. Save the configuration

E Mezzages

@-Changes have been rnade to your local configuration, ¥ou can:

® Soue directly to the master configuration,

® Pouview changes before zaving or discarding.
An option ta synchronize the configuration across multiple nodes after saving can be enabled in

Preferences.

M The server rmay need ta be restarted for theze changes to take effect.

Repeat step 1 to step 6 for all IBM Connections applications:

— Activities
— Blogs

— Common

— Communities
— Dogear

— Files

— Forum

— Help

— Homepage

— Metrics

— Mobile

— Mobile Administration
— Moderation

— News
— Profiles
— Search

— WebSphereOauth20SP
— WidgetContainer
— Wikis

On the left menu, expand Servers and Server Types, and select Web Servers.

view: All tasks - ‘

Welcome
Guided Activities
E Servers
New seruar
Bl Server Types
WebSphere application servers
WebSphars proxy servers
Generic servers
Wersion 5 JMS servers
WebSphere MQ servers
Web servers
Clusters
DataPower
Core Groups

Applications

m

[Vieb servers

wieb servers
Use this page to view 2 list of the installad web servers,

Freferences

Generate Plug-in_| | Propagate Plug-in_|[ New

Delete |[ Templates...

stare || Srop |[ Terminare

ool

o
Select Harme & Web server Type & _
ou can administer the following resources:

[ | cen-ihsoi 18M HTTP Server

[ | cendihsoz 1BM HTTP Server

Total 2

Wode & _

con-ihs01

con-ihs02

Hast Marne & Version

con-ihsO1.itsonibrm, corn Mot
applicable

con-ihs02.itsonibrm. corn Mot
applicable

Status ()

Restart the web servers.

9. Check the web servers listed and click Generate Plug-in then Propagate Plug-in.
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Web servers wE

Web servers
Use this page to view a list of the installed Web servers,

Preferences
Generate Plug-in | Propagate Plug-in | Mew | Delete | Templates... | Start Stop Terminate

EllEE

& web server Type 2 _ Mode 3 _ Host Marme X _ Wersion 3 _ | Status Q

Select| Mame
“fou can adrinister the following resources:

[#] con-ihs01 IBM HTTP Server con-ihs01 con-ihs01.itso.ibrm.corn Mot
= applicable

& con-ihs0Z IEM HTTF Server can-ihs02 con-ihs02.itsa.ibrm.corm

Mot
applicable
Total 2

10. From WebSphere Application Server console, stop all application servers.

11. On the Deployment Manager host server, edit LotusConnections-config.xmlto update the

URL for each application. For example: change
http://con-dmgr.itso.ibm.com:<port>

to

http://connections.itso.ibm.com/

To secure connection, change
https://con-dmgr.itso.ibm.com:<port>

to

https://connections.itso.ibm.com/

Change

<sloc:href>
<sloc:hrefPathPrefix>/activities</sloc:hrefPathPrefix>
<sloc:static href="http://con-dmgr.itso.ibm.com:9083" ss1_href="https://con-dmgr.itso.ibm.com:9446"/>
<sloc:interService href="https://con-dmgr.itso.ibm.com:9446"/>
</sloc:href>

to

<sloc:href>
<sloc:hrefPathPrefix>/activities</sloc:hrefPathPrefix>
<sloc:static href="http://connections.itso.ibm.com" ss1_href="https://connections.itso.ibm.com"/>
<sloc:interService href="https://connections.itso.ibm.com"/>
</sloc:href>

On Linux systems the configuration file directory is:

/opt/1BM/WebSphere/AppServer/profiles//config/cells//LotusConnections-config/Lo
tusConnections-config.xml.

12. On WebSphere Application Server console, expand System administration and click

Node. Select the application server nodes responsible for IBM Connections (con-app01 e
con-app02) and click Full Resynchronize.
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Wiew: All tarks - |

| 7=
[ Guided Activities Nodes
B Servers Use this page to manage nodes in the appli i A node ds to a physical computer systern with a distinct
1P host addrass. Tha following table lists the managed and unmanaged nodes in this call. Tha first node is tha daploymant managar.
B Applications Add nev nodes to the cell and to this list by dicking Add Node.
B services @ Preferences
B Resources Add Nods || Removs Mode || Force Delets || Synchronize || Full Resynchronize | Stop
EF: dd 4 h | b |
B Security oo =2
[ Environmant
. g Salact Namae 2 Host Nama 2 Version 2 Discovery Protocol 4 Status &)
B System administration =
- *¥ou can administer the following resourcas:
A i 7] | son-app0iNods0l con-appll ND 7.0.0.21 TR =
eployment manag =
: 7] | son-apo02Nodanl con-app0Z ND 7.0.0.21 TCR (=2
o
tod n-dmgrCallManagaerdl con-dmagr ND 7.0.0.21 TR &
son-ihs0l con-ihs01, kse.ibem. corn Het applicatle TR
con-ihs0z con-Ihs0Z. itz0.lbm.com Not applicable Tew
lo2uld-yTHodeD] loZwid-u7 ND 7.0.0.21 TP L=

B Users and Groups
[ Monktoring and Tuning Total 6

mT

13. On left menu, expand Serves and Clusters, click WebSphere application server
clusters and restart all applications clusters by clicking Stop then Start.

WiebSphere application server clusters wE

WebSphere application server clusters

Use this page to change the configuration settings for a cluster, A server duster consists of a group of application servers, If one of the member servers fails,
requests will be routed to other members of the cluster, Learn mare sbout this task in = guided activity, A guided activity provides a list of task steps and more
general information about the topic.

Preferences
Hew Delete || Start | Stop Ripplestart || ImmediateStop
|
& &

Select |Marne 2 status ()

You can administer the following resourcas:

ActivitiesCluster Y
BlogsCluster EY
CommunitiesCluster 3
DogearCluster >
FilesCluster 3
Forumcluster 3
HomepageClustar >
MatricsCluster >
MabileCluster &
MaderationCluster >
HewsCluster >
ErofilesCluster Y
Searchluster FY
WikisCluster 3
Total 14

Upon complete these steps, your environment is ready for users using the URL that you
defined. On our lab environment, it is http://connections.itso.ibm.com/homepage/ and , for
secure connections, https://connections.itso.ibm.com.

Homepage redirection

IBM Connections creates its own application context to be accessed (/homepage, /blogs,
/news, and so on). You can configure IBM HTTP Server to redirect users to IBM Connections
applications. For example, a user visiting http://connections.itso.ibm.com can be
redirected to http://connections.itso.ibm.com’homepage. Follow these steps to set up this
redirecting:

1. On Web server hosts (con-ihs01.itso.ibm.com and con-ihs02.itso.ibm.com), edit hitpd.conf
on C:\Program Files\ BM\HTTPServer\conf directory.
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5.
6.

Uncomment the following line if it is commented out:

LoadModule rewrite _module modules/mod_rewrite.so

Add a rewrite rule for HTTP:

RewriteEngine on
RewriteRule ~/$ http://<host_name>/<feature> [R,L]

host_name: is the URL that you defined to access IBM Connections, entered the Full
Qualified Domain Name (FQDN).

feature: is the IBM Connections application that could be (Homepage, News, Blogs, etc)
On our lab the rewrite rule is defined as:

RewriteEngine on
RewriteRule ~/$ http://connections.itso.ibm.com/homepage [R,L]

. Add a rule for HTTPS placed within the SSL VirtualHost section, defined in Enabling

HTTPS.

Note: The rule is almost the same added previously, except by the use of https (HTTP
over SSL) instead of http.

RewriteEngine on
RewriteRule ~/$ https://connections.itso.ibm.com/homepage [R,L]

Save and close file.
Restart the IBM HTTP Server

Now you can access your environment by typing the URL and you are automatically redirect
to the IBM Connections application.

6.10.2 Setting the single sign-on domain for future integration

138

Single sign-on (SSO) on IBM Connections is enabled during the installation process.
However, it is necessary to review the information configured on WebSphere Application
Server. Follow the steps below to complete the review:

1.

2.

Log in to the WebSphere Application Server Integrated Solutions Console on the
Deployment Manager.

On the left menu, expand Security and click Global security. On Authentication area,
expand Web and SIP security and click Single sign-on (SSO).
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Global security v E

Global security
Use this panel to configure administration and the default application security policy, This security configuration applies to the security

policy far all adrministrative functions and is uszed as 2 defaulk security palicy for uzer applications. Security dornains can be defined to
override and custormnize the security policies for user applications,

Security Configuration Wizard | Security Configuration Report
Administrative security Authentication
Enable adrninistrative security Administrative user roles Authertication mechanizms and expiration
Administrative qroup roles @ LTpa

Administrative authentication Kerberos and LTRA

Kerberos configuration

Application security Authentication cache settings

Enable application security g “eb and SIP security

General zettings
Java 2 security Single sign-on (S5
SPMEGC Web authentication
D Use Java 2 security to restrick application access to local resources
Trust association
Warn if applications are granted custom permissions

SIP digest authentication
Restrict access to resource authentication data RMI/IIOP security
Java Authentication and Autharization Service
User account repository
: D Use realm-qualified user names
Current realm definition

Federated reposzitaries

Available realm definitions
| Federated repositaries

Security domains
Ell Configure.., Set as current

Euternal authorization providers

Custom properties

Apply Reset

3. Enter a value for the SSO Domain name.

On Domain name, enter the domain that you are using, for example, itso.ibm.com

Global security > Single sign-on (550)
Specifies the configuration values for single sign-on.

General Properties

Enabled

I:‘ F.equires S5L

Domain name
||.itso.ibm.corn

Interoperability Mode

web inbound security attribute propagation

Apply 51,4 Resat Cancel

4. Click Apply and then click Save.

[= Messages

&Changes have been made to your local configuration, You can:

® Save directly to the master configuration.

® Fcoview changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences,

B The server may need to be restarted for these changes to take effect.
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5. Perform a full synchronization of all the nodes.

You have enabled your SSO configuration on your IBM Connections environment.

6.10.3 Secure Sockets Layer encryption

IBM Connections uses the WebSphere Application Server to manage the certificates secure
sockets layer (SSL). Here are the steps to manage the certificates on your IBM Connections
environment.

1. Log in to the WebSphere Application Server Integrated Solutions Console as administrator
on the Deployment Manager.

2. On the left menu, expand Security and click SSL certificate and key management.
3. On related items, click key store and certificates.

View: Al tasks - I T -

Welcome

[ Guided Activities $5Lcertificate and key management
& Servers

B Applications
SSL configurations

B Services
The Secure Sockets Layer (SSL) protocol provides secure communications between remote server  Related Items
[ Resources processes or endpaints. SSL security can be used for establishing communications inbound to
and outbound from an endpoint. To establish secure communications, a certificate and an SSL 5L configurations
B Security configuration must be specified for the endpoint.
Dynamic sutbound
Gl In pravious varsions of this product, it was nacassary to manually configurs aach endpaint for andpoint 5L
s Secure Sockets Layer (SSL). In this version, you can define a single configuration for the entire
spplication-serving environment. This capability enables you to centrally manage secure ey stores an
5 communisations, In addition, trust zones san be established in multiple nede envirenmants by dater
s overriding the default, call-level SSL configuration.
s . " Kay sots
If you have migrated a secured environment to this version using the migration utilities, the old
B Secure Sockets Layer ($5L) configurations are restored for the various endpeints. Howavar, it is Esy set groyps
JAX-WS and JAX-RPC security runtime necessary for you to re-configure SSL to take advantage of the centralized management Kay mansaers.

capability.

B Environment Configuration settings

[ System administration Manage endpoint secyrity

B Users and Groups Manage certificate expiration
Monitoring and Tunin
8 i & Use the United States Federal Information Processing Standard (FIPS) algorithms, Note:
B Troubleshesting This option requires the TLS handshake protacol, which some browsers do not enable by

default

[ Service integration

B uboI [¥] Dynamically update the run time vhen SSL configuration changes occur

4. Select CellDefaultTrustStore.

551 certificate and key management > Key stores and certificates

Defines keystare types, including cryptagraphy, RACF(R]), CMS, Java(TM), and all truststare types,

Keystore uzages

| S50 keystores E”

Preferences
Mew | Deletel Change password... | Exchange signers...
ElelcElE

Select| Marme &

Dezcription 7t Managerent Scape Ot Path o

“ou can administer the following resources:

] CellDefaultkeyStore

D NodeDefaultKeyStore

= CellbefaultTrustStare

Default key stare far
con-dmgrCellol

Default trust store for
con-dmgrCell0l

Default key store for
con-appliNodedl

[cell)ican-dmgrCellol

[eell)ican-drgrcellol

[cell)ican-dmgrcellol:
[node):icon-appl0iNadenl

$ICONFIE_ROOT  cells
feon-drngrCell0lskey, pl2

${CONFIG_ROOT} calls
feon-drmgrCell0lftrust,pl2

${CONFIG_ROOTH cells
feon-dmgrCell0ifnodes
from-app0ilode0l/key.pl2

5. On Additional Properties, click Signer certificates.
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551 certificate and key management > Key stores and certificates > CellDefaultTrustStore

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types,

General Properties

Additional Properties
Marne

Signer certificates
|Ce||Defau|tTrustSto re

Personal certificates

Description Personal certificate requests
|Defau|t trust stare for con-drgrCell0l

Custorn properties

Managerent scope

|(ce|l):c0n-dmnge|IDl

Path
|${CONFIG_ROOT}.I"ce||s.l"con-dmngeIIletrust.p12

# Password

Tupe

[presiz =]

Remotely managed

6. Click Retrieve from port to get the certificate straight from the server provider.

551 certificate and key management wiE

551 certificate and key management > Key stores and certificates > CellDefaultTrustStore > Signer certificates
Manages signer certificates in key stores.

Preferances

Add | Delete | Extract | Retrieve from port
k] 4
e
Select| Alias Issued to Fingerprint [SHA Digest) 3 Expiration

“au can adrninister the following rezourcas:

] datapower | OU=Root CA, O="DataPower | AS:BAAHIBSIBCI 261 2F: 50 2A0 8093 CABAIF4:31:05:F2:54:14:17 | Valid fram

Technology, Inc”, C=US Jun 11, 2003
to Jun &,
2023,

D default CM=con-app0l, OU=Root EAFEI66F3I0E:DS:146:51: 7503105 BCi184:39:60:4C:00: 5C 145144 | Walid from
Certificate, OU=con- Ok 7, 2012
appOiNode0icell, ©U=con- to Oct 4,
app0iNodedl, O=IEM, C=US 2027,

D default 1 CH=con-app0l, OU=Root 429 P4 FOFA 2T i DAAD 97 181147 10F: 5616 7:18: 36: 74001810 | Walid from
Cettificate, OU=con- Oct 7, 2012
appO0iMode0icell, OU=con- to Oct 4,
app01lMode0l, O=IBM, C=US 2027,

7. On General Properties, provide the following information:

Host: Enter the host information that you want to get the SSL certificate. For example
connections.itso.ibom.com

Port: Enter the SSL port, for example 443 for HTTPS, 636 for LDAPS
SSL Configuration for outbound connection: Select CellDefaultSSLSettings

Alias: Define a name do identify the certificate that you are importin, for exmple,
Connections.

Click Retrieve signer information, and check if the information provided referrers to the
right certificate and click OK.
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55L certificate and key management ?

551 certificate and key t > Key stores and certificates > CellDefaultTrustStore > Signer certificates > Retrieve from port

Makes a test connection to a Secure Sockets Layer (S5L) port and retrieves the signer from the server during the handshake,

General Properties

# Haost
|c0nnecti0ns.itso.ibm.com

% Part
[443

S5L configuration for outbound connection
[ cellpsfaultssissttings [« ]

# Alias
|C0nnecti0ns

Retrieve signer infarmation

Retrieved signer information
Serial number
[1352894123 |

Izzued to

|CN=c0nnections.itso.ibm.com, O=IEM Connedions 4 Redbaok |

Issued by

|CN=c0nnecti0ns.itso.ibm.com, ©O=IBM Connections 4 Redbook |

Fingerprint [SHA digest)
|28:94:ED:28:93:8?:A5:44:1F:2F:?2:14:?6:DD:6E:DA:55:1E:FB:05 |

Walidity period
[Mow 14, 2013 |

Apply | [s1:4 Reset Cancel |

8. Verify if the certificate that you have imported are on the list and click Save.

55L certificate and key management

EH Meszzages

&—Changes have been made to vour local configuration, vou can:

® Save directly to the master configuration,

® Review changes before saving or discarding,
An option to synchronize the configuration across rultiple nodes after saving can be enabled in
Preferences.

O The server may need to be restarted for these changes to take effect

55L certificate and key t > Key stores and certificates > CellDefaultTrustStore = Signer certificates

Manages signer certificates in key stores,

Preferancaes

Add | Crelete Extract Retrieve from port
Ble)
| select| Alias = Izzued to Fingerprint (SHA Digest) Expiration 3
| You can administer the following resources:
D connedions | CHN=connedions itsoibr.corn, | 28094 ED1 221931871 A5 441 1R 272114 761006 E: DA SS1EFR0S | Valid fram
@=IBM Connections 4 Mov 14, 2012
Redbook to Mow 14,
2013,
D datapower | OU=Root CA, O="DataPower |ASBAIAG:IBS:IBCIZE:2FSD2A:80:93: CAIBAIF4:31:05:F2:54:14:17 | Valid from
Technology, Inc ", C=US Jun 11, 2003
to Jun &,
2023,
D default CM=con-app0l, OU=Root EAFEIG6: T3 0E:D5:46:51:75:03:105:BCi84:39:160:4C:00:5C:45: 44 | Walid fram
Cettificate, OU=con- Oct 7, 2012
app0iModeniCell, CU=con- to Oct 4,
app0lMode0l, O=IBM, C=US 2027,
D default 1 CM=can-app0l, OU=Root 44129 F4: 70:FAI27:DAIAD 197181147 1 0F156:67:18:36:74:00:18:10 | Valid from
Certificate, OU=con- Oct 7, 2012
app0ilodeoicell, OU=con- to Ock 4,
app0lNade0l, O=IBM, C=US 2027,
(&l default 2 CM=can-app02, OU=Root F2:F7:5F:54:60:35:20:15:352:DE: 22:BA: 4B:52:14:0A: 3C:55:E8:06 | Valid from

Now your IBM Connections are able to accept the SSL communication between the servers.
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6.10.4 Setting the Java Virtual Machine heap size

Review the heap size on each Java Virtual Machine (JVM) server to avoid out-of-memory

errors on your environment. Ensure that the memory allocated does not exceed the physical

memory available on your server.

Follow the steps below to configure JVM size:

1. Log into the WebSphere Application Server Console, expand Server on the left menu.

Expand Server Type and select WebSphere applications server then select a JVM, for
example, ActivitiesCluster_serveri.

Integrated Solutions Console  Welcome domadmin
Wiew: All tasks -
Welcome

[ Guided Activities

B Sarvers
Haw servar

B Server Types
WebSphere application servers
WebSphere proxy servers
Generic servers
Wersion 5 JNS servars
WebSphere MQ servers
WWeb servers

@ Clusters

B DataPavar

B Core Groups

B Applications
@ Services

B Resources

Use this page to view 3 list of the
this paga to changa the status of a spacific application sarver.

Halp

Application servers

servers in your

B Praferences

and the status of each of these servers. You can also use

Logout

Mew|| Deleta | Templates.. | Start| Stop | Restart | Immedistestop || Terminate |
BDEP
Salact Nama % Noda & Host Nama o Varsion o Clustar Nama 2 Status €
You can administer tha following resourcas:
ActivitiesCluster servarl cone con-app0l HD 7.0.0.21 ActivitiesCluster >
ot 2ppOiNodeni
AdtivitiesClystar serverg con- con-app02 ND 7.0,0.21 ActivitiesCluster >
app02Hode0l
BlogsClustar sarvarl con- con-sppOL ND 7.0.0.21 elogsClustar +
app01Nadent
BlogsCluster serverZ con- con-app02 ND 7.0.0.21 BlogsCluster C
2pp02Hadenl

2. In the Server Infrastructure area, expand Java and Process Management and click

Process Definition.

Application servers

Application servers > ActivitiesCluster_server1

| sarver, An

I sarver is a server that provides services required to run enterprise applications.

Usa this page to configure an

Runtime Configuration

General Properties

Lontainer Settings

Mame
|activitiesCluster_server: ]

Node name
[con-appoiNodena ]

["] Run in developrment mode
[¥] parallel start

] start components as needed
Access to internal server classes

Allow -

Server-specific Application Settings
Classloader policy
Multiple =

Class loading mode
Classes loaded with parent class loader first

Capply | [oK] [ Reset| | Cancel

Session managernent
SIP Container Settings
‘Web Container Settings
Portlet Container Settings
EJB Container Settings

Container Services

L3 I I T I 2

Business Procass Services

Applications

Installed applications

Server messaging

Messaging engines
in: nging i nd tr:

h MO link inbound & "

SIB service

Server Infrastructure

B Java and Process Management
! 1 r
Process definition
Process execution

Monitoring po | igy
Adrinistration

Communications

3. In Additional Properties, select Java Virtual Machine.
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Application servers wE

Application servers > ActivitiesCluster serverl > Process definition

Use this page to configure a process definition, A process definition defines the cornmand line infarmation necessary fo start or initialize a process,

Configuration

General Properties Additional Properties

Executable name .
Java Wirtual Machine

Envitonment Entries
Executable srguments

D Process execution
Process Logs
Logging and tracing

Start command

4. Set the Minimum Heap Size and Maximum Heap Size to 2506 MB (recommended).

Note: Ensure that you are not allocating more memory than the physical capacity of the
system where the JVM is installed.

Application servers e

Application servers > ActivitiesCluster serverl > Process definition > Jawa Virtual Machine

Use this page to configure advanced Java(TM) virtual machine settings.

Configuration | Runtime

General Properties Additional Properties
Claszpath

Custorn properties

Boot Classpath

oD [

[7] verbose class loading
[F] verbese garbage collection

[C] verbose M1

Initial heap size
2506 MB

Maximum heap size
2506 ME

D Run HPraf

5. Click OK and then click Save.

E Meszages

&vvou have set the Initial heap size field to a value greater than 2 gigabytes, This is only valid on a &4 bit server,
ou can ignore this warning if the server will run in 64 bit mode; otherwise, the maximum value is 2045,

Moy have set the Maximurn heap size field to a value greater than 2 gigabytes, Thiz is anly valid on a 64 bit
server, You can ignore this warning if the server will run in 64 bit mode; otherwise, the maximum value is 2048,

&Changes have bean rnade to your lacal configuration. vou can:
& Save directly to the master configuration.
® FReview changes befare saving or discarding.
An option to synchronize the configuration across rmultiple nodes after saving can be enabled in Preferences.

M The server rmay need to be restarted for theze changes to take effect.

6. Restart the JVM selected.
7. Repeat these steps for any additional JVM in your environment.
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6.10.5 Creating additional administrator with the WebSphere Integrate

Console Solution

The Integrated Solutions console (ISC) allows you to add more users to use ISC and you can
also choose the rights that each users can have to access the ISC. Depending on the profile
assigned, the user can just monitor the environment, can only stop and start the JVM, or can
have full access using Administrator profile. Follow these steps to add more users on the ISC:

1. Log in to the WebSphere Application Server Integrated Solutions Console on the

Deployment Manager.

2. On the left menu expand Users and Groups. Select Administrative user roles and click

Add.

Integrated Sciutions Consale Welcome domadmin

Halp | Logost

View: All tasks -

B Guided Actiuities
B servers

@ Applications

B Services

@ Rasourcar

B sacurmy

& Envire

Syrtam adr

1B Users and

Administrative user reles

o roles to groups enables them to administer application
crizer run time must be notified when groups are added to or
r afta ed

group, Click Refrash ail ta notify the sdminist « the changes have been saved

Logout || dd... || Remove || Refresh all
&0

Selact User & Rola(s) &

Login Status
domadmin Primary administrative usar name Adive
Total 1

3. Select the Role on the list. Click Search and select the user or users (Abauer) that you to
add the profile and click the right arrow then click OK.

Administrative user roles

Administrative user roles > User

s

Use this page to add, update or to remove administrative roles to users. #Assigning administrative roles to users enables them to administer application servers
through the administrative console or through weadmin seipting.

# Role(s
Adrnin Security Manager -
ouiministearor 3 |
Auditor =
Corfigurator -

Search and Select Users

Decide how many results to display, snter = search string (use * for wildcard), and cick Search. Select users frorn the Ausilable list and add thern to the Mapped
to rale list, Users which have already been mapped to 2 role will not be returned in the search results.

Search strin:
* Search

Maximum results to display [20

Available
ABerzat
ABlanks
#gingh
BHeinz
Blordan
BRannay
caarfield
CMilan
DMizawa
DMishkey &

»

[T

select all | | Deselect Al |

Mapped to role

select All | | Deselactal |

QK Reset Cancel

Check if the user or users and roles that you selected are correct and click Save.
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Administrative user roles.

El Meszages
These changes are effective immedistely after saving and synchronizing the changes with the nodes.

&y changes have been made ta your local configuration. You can:

® Save directly to the master configuration.
® Review changes before saving or discarding,
An option to synchronize the configuration across multiple nodes sfter saving can be enabled in Preferences,
Administrative user roles
Use thiz page to add, update or to rermouve administrative roles to groups. Assigning administrative rales to groups enables therm to administer application
servers through the administrative console or through wsadmin scripting, The administrative authorizer run time must be notified when groups are added ta or
rernoved frorn an adrninistrative user group. Click Refresh all to notify the administrative suthorizer after the changes have been saved and synchronized.
Logout || Add.. || Remove Refresh sl
T
(]
Select| User 2 Role(s) & Login Status 2
ABauar Administratar Mot Active

dornadmin Primary adrinistrative user name Active

Total 2

5. Log off from the ISC and try to log in using the users that you have added.

You have added more users with certain rights to access the ISC.

Note: For more information about the roles you can visit the WebSphere Application
Server Information Center
(http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/index.jsp)

6.10.6 Configuring Cognos Business Intelligence
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By default, IBM Cognos Business Intelligence (Bl) server uses database for authentication.
To work with IBM Connections, Cognos Bl server must use the same LDAP server as IBM
Connections server.

The configuration steps for Cognos Bl server are as follows:

1. Apply fix packs to update the Cognos Business Intelligence.

Configuring LDAP for Cognos BI Server

Grant access to global metrics role and Community metrics role

Configuring job scheduler for Cognos Bl Transformer on windows

o > 0 DN

Configure IBM HTTP Server for Cognos Applications.

In this section, we demonstrate configuration steps of Cognos Business Intelligence on a
Windows system

Applying fix packs to update Cognos Business Intelligence

IBM periodically releases fix pack to resolve product related issues. Perform the following
steps to install the fix pack on Cognos BI server:

1. Download the fix pack from IBM Fix Central
(http://www-933.1ibm.com/support/fixcentral/swg/selectFixes?parent=Cognos&produc
t=ibm/Information+Management/Cognos+8+Business+Intelligence&release=10.1.1&plat
form=A11&function=all).

Select the fix pack for your operation system. We download
CBl_10.1.1_Win64_FPO001.tar.

2. Extract the compressed file into a temporary directory, for example
C:\SOFTWARE\cognosfixpack.
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~ Local Disk {C:) = SOFTWARE| ~ |cognosfixpack =
wy *  Sharewith =  New folder
Mame < Date modified Type Size

| winxg4h 12/5/2012 4:32 &AM File Folder

1. zipfiles 12/5]2012 4:32 AM File Foldes

i | Auborun 6f12[2012 2:02 PM Sebup Information 1KE
| CBI_10.1.1_Win&4_FPO01.tar 11/29)2012 8:53 AM  TAR File 645,577 KB
(A CBI_10.1, 1 _Wing4_FPOOL .Lar 11/29)2012 8:53 AM GZ File 605,564 KB

3. Run the following command to stop the cognos_server application server

C:\IBM\WebSphere\AppServer\profiles\AppSrv01\bin\stopServer.bat cognos_server
—username domadmin —password Xxxxxx

4. Go to C:\SOFTWARE\cognosfixpack\winx64h directory and run the issetup.exe
application file.

Local Lisk (i) = SOFIWAKE ~ cognoshixpack = winxgdh -«

1 Folder
Mame = Dake modified Tvpe
. resource 12502012 4:32 aM File Folder
L owi 12/5/2012 4:32 AM File Folder
4 | altname S12/2012 2:13 PM Configuration setki
=] gsdel Application

65,2012 11:05 &M

01z 11:05 &AM

Gl4/Z2012 10:44 &M File
Gf4[Z012 10:44 &M File

5. A welcome screen is displayed. Click Next,
6. Select the location where your Cognos Bl Server is installed,

B 18M Cognos Business Intelligence Server Updates

Iﬁ

nstallation Location

Welcorme
':M 'I-;h:“:_" “9“:’“‘”‘ Installation Directoy:
o e e Ay o
: - C:\EMA\Cogros6d
P Installation Location I Cog (B
Surnftane
Progress
Firish
Local disk space nfomabon:
Diive: | Avadable | Required Estimate | Dive Type |
= ) Bi.66 GB 1.51 GB Local
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7. Select YES to create a backup of all files.

Installation Location

This installation will replace existing files.
Select "Yes' to automatically create a backup of all files that are replaced.

8. Installation Summary is displayed. Click Next,
9. Click Yes, to restart computer now and click Finish.

@ 16 Cognos Business Intelligence Server Updates

i

Computer Restart

To complete the nctallation, pou need Lo restat your computer. Do pou want to restail
POUR SOMPULET P

& ffes, T want to restart my computer now |

€ Mo, | will restat my computer Lates

[ en B |
10. Start the Cognos Bl server node agent using command line. Make sure that the password

is present in cognos-setup.properties. If password is not there, supply the password as an
arguments to the cognos-setup-update.bat script.

11. Generate the Cognos. ear file by running the following command:
Windows: Run the cognos-setup-update.bat.
UNIX: Run cognos-setup-update.sh
The log file, cognos-setup-update.log is stored in same directory.

T Administrator: Co and Prompt

- PreEnoy . sam CinIBHNCognosSetuprcognos—setup.properties completed

iC 2~ 0 B~ Coan
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Note: Use LDAP user ID for was.local.username because it is federated to the
WebSphere Application Server Deployment Manager.

12. Login to the WebSphere Application Server Deployment Manager Administration console

13. Go to Applications — Application Types — WebSphere Enterprise Applications.

14. Select Cognos application and click Update.

15. Select the fast path deployment options to deploy the application.

16. Start the cognos_server application server.

17. Set the JAVA_HOME variable by running the following command.
C:\IBM\WebSphere\AppServer\profiles\AppSrv01\bin\setupCmdLine.bat

Run cognos-configure-update.bat to configure the Cognos Bl server:
C:\IBM\CognosSetup\cognos-configure-update.bat
-was.local.admin.password=itsoadmin -cognos.admin.password=xxxx
-cognos.db.password=xxxx -metrics.db.password=xxxx

For UNIX platform, the command is cognos-configure-update.sh.
18. The following success message is displayed.

Administrator: Command Prompt

The scheduled task “"Metr CubeDailyRefresh' : ully deleted. u
: The scheduled task "MetpicsCubeDailyRefresh" cessfully heen crea

The scheduled task “"MetricsCubelleeklyRebuild" was suce deleted.

: The scheduled task "MetricsCubeWeeklyRebuild" has succes: been cre

1 Cube refresh scheduler
... configuring Cognos Transformer completed

up.properties ...
h "C:»IBM~Cogno upsli
. ""C:~IBM-Co tupsc
ognosSetup cogno
-properties"
etup.properties_clean' "C:s\IBM\CognosSetupsc

Configuring LDAP for Cognos Bl Server
Perform the following steps to configure Domino LDAP server as user repository.

1. Run cogconfigw.exe from the C:\IBM\Cognos64\bin64 directory to start the Congnos Bl
configuration tool.

B CAM_LPSvr 1
®  colperf 1
B | CCLWriteDump i
8 cgsLauncher [
= cogbootstrapservice 4
- FMMD_UREi?F?‘I:Zr:nTinn' TEM " rwnes Prowdiicks: r:ﬂ
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2. Launch the wizard.

& 18 Cognos Conliguration - lo2wD4-w7
q q

Ble Edit Wiew Actions Help
B buw|gao

8] Local Configuration
= |2 Enwironment
= B Logaing
] rie
= ﬁl&lﬂ(wﬂs sarvices
[ 181 Cognos
I Portal Services
= [ security
= B Authertication
Cogrios
= B Cryptography
Cogros
B 164 Cogros Apghication Firewal

16M Cognos Conkent Store
Notification

= 1M Cog...
Iy contributor Data Sarver

Local Configuration - Computer Properties

HName WYalue
Aghvanced propertes <iclick the edit butkonz

Groups related properties into functional areas for the components installad on the local computer,

After you instal one of more [BM Cognos components on your compuber, you must configure them o work in your reporting
environment, Defaul proparty sattings chosen by 1BM, are ussd bo configure the components. You may wank to changs thess
default settings i there are condtions that make the default choloes inappropeiate, or bo better suk your environment. Use 1BM

]

Cognes Configuration o configure B Cognos components after you install them, reconfigure IBM Cogros components I a property ﬂ

3. Select Security — Authentication.

4. Right click New resource — Namespace and create a namespace called

IBMConnections.

MName:

New Resource - Namespace m

|IBMCumect ions

Iype:

[ 1]

LODAP -

Cancel |

5. Enter the following values for the IBMConnections namespace.

Name Value example
Namespace ID IBMConnections

Host and Port dom-ldap itso.ibm com:389
Base Distinguished Name o=itso

User Lookup (uid=S8(Userid })

Use External Identity true

External Identity Mapping

(uid=S{environment('REMOTE_USER")})

Bind User DN and password domadmin and vour password
Object Class( Folder Mapping) dominoOrganization

Object Class(Group Mapping) dominoGroup
Member(Group Mapping) member

Account Object Class (Account dominoPerson

Mapping)

Name (Account Mapping) uid
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IBMConnections - Namespace - Resource Properties

* Base Distinguished Name
User lookup
Use external identity?
External identity mapping
Bind user DN and password
Size limit:
Time out in seconds
Use bind credentials for search?
Allow emphy password?
Unique identifier
Data encading
55L certificate database
advanced properties
Folder mappings (Advanced)
Object class
Description
Mame
Group mappings (Advanced)
Object class
Description
Member
Mame
Account mappings {Advanced)
Account object class
Business phone
Content locale
Description
Email
Fax/Phone
Given name
Horme phone
Mobile phone
Marne

[ ¥lhostandpore T g

Q@
@

&) (uid=${environment("REMOTE_USER")})

@

@
@

R

@

| Name |\fa|ue
Tvpe LDAP
* Namespace ID IBMConnections

o=itso
{uid=${userID})

True

EE L B B L Bt
-1

-1

False

False

dn

UTF-2

<click the edit butbon>

dominoOrganization
description
ou

dominoGroup
description
member

cn

dominoPersan
telephonenumber
preferredlanguage
description

mail

facsimiletelephonenumber

givenname
homephone
mobile

uid

6. Expand Local Configuration — Security — Authentication — Cognos and set Allow

Anonymous Access to False.
7. Click File — Save.

& 18M Cognos Configuration E

IBM Cognos Configuration is performing the Following tasks:

«#* Checking For errars and configuration integrity

«# Generating cryptographic information

<«# Checking inteqrity of encrypted data

<« Backing up configuration files

«#* Saving configuration parameters

" Checking upgrade status

“Close i Debails =5
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8. Right click the namespace IBMConnections and click Test to validate the LDAP settings.

& 18M Cognos Configuration m
< IEM Cognos Configuration is performing the Following tasks:
(i
o

4 Generating cryptographic information

4 Testing "IBMConnections” namespace,

Cloze | Details ==

9. Click File — Exit. Select No to start the Cognos service.

1881 Cognos Configuration E

Ill'\.,\ The service ‘TBM Cognos' is not running on the local computer. Before you can use it your computer musk stark the service,
¢ ay
Do you wank bo start: this service before exiting?

| des oo | cacel |

10. Login to the Deployment Manager console with the user ID domadmin.

11. Stop the cognos_server and wait for one minute to ensure that the Cognos server is
stopped.

12. Validate the Java processes cgsLauncher.exe and CAM_LPSvr do not exist on the
Cognos Bl server.

13. Start the cognos_server.

Granting access to the global-metrics role and the community-metrics
role

By default, all the roles are not mapped to any of the users. To change the Cognos BI server
configuration, the Cognos administrator ID must be mapped to metrics-report role and
community-metrics role. Use the following steps to map roles and users:

1. Log in to Deployment Manager Admin Console, for example:
https://con-dmgr.itso.ibm.com:9043/ibm/console

2. Go to Applications — WebSphere Enterprise Applications — Metrics — Security
role to User/Group Mapping.

3. Add Cognos Administrator user ID, domadmin to the following roles.
— metrics-report-run
— community-metrics-run

Map Users... || Map Groups... || Map Special Subjects = |
L)
Select Role Special subjects Mapped users Mapped groups

everyone Evaryone

person All Authenticated in Application's Realm

readaer Evaryone

everyone-authenticated All Authenticated in Application's Realm

community-maetrics-run All Authenticated in Application's Realm domadmin
admin Nene

maetrics-report-run Hone domadmin
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Note: Failing to add Cognos Administrator domadmin into metrics-report role, you can
not configure IBMConnectionsMetricsAdmin role and the request will throw an error
message, "Access is restricted"

4. Save and synchronize the nodes.

5. Go to System Administration — Node Agents and restart node agents for the IBM
Connection servers.

Configuring job scheduler for Cognos Bl Transformer on Windows
IBM Cognos BI Transformer refreshes the power cube data incrementally once in a day and

replaces the power cube’s month data once in a week. It is advisable to run the daily tasks at
early morning and weekly task at midnight so that other tasks are not impacted.

Complete these steps to configure job scheduler for Cognos BI Transformer on Windows:
1. Click Start — Control Panel — System and Security — Administrative Tools.
2. Click Task scheduler.
3. Inthe Task scheduler, select MetricsCubeDailyRefresh to view its properties.

® MetricsCubeDailyRefresh Properties (Local Computer) E '

General | Triggersl ﬂ.ctiuns] Cunditioml Settingsl Histury{disabled}l

Marne: |Me'trics': ubeDailyRefresh
Location: %
Author: Adrministrator
Description: ||
— Secunty options
When running the task, use the following user account:
SYSTEM Change User or Group...
[
& Rur o
I Rur with highest privileges
[~ Hidden Configure for: |Windows Vista™ Windows Server™ 2008 j

4. Go to General tab and select Change User or Group.
5. Type Administrator in the “Enter the object name to select” and select Check Names.
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Select User or Group EHE3

Select thiz object type:

IUser, Group. or Built-in security principal Object Types.. |

Erom thiz location:

|Luzwn4-W? Locations. .. |

Enter the abject name to zelect [examples):

LO 2w 04 78 drninistrator Check MNames |

Advanced. .. | Ok I Cancel |

s

6. Click OK to save the settings.

7. Task scheduler prompts password for the Administrator user ID. Enter your password and
click OK.

Task Scheduler

=
e H_‘.

Enter user account information For running this task.,

User name: I?E O2PWO4-wWT\Administrator v | _|

Password: | sssscssnse

Ok I Cancel

8. Close the Task scheduler.

Configuring IBM HTTP Server for Cognos applications

IBM Cognos Bl server and IBM Cognos BI Transformer are configured with IBM HTTP server
so that the request is routed through web servers instead of accessing the servers directly.
Use the following steps to configure IBM HTTP server for Congnos applications:

1. Login to Deployment Manager using the following URL with user ID domadmin.
https://con-dmgr.itso.ibm.com:9043/ibm/console/

Go to Applications — WebSphere Enterprise Applications — Cognos
Select Manage Modules.

Select the applications and map it to IBM HTTP Server and cognos_server.

Clusters and servers:

wehbSphere:cell=con-dmgrCell0 1, custer=CommunitiesCluster -
wabSphere:cell=con-dmgrCell0l,duster=ModerationCluster
wWebSphera: cell-con dmgrCell0l, duster=MetricsCluster

WebZph dmgrCellD1,cl ikisCluster
WebSphera:cell=con-dmgrCell0 1, cluster= Mnbﬂecluster
WebSphere:cell=con-dmgrCellD1.clustersForumCluster
WEbthe'e cell=con-dmgrCelld1,node=lo2wl4-w7 Nodeld l,server=serverl =

lI=con-dmgrCelldl, node=lo2wl4-wINodeD 1, server=cognos_server |
phera:cell=con-dmgrCelld1.node=con-ihs01.server=con-ihs01

phere:cell=con-dmgrCell01,node=con-ihs02.server=con-ihs02 Apply

Ramaova | Updata | Ramaowva Fila | Export Fila |

D
Salact Modula URI Modula Typa | Sarver

WebSpherae:cell=con-dmgrCell0l, node=con-ihs02, server=con-ihs02
IBM Coanos | p2pd.war, WEB-INF/web.xml Web Module WebSphera:cell drmgrCall01, nod. ihg01,.serverscon-ihe01
WabSpharacall=con-dmgrCall0l, noda=lo2wld-wTNodeD 1, servar=cognos_saervar
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11. Run the tool C:\IBM\Cognos64\bin64\cogconfigw.exe to launch the Cognos BI Server

12. Go to Local Configuration — Environment and edit the following properties.

13. Save the configuration and exit the configuration tool. Select NO for starting the cognos

14. Restart the Cognos server. Make sure that after stopping the cognos_server application
server, the following Java process does not exists prior to starting them back.

Save the configuration.

Restart the cognos_server application server.

Go to Servers — Server Types — Web Servers.
Select all the web servers and click Generate Plug-in.

. Propagate the plug-in to the web servers and restart the web servers.
0. Validate the Cognos application using IBM HTTP Server.

con-ihs01:
1 IBM Cognos Content Mar \ b
« C [ connections.itso.ibm.com/cognos/serviet

IBM Cognos
Content Manager

Build: 10.1.6235.621

Start time: Monday, December 10, 2012 11:29:18 PM EST
Current time: Monday, December 10, 2012 11:32:15 PM EST
State: Running

con-ihs02:
__,._. | IBM Cognos Content Ma 1‘__ ‘-
L C 9 con-ihsD2.itso.ibm.com/cognos

IBM Cognos

Content Manager

Build: 10.1.6235.621

Start time: Monday, December 10, 2012 11:29:18 PM EST
Current time: Monday, December 10, 2012 11:31:31 PM EST
State: Running

Using Load Balancer:

.

1 IBM Cognos Content Mar '\.__

. 3 C' [ connections.itso.ibm.com/cognos/serviet

IBM Cognos
Content Manager

Build: 10.1.56235.621

Start time: Monday, December 10, 2012 11:29:18 PM EST
Current time: Monday, December 10, 2012 11:32:15 PM EST
State: Running

configuration tool to operate with IBM HTTP Server.

— Dispatch URIs for Gateway
— Dispatcher URI for external applications

service while closing the tool.

— cgsLauncher.exe
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— CAM_LPSvr processes

15. Enter the following URL to validate the Cognos server:
https://connections.itso.ibm.com/cognos/serviet

@ https//connections.itso.ibm.com/cognos/serviet/

IBM Cognos

Content Manager

Build: 10.1.6235.621

Start time: Tuesday, December 11, 2012 8:09:37 PM EST
Current time: Tuesday, December 11, 2012 8:14:00 PM EST
State: Running

16. Run the tool C:\IBM\Cognos\bin\cogconfigw.exe to launch the Cognos Bl Transformer
configuration tool to operate with IBM HTTP Server.

17. Go to Local Configuration — Environment and edit the following properties to change
the value.

Gateway Settings
Other URI Settings

| Name | value |
Data files location ..Jdata
Temporary files location ..ftemp
Encrypt temporary files? False
Sort buffer size in MB 4
# IP Version for Host Name Resolution Use IPv4 addresses
Gateway Settings
* Gateway URI @ https:f/connections.itso.ibm. com: 443 /cognos/serviet [dispatch
Other URI Settings
#* Dispatcher URI for external applications @ https:} fconnections.itso.ibm. com:443fcognos)serviet [dispatch

18. Click File — Save.
19. Accept the security warnings and click YES to proceed.
20. Exit the configuration tool to complete the configuration.

Note: We configured load balancer for IBM HTTP Server. Hence we used the load
balancer host name instead of direct IBM HTTP Server host name.

Configuring the IBMConnectionsMetricAdmin role on Cognos

The IBMConnectionsMetricAdmin role helps Metrics application administrators to access IBM
Cognos Bl server features and reports. To configure this role, user should login with IBM
Cognos administrator user ID and that user ID is present in LDAP server if LDAP
authentication is enabled for IBM Cognos Bl server. This role must have IBM Cognos
administrator and IBM Connections administrator authority, and users belong to
metrics-report role.

Use the following steps to configure the IBMConnectionsMetricAdmin role on Cognos:

1. Open a browser and enter the following URL.
https://connections.itso.ibm.com/cognos/servliet/dispatch/ext
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2. Request is route to IBM Connections login page. Enter the user ID as domadmin.

TR 1 1og In 1o 18M Connections

4 | @ hitps/iconnections.itso.ibm.com/metrics/login

What is IBM Connections? Welcome to IBM Connections
Find cul more atism.com
. User nami:

Have a question? demadmin
Try the IBM Conngcions product
dacumentation Pagsword

........ ¥

Log in

3. After logging in, the request is redirected to Cognos BI Dispatcher page.

|m Public Folders « IEM Cognos Connection |[oH,

€ & ections 0 dbm.com/<cxgnossend

B rubicrakden b Poigery
Public Folders HHN CEREER thex ®
ewes T =1 0] | (e
Hame & Modificd G Actions
O et iy 36, 2032 1HOTSIPM - L

Ertroes: - 0 [

Request time $ | Runby | Status & | Priority

Aneh,

5. Select the Security tab
6. On the Directory page, select Cognos from the list
7. Select IBMConnectionsMetricAdmin role and click More.
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| 6 J @ https://connections.itso.ibm.com/cognos/serviet/dispatch/ext?b_action=cogadminfbacl

IBM Cognos Administration
Status Security Configuration Index Search

B s o v ok

W& Capabilities

Available actions:
El User Interface Profiles

Set properties

View my permissions...

8 B

Set members...

Mowve...

X &7 o
E

8. Select Set Members.
9. Go to Members and click Add.

ent53dportatice s %26m,

St Security Sonfguition e Sewh
B Users. Grougs. and Rokes Set properties - [BHCsanectionstictricdmin o ]
G Consbines Gl | members | pemiseny
& \ist Intetase Prafiles Select the membars of s eny.
Ermes: - O] | (W
ST |Type
o e,
Add... Bemow

10. Select Show Users in the list and click IBMConnections from the list.

IBM Cognos Administration

Status Security
1B Users, Groups, and Roles Select entries (Navigate) - IBMConnectionsMetricsAdmin
G Copsbilies Navigate the folders, search, or type the names of the Lsers, groups, and roles to add, Select the entries you want and cick the Add Button to update the Selected entries st.
& Usertaoce Profiles Available entries Selected entries
Directocy > IBMConnections
[¥] Show: users in the list
= E1] | =>name
Entries: 1 T+ RN
O [mame
[l & domadmn (domadmin)
& Asingh (Asingh)
& asisn (uuisn)
[ § astenis (aBlaniks)
& ABerzat (ABerzat)
8 Asuer (Baver)
] § orien: (arens)
[] & B2achman (BZechman)
& Blordan (Blordan)
1§ eramey ERamey)
] & BGossens (BGossens)
[ § coufed (coufed)
1 § cBounar (CBounar)
§  CMian (Clan)
[ § Ovisawa (Drasswa)
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11. Add domadmin user to the list. At least, the following users must be added to the list. The
domadmin user ID is part of all the roles mentioned below.

— The Cognos administrator

— IBM Connection administrators

— All users assigned to metrics-report-run role
12. Click OK to save the changes.
13. Go to Security — Directory — Cognos.

14. Search for the System Administrators role and select More.

15. S elect the Set Properties icon
16. Select the Members tab.
17. Remove Everyone from the Members tab.

B st leneace Prafiles

w IBM Cognos Administration ‘4'_' —— T— e -y
& | @ npesrconnections ass.bmcomy " o & B =
: R [T o
St Security Configuation lns "
S Copsblitrs Gerers [r—

§ > nonymons

W B > Everyere

[T ———

18. Click OK to save the changes.

6.11 Post installation IBM Connections configuration

After installation, you can configure IBM Connection to add the following features:

Additional languages
Media components

Setting up RSS feeds
File size quotas

Trash file retention

YyVYyVYYVYVYVYYVYYY

Configuring and creating search indexes

Status update retention

Application security roles
Configuring moderation for connection applications

In this section, we describe how to configure IBM Connections to add additional languages,

media components and creating search indexes.

6.11.1 Additional languages

IBM Connections server supports the following languages by default. The browser’s language

settings are

Arabic
Catalan

Czech
Danish
Dutch

vyvyvyvYyyvyy

Chinese - simplified and traditional
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Finnish
French
German
Greek
Hebrew
Hungarian
Italian
Japanese
Kazakh
Korean
Norwegian
Polish
Portuguese -- Brazilian and traditional
Russian
Slovenian
Spanish
Swedish
Thai
Turkish

YVVYYY VY Y Y YYYVYYVYVYVYVYVYVYYY

To enable additional language, perform the following steps:
1. Create a temporary directory, for example “/opt/IBM/work” on the Deployment Manager.

2. Go to /opt/IBM/WebSphere/AppServer/profiles/Dmgr01/bin and run the following
command /wsadmin.sh —lang jython —username domadmin —password itsoadmin

3. Run the following command to initialize the IBM Connections server configuration file:
execfile(“connectionsConfig.py”)

wsadmin>execfile ("connectionsConfig.pvy")
connections Administration initialized

4. Run the following command to check out the IBM Connections server configuration file:
LCConfigService.checkOutConfig("/opt/IBM/work","con-dmgrCel101")

wzadmin>LCConfigService.checkOucConfig (" /opt/IBM,/work", "con—-dmgrCellQl™)
Connections configuration file successfully checked out

5. Go to /opt/IBM/work directory and modify the LotusConnections-Config.xml file as
follows. Here we are adding English and French language and making the English
language as default.

<languageSelector cookieDomain=""itso.ibm.com" cookieName="" defaulil anguage="en"
enabled=""true" usePermanentCookie=""7false" =
<language lang="en"=English=/Alanguage= <!~English—=
<language lang=""fr">Fran\ulfe7ais</language=

<AanguageSelector=

6. Save the changes to LotusConnections-Config.xml.

7. Run the following command to checkin the LotusConnections-Config.xml:
LCConfigService.checkInConfig("/opt/IBM/work","con-dmgrCel101")
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wzadmin>LCConfigService.checkInConfig (" /opt/IBM/work", "con—dmgrCell0l™)
Loading schema file for walidation: /opt/IBM/work/LotusConnections-config.xsd
Loading schema file for wvalidation: fopt/IBM/work/service-location.xsd
JSopt/IBM/work/LotusConnections—-config.xml is walid

Connections configuration file successfully checked in

8. Run the following command to synchronize the nodes:

wsadminrsynchillNodes ()
Hodes synchronized

9. Restart the IBM Connections server.

10. Login to IBM Connections server homepage. A window similar to the following figure is
displayed. Additional language is displayed in the dropdown.

IBM Connections Home Profiles = Communities = Apps ~ domadmin = Share Englsh = -] (7]
English
A Home £3 Al Connection ‘-l a
Frangais
S
 Getting Started Getting started with IBM Connections
Do not show this screen at start
I'm Foliowing
Status Upda
s Updsies 1 WELCOME )
My Notfictions Welcome to IBM Connections
Action Required 2 SHARE IBM Connections brings social networking 1o the enterprise, allowing you to communicate, collaborate, and build strong relationships with others.
Saved Whether you wantto share important information, build a network of useful contacts, or follow people that interest you, there is an application for you

Discover 3 EXPLORE
Click Share to get siarted. Connect with others and start exchanging information and ideas. Then walch videos on the Expiore tab 1o be introduced to

the different apps and learmn how to use them.

Wy Page

6.11.2 Media components

Media Galleries are community widgets that are used to store photos and videos.
Administrator configures the widgets and community owners add the widgets into their
community page. The following options are available to customize the media gallery widgets:

» Creating custom photo and video types

v

Adding terms and conditions to the uploaded or downloaded photos and videos

v

Changing the thumbnail preview image size

v

Adding third party media player to play the photos and videos

v

Setting the file extension for photos and videos

v

Specifying the numbers seconds wait before upload fails

To add media gallery widget into the community, perform these steps:

—_

Login to IBM Connections server.

2. Go to Community applications.

3. Select a community, for example "FirstCommunity".
4. Select Community Actions and click Customize.
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Community Actions~

Create Subcommunity

Stop Following this Community

Edit Community

Important Bookmarks ]
Customize

Highlight key Web resource
grigntiey Mail Community

Leave Community
Members

i

Wiew All (2 people

Delete Community I}

5. Add Media Gallery widgets to the community.

6. Select Media Gallery widget and add photos or videos. A window similar to the following

figure is displayed.

FirstCommunity

= FirstCommunity Media Gallery

Upload Phato Upload Video

&% -

Cvendew N

-
Recent Updates: A
Status Updates i
Members

Forums Penguins.jpg
Bogkmarks by domacn

Created today at 1:11 PUl
Files 0 downloads | O comments

 Media Gallery

Show: Phaios

6.11.3 Configuring and creating search indexes

162

Search indexes are automatically created during the product installation. However, the
indexes can be rebuilt if the index is corrupted or context root for the connections applications

was changed.

Perform the following steps to create a search index:

1. Launch the WebSphere Application Server administrative console.
2. Go to Environment — WebSphere Variables and search for the variable

"SEARCH_INDEX_DIR".

3. Select SEARCH_INDEX_DIR to find out the location of search index folder. On Linux, the
location of search index folder is /opt/IBM/Connections/data/local/search/index.
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WebSphere Variables > SEARCH_INDEX_DIR

Usa this page to define substitution variables. Varig
Variables have a scope level, which is either server,
canflicting scope values, the more granular scope v
override cluster variables, which averride call variabl

Configuration

General Properties

# Name
[SEARCH_INDEX_DIR |

Walue
"‘opt."lBM.-"CDnned:ionsf'dalaflocalfsearl:}'|

Description
Search Index Files Directory

| Apply | oK | Reseat | Cancel |

Shutdown the search cluster.

Delete the index folder from each node. On Linux, the location of index folder is
/opt/IBM/Connections/data/local/search/index.
Start all the nodes in search cluster.
Login to the deployment manager and launch the wsadmin client as follows.
.Jwsadmin.sh -lang jython —username domadmin —password itsoadmin
8. Initialize the search configuration file by running the following command
execfile ("searchAdmin.py")
9. Select the first node of search cluster.
e e e S e e e
n-dngrCe1101, nodemcon-appoLodsol, pr renciuscer_servers

10.

Run the following command to build the search index for IBM Connections applications.

SearchService.indexNowWithOptimization("activities,blogs,calendar,communities,d

ogear,files,forums,profiles,status_updates,wikis")

11. Go to /opt/IBM/Connections/data/local/search/index directory of first search cluster
node. The presence of file INDEX_READY and CRAWLING_VERSION confirms that

index is created successfully.
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High availability and disaster
recovery

A system with high availability uses detection mechanisms, recovery, and fault masking to
maintain the function of services for as long as possible, even during scheduled maintenance.
This system should be designed, implemented, and deployed with a sufficient number of
components (hardware, software, and procedures) to fulfill the high availability functionality.
Redundancy is usually required to withstand failures in one or more of its components. A
system with f high availability service involves the following features:

» Redundancy structure

» Monitoring software layer

» Mechanism of synchronization

In this chapter, we discuss the high availability and disaster recovery implementation at the
application server tier of an IBM Connections environment, including the following topics:

» 7.1, “Database management systems” on page 165

» 7.2, “Multiple LDAP servers” on page 166

» 7.3, “Edge Components Caching Proxy Server” on page 167

» 7.4, “Role of load balancers” on page 189

7.1 Database management systems

IBM Connections supports various relational database system including IBM DB2, Oracle,
and Microsoft SQL Server. The database system is used to store all the application (Wiki,
Blogs, and so on) data and holds other information for administration and maintenance.
These data are vital business information and should be made available based on the
business requirements that is usually 24x7 in today's business environment.

To support the high availability data, each vendor has its own high availability and disaster
recovery features that you can implement in your IBM Connections environment. IBM DB2
High Availability and Disaster Recovery (HADR), automatic client reroute, Q-replication,
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clustering support, and online backup are features that provides the capability of 24x7 data
availability.

The IBM Connections data should be backed up regularly with database utility or by exporting
data and back them up.

In this wiki, we use IBM DB2 as the repository for the IBM Connections data. For more
information about the DB2 high availability and disaster recovery options, see

High Availability and Disaster Recovery Options for DB2 for Linux, UNIX, and Windows
http://www.redbooks.ibm.com/abstracts/sg247363.html, SG24-7363.

7.2 Multiple LDAP servers

166

Lightweight Directory Access Protocol (LDAP) is a standard Internet protocol for searching
and managing objects in a directory. The directory contains many types of entries, such as
entries for users, groups, encryption certificates and other services on a network. LDAP
server is a server that has a collection of information in some organized and hierarchical way
and implements LDAP protocol to communicate with clients.

Besides the possibility to manage all this information, another function of LDAP is to provide
authentication of a user. By sharing the authentication information it is possible to provide
"single sign on" where one password for a user is shared between many services. This makes
LDAP server a critical resource. Having multiple LDAP servers to ensure that the organization
can access user data at the corporate directory at any time is one of the high availability
common practice for a large IBM Connections deployment. The benefits of multiple LDAP
servers setup include:

» High availability

If the LDAP server failed, the authentication mechanism of the IBM Connections systems
cannot be performed. When multiple LDAP servers are set up in a cluster, you can provide
the continue service by failed the failed LDAP server to one of the healthy one.

» Separating users

You can use multiple LDAP servers to fulfill the requirement of maintaining different sets of
users, for example, users in corporate level and department level or application level
information.

» Different schema

Another common usage of multiple LDAP servers is for adding users from a newly
acquired company before the infrastructure is integrated. A separate LDAP server can be
used for the users from the acquired company. In this case, you have to support
authentication against different schemas.

You can configure IBM Connections to work with multiple LDAP servers and multiple contexts
through the IBM WebSphere Application Server. When using multiple LDAP servers, note the
following:

» LDAP servers store user's information, and users must only exist in one LDAP server (not
multiple).

» The distinguished name (DN) of the base entry must be unique (the subtree name is
unique) among the multiple LDAP servers.
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7.3 Edge Components Caching Proxy Server

A reverse proxy allows static content to be stored locally in proxy server, reducing the
workload on the application server. The Edge Components Caching Proxy Server intercepts
http requests from a browser. It retrieves the requested information from the content-hosting
systems. The retrieved content is stored in a local cache for subsequent requests. Delivering
content directly from local cache improves the performance. Although reverse proxy is
optional in an IBM Connections environment, a reverse proxy can improve the performance of
the IBM Connections systems.

We can configure the reverse proxy to cache parts of the IBM Connections user interface
which don't change regularly, such as the navigation bar, footers and so on. In this way the
Application server is asked only for the dynamic parts, served ultimately from the database
and presented as a web page. This reduction in the requests eases the load on the
WebSphere Application Servers and thus increases the performance of the solution.

In our lab environment, we configure Edge Components Caching Proxy Server on two
servers for high availability (HA) purpose. In this section, we show the installation and
configuration process in the following sections:

» 7.3.1, “Installing Edge Components Caching Proxy Server” on page 167: Procedure to
install Edge Components Caching Proxy Server

» 7.3.2, “Configuring Edge Components Caching Proxy Server” on page 171: Procedure to
set up Edge Components Caching Proxy Server

» 7.3.3, “Configuring SSL support on Edge Components Caching Proxy Server” on
page 177: Procedure to secure the connection between the client browsers and Edge
Components Caching Proxy Server using SSL

» 7.3.4, “Configuring disk cache on Edge Components Caching Proxy server” on page 187:
Procedure to configure Edge Components Caching Proxy Server to use disk cache

7.3.1 Installing Edge Components Caching Proxy Server

You can install IBM Edge Component Caching Proxy of WebSphere Application Server
Network Deployment by using either the graphical installation wizard or the operating system
software installation commands.

The IBM Edge Component Caching Proxy allows you to cache IBM Connections content. In
our lab environment, we set up two proxy server to provide failover and workload balancing to
HTTP clients (Internet browsers) when they access Edge cache servers. The installation and
configuration process must be applied to each proxy server.

Installing Edge Caching Proxy using the installation wizard
Follow these steps to install the Edge Component Caching Proxy component:

1. Unzip the WebSphere Edge Components into a temporary directory (for example, /tmp or
c:\temp), and run the installation wizard as follow:

— Linux:
# launchpad.sh

— Microsoft Windows:
> launchpad.bat

2. In the Welcome window, choose Launch the installation wizard for Edge Components
Load Balancer and Cache Proxy:
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Welcome

WebSphere Application Server Installation
IBMHTTP Server Installation
Web Senver plug-ins Installation

WebSphere DMZ Secure Proxy Server
Installation

Application Clients Installation

IBM Update Installer for WebSphere
Software Installation

IBMWebSphere Installation Factory

% IBM Edge Components

IBM Suppart Assistant

IBM Tivali Composite Application Manager
for WebSphere Application Server

Exit

A

A\

English

across senvers. It hoosts the performance of servers by directing TCRIP
session requests to different servers within a group of servers; in this way, it
balances the requests among all the servers. This load balancing is
transparent to users and other applications. Load Balancer is useful for
applications such as e-mail servers, World Wide Web servers, distributed
parallel database gueries, and other TCP/IP applications.

The Caching Proxy intercepts data requests from a client, retrieves the
requested information from content-hosting machines, and delivers that
content back to the client. Most commonly, the requests are for documents
stored onWeb server machines {also called origin servers or content hosts)
and delivered via the Hypertext Transfer Protocol (HTTF). However, you can
configure the Caching Proxy to handle other protocols, such as File Transfer
Protocol (FTF), and Gopher.

.. Launch the installation wizard for Edge Components L oad Balancer for

NP6
Install Edge Components using the installation wizard.

“* View the readme file for Edge Compaonents for IPvE.
Provides links to the latest information about Edge Components
for [PvG.

.., Launchthe installation wizard for Edge Components Load Balancer
" and Caching Proxy.

Insta_ll Edge Components using the instalﬁtion wizird.

~* View the readme file for Edge Components.
Provides links to the latest information about Edge Components.

| Know your rights...-| -4

[~]

3. Accept the license agreement.

4. English is the default supported language. You can choose another language if you wish.

5. For setup type, select Custom to choose the components to be installed.

i IBM WebSphere Edge Components

i
=y

Installzhield -

=] B3
Choose the setup type that best suits your needs,
: ) Typical
.:*' The program will be installed with the suggested configuration.
Fecommended for maost users.
@ Cystom
-"‘ The prograrm will be installed with the features you choose,
Recommended for adwanced users.
< Back Mext » | ‘ Cancel

6. Select Caching Proxy and Caching Proxy Documentation to install.
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i IBM WebSphere Edge Components H=] E3

Select the features for "IBM WekSphere Eddge Compaonents” to install.
Caching Proxy - 47.7 ME
Docurmentation

Zaching Proxy Documentation - 11.4 MB

[ |Load Balancer Documentation - 7.1 MB
[ ] Load Balancer

[ ]License - 0.5 ME

[1Base - 10.9 ME

[] Administration - 4.4 MB

[ | Dispatcher - 1.0 ME

[ | Metric Server - 1.0 ME

[»

1]

Diescription:

Select this option 1o install Caching Proxy. The Caching Proxy component enables
Ecge Components 1o act as a robust proxy server with caching capabhilities.

Installzhield

< Back Mext > | ‘ Cancel

7. Validate if all features defined are correct, and click Next to continue the installation.

i IBM WebSphere Edge Components H=] E3

The installer will also install the Java RTE into the Edge components directony,
Depending on wour operating system, this will take an additional 80 to 100 MB of
space.

IBM WelbSphere Edge Components will be installed in the following lacation:
foptfibmfedgef
wiith the following features:

Zaching Prowy
Documentation
Caching Proxy Documentation

for a total size: 158 4 MB

Installizhield

< Back Mext » | ‘ Cancel

8. The installation wizard shows that Edge Components were installed successfully. Click
Finish.
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i IBM WebSphere Edge Components H=] E3

The Sumrmary Panel has the following message:

Installation completed successfully. See the online WekhSiohere Edge Companents
InfaCenter for canfiguration details.

Installzhield

i < Back i hlext = | | Einish

Installing Edge Component Caching Proxy using command
In a Linux environment, if you do not have a graphical environment for installation, you can

use the operating system installation commands to Edge Components.
The following are installation procedure with the rpm commands:

1. Unzip the WebSphere Edge Components into a temporary directory (for example,
/root/temp)

# mkdir temp

# cd temp

# tar -xzvf ../C1I7NML.tar.gz
2. Go to the software directory:

# cd /root/temp/

3. Install Edge Caching Proxy package using the following command (pay attention for the
line break)

# rpm -ivh cp/admin/WSES_Admin_Runtime-7.0.0-0.i686.rpm
cp/icu/WSES_ICU_Runtime-7.0.0-0.i686.rpm
cp/cp/WSES_CachingProxy-7.0.0-0.1i686.rpm
cp/cp/WSES_CachingProxy_msg_en_US-7.0.0-0.i686.rpm
GSKit/gsk7bas-7.0-4.17.i386.rpm

4. The following figure shows the output of the rpm command.
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Preparing... B e SRERERERE # [100%]
TWSES_ICU_| Runtlme ########################################### [20%]

ZWSES CachmgProxy_msg e FRR H [ 40%)
JgskTbas  HeEEREEEERESE .....'[BDE‘fu]
4WSES_Admin_ Fi u ntl me ########################################### [80%]
SWSES_CachingProxy  #HEFRRAFHARHHHHH b # [100%]

The proxy has been started and i5 functlonal

7.3.2 Configuring Edge Components Caching Proxy Server

To use the Edge Component Caching Proxy Server in an IBM Connections environments, you
must create certain rules to enable a user to connect successfully to IBM Connections
through the proxy server. There are two types of rules:

» Global rules: The global rules define the behavior of the Edge Component Caching Proxy
server such as only proxy, proxy caching more, and expiration time.

» Specific rules: These rules adjust the Edge Component Caching Proxy server to
communicate with the services that stand behind proxy machines in your environment.

These rules are enabled by modify the configuration file ibmproxy.conf. After made rule
changes, you must restart Edge Component Caching Proxy to apply the required changes.

Ensure that you have installed IBM® WebSphere® Edge Components V6.1, which is
supplied with IBM Connections 4.

Note: For more information, see WebSphere Edge Components Information Center
http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/topic/com.ibm.websphere.e
dge.doc/edge/concepts.htm.

Complete the following steps to configure the Edge Component Caching Proxy server:
1. Stop the Edge Component Caching Proxy server:
— Linux: Run the following command
# /etc/init.d/ibmproxy stop
— Windows:
Click Start — Administrative Tools — Services.

In the Services window, highlight Caching Proxy and click Stop to initiate the Caching
Proxy service.

2. Go to Edge components configuration directory
— Linux: Run the following command:
# cd /opt/ibm/edge/cp/etc/en_US
— Windows:
cd C:\Program Files\IBM\edge\cp\etc\

3. Edit the ibmproxy.conf configuration file for the Edge Components using a text editor and
add or change the following variables:

CompressionFilterEnable /opt/ibm/edge/cp/1ib/mod_z.so
CompressionFilterAddContentType text/plain
CompressionFilterAddContentType text/html
CompressionFilterAddContentType text/xml
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CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType
CompressionFilterAddContentType

MaxActiveThreads 700
ServerConnPool on
ServerConnTimeout 5 seconds
ServerConnGCRun 1 minutes

CacheTimeMargin 0 seconds
SendRevProxyName yes

PureProxy off
CacheTimeMargin 0 minutes
KeepExpired On

Enable CONNECT

Enable PUT

Enable DELETE
CacheQueries PUBLIC
LimitRequestBody 100 M

text/xs]1

text/css

text/javascript
application/x-javascript
application/javascript
application/xml
application/xhtml+xml
application/atom+xml
application/octet-stream

4. Continue to edit the ibmproxy.conf configuration file using a text editor, and change

according to your environment:

— Define the amount of memory to associate with the cache memory.
This is done by specifying CacheMemory amount directive using the following format:

CacheMemory amount {B | K | M | G}

The amount can be specified in one of the following units: bytes (B), kilobytes (K),

megabytes (M), and gigabytes (G).

For example: CacheMemory 1200 M

— Define the reverse pass rules:

The ReversePass rule has the following formats:

ReversePass http.///* http:///*
ReversePass https:///* https:///

where is the host name of the HTTP server. The * in the URL to indicate that all URLs

will be sent to back-end server.
For example:

ReversePass

http://con-1b01.itso.ibm.com/*http://connections.itso.ibm.com/*

ReversePass
https://con-1b01.itso.ibm.com/*https://connections.itso.ibm.com/*

Define the proxy rule:

The proxy directive indicates which protocols the caching proxy is to process and map
a request to a server. The following are examples used in our lab exercise:
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Proxy /*http://con-Ib01.itso.ibm.com/* :80
Proxy /*https://con-lb01.itso.ibm.com/* :443

— Change the Pass directory to return to IBM Connections default URL and not to the

Edge Caching Admin page:
# Pass /* /opt/ibm/edge/cp/server_root/pub/en_US/*
Pass /pub/* /opt/ibm/edge/cp/server_root/pub/en_US/*

. Instructs the Edge Caching Proxy server to not to attempt to cache non-cachable

requests.

We use NoCaching directive to tell the server not to cache files with the URLs that match

the specified template.

NoCaching http://*/activities/service/atom/*

NoCaching http://*/activities/service/atom2/*
NoCaching http://*/activities/service/atom2/forms/*
NoCaching http://*/activities/service/download/*
NoCaching http://*/activities/service/download/forms/*
NoCaching http://*/activities/service/getnonce
NoCaching http://*/activities/service/getnonce/forms

NoCaching http://*/blogs/api*

NoCaching http://*/blogs/api_form*

NoCaching http://*/blogs/approvedmsg.jsp*

NoCaching http://*/blogs/confirmflagged.jsp*
NoCaching http://*/blogs/notify.jsp*

NoCaching http://*/blogs/notifyedit.jsp*

NoCaching http://*/blogs/notifyflagged.jsp*
NoCaching http://*/blogs/notifyquarantined.jsp*
NoCaching http://*/blogs/ownermsg.jsp*

NoCaching http://*/blogs/roller-services/*

NoCaching http://*/blogs/roller-ui/admin*

NoCaching http://*/blogs/roller-ui/createWebsite.do*
NoCaching http://*/blogs/roller-ui/favorites*
NoCaching http://*/blogs/roller-ui/homepage*
NoCaching http://*/blogs/roller-ui/myupdates*
NoCaching http://*/blogs/roller-ui/rendering/api/*
NoCaching http://*/blogs/roller-ui/rendering/api_form/*
NoCaching http://*/blogs/roller-ui/scripts/authCheck.jsp*
NoCaching http://*/blogs/roller-ui/servermetrics.do*
NoCaching http://*/blogs/roller-ui/yourlWebsites.do*
NoCaching http://*/blogs/services/atom*

NoCaching http://*/blogs/services/atom form*
NoCaching http://*/blogs/services/xmlrpc*

NoCaching http://*/bookmarklet/post/*

NoCaching http://*/communities/dsx/*

NoCaching http://*/communities/forum/service/atom/*
NoCaching http://*/communities/service/atom/communities/my*
NoCaching http://*/communities/service/atom/community*
NoCaching http://*/communities/service/forum/get/nonce
NoCaching http://*/communities/service/json/communityview*

NoCaching http://*/dogear/atom/inbox/*
NoCaching http://*/dogear/atom/mybookmarks/*
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NoCaching http://*/dogear/atom/mynotifications/*
NoCaching http://*/dogear/atom/mysentnotifications/*
NoCaching http://*/dogear/html/inbox/*

NoCaching http://*/dogear/html/mybookmarks/*
NoCaching http://*/dogear/html/mynotifications/*
NoCaching http://*/dogear/html/mysentnotifications/*
NoCaching http://*/dogear/seedlist/*

NoCaching http://*/dogear/templates/*

NoCaching http://*/files/form/authenticated

NoCaching http://*/homepage/web/getuserpref
NoCaching http://*/homepage

NoCaching http://*/homepage/web/widgets
NoCaching http://*/homepage/web/jsp/*.jsp
NoCaching http://*/homepage/web/servermetrics
NoCaching http://*/homepage/admin/admin.jsp
NoCaching http://*/homepage/atom/search/*
NoCaching http://*/homepage/atom/mysearch/*

NoCaching http://*/mobile/activities/*
NoCaching http://*/mobile/blogs/*
NoCaching http://*/mobile/profiles/*

NoCaching http://*/profiles/aboutView.do
NoCaching http://*/profiles/home.do*
NoCaching http://*/profiles/html/*.do

NoCaching http://*/search/atom/mysearch
NoCaching http://*/search/serverStats
NoCaching http://*/search/web/*

NoCaching http://*/wikis/basic/api/*

NoCaching http://*/wikis/dm/atom/*

NoCaching http://*/wikis/form/api/*

NoCaching http://*/wikis/form/authenticated
NoCaching http://*/wikis/seed1ist/*

NoCaching http://*/wikis/templates/about.jsp*
NoCaching http://*/wikis/templates/demo.jsp*
NoCaching http://*/wikis/templates/faq/en/tourl.jsp*
NoCaching http://*/wikis/templates/statistics.jsp*
NoCaching http://*/wikis/templates/toolbox.jsp*

We also apply NoCaching directive to https (ss1) communicator:
NoCaching https://*/activities/service/atom/*

NoCaching https://*/activities/service/atom2/*

NoCaching https://*/activities/service/atom2/forms/*

NoCaching https://*/activities/service/download/*

NoCaching https://*/activities/service/download/forms/*
NoCaching https://*/activities/service/getnonce

NoCaching https://*/activities/service/getnonce/forms

NoCaching https://*/blogs/api*

NoCaching https://*/blogs/api_form*
NoCaching https://*/blogs/approvedmsg.jsp*
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NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching

NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching

NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching

NoCaching

NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching

NoCaching
NoCaching
NoCaching

https:
://*/blogs/notify.jsp*

https

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
://*/blogs/services/xmlrpc*

https

https:

https:
https:
https:
https:
https:
https:

https:
https:
https:
https:
https:
https:
https:
https:
://*/dogear/seedlist/*
https:

https

https:

https:
https:
https:
https:
https:
https:
https:
https:

https:
https:
https:

//*/blogs/confirmflagged. jsp*

//*/blogs/notifyedit.jsp*
//*/blogs/notifyflagged.jsp*
//*/blogs/notifyquarantined.jsp*
//*/blogs/ownermsg.jsp*
//*/blogs/roller-services/*
//*/blogs/roller-ui/admin*
//*/blogs/roller-ui/createWebsite.do*
//*/blogs/roller-ui/favorites*
//*/blogs/roller-ui/homepage*
//*/blogs/roller-ui/myupdates*
//*/blogs/roller-ui/rendering/api/*
//*/blogs/roller-ui/rendering/api_form/*
//*/blogs/roller-ui/scripts/authCheck.jsp*
//*/blogs/roller-ui/servermetrics.do*
//*/blogs/roller-ui/yourWebsites.do*
//*/blogs/services/atom*
//*/blogs/services/atom form*

//*/bookmarklet/post/*

//*/communities/dsx/*
//*/communities/forum/service/atom/*
//*/communities/service/atom/communities/my*
//*/communities/service/atom/community*
//*/communities/service/forum/get/nonce
//*/communities/service/json/communityview*

//*/dogear/atom/inbox/*
//*/dogear/atom/mybookmarks/*
//*/dogear/atom/mynotifications/*
//*/dogear/atom/mysentnotifications/*
//*/dogear/html/inbox/*
//*/dogear/htm1/mybookmarks/*
//*/dogear/html/mynotifications/*
//*/dogear/html/mysentnotifications/*

//*/dogear/templates/*
//*/files/form/authenticated

//*/homepage/web/getuserpref
//*/homepage
//*/homepage/web/widgets
//*/homepage/web/jsp/*.jsp
//*/homepage/web/servermetrics
//*/homepage/admin/admin.jsp
//*/homepage/atom/search/*
//*/homepage/atom/mysearch/*

//*/mobile/activities/*

//*/mobile/blogs/*
//*/mobile/profiles/*
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NoCaching
NoCaching
NoCaching

NoCaching
NoCaching
NoCaching

NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching
NoCaching

https:
https:
https:

https:
https:
https:

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:

//*/profiles/aboutView.do
//*/profiles/home.do*
//*/profiles/html/*.do

//*/search/atom/mysearch
//*/search/serverStats
//*/search/web/*

//*/wikis/basic/api/*
//*/wikis/dm/atom/*
//*/wikis/form/api/*
//*/wikis/form/authenticated
//*/wikis/seedlist/*
//*/wikis/templates/about.jsp*
//*/wikis/templates/demo.jsp*
//*/wikis/templates/faq/en/tourl.jsp*
//*/wikis/templates/statistics.jsp*
//*/wikis/templates/toolbox.jsp*

6. Save and close the file.
7. Start the Edge Server

— Linux:

# /etc/init.d/ibmproxy start

— Windows:

Click Start — Administrative Tools — Services.

In the Services window, highlight Caching Proxy.

Click Start to initiate the Caching Proxy service.

8. Access the web server using https from a web browser, in our example,
http://connections.itso.ibm.com/

fé IBM Connections Home Page - Windows Internet Explorer

'{3 Favorites {q, & | IEM Business Transformat... @ | IBM Standard SoftwareIns... @ | IT Help Central

‘@& IBM Connections Home Page

@ http://connections.itso.ibm.com/homepage/web/gettingStarted,|

IBM Connections Home Profiles ~ Communities ~ Apps ~
42
™ Home
Getting Started Getting started with IBM Connections
[T Do not show this screen at start
I'm Following
Status Updates 1 WELCOME .
My Notifications Welcome to IBM Connectio
Action Required  [EE 2 SHARE

IBM Connections brings social networking tg
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7.3.3 Configuring SSL support on Edge Components Caching Proxy Server

You must complete these steps to secure the connection between the client browsers and
Edge Components with Socket Secure Layer (SSL) so all communications are encrypted.

In our example, we use self-sign certificate to enabling SSL. The steps to configure SSL are
as follows:
» “Creating an SSL certificate on Edge Components Caching Proxy server”:

Using Ikeyman to create a person SSL certificate to be used in the Edge Components
Caching Proxy Server

» “Extracting personal self-signed SSL certificate from IBM HTTP Server” on page 181:

Using Ikeyman to extract an SSL certificate from IBM HTTP server to be used in Edge
Components Caching Proxy Server

» “Importing an SSL certificate into Edge Components Caching Proxy server” on page 183:

Importing self-signed certificate from IBM HTTP server into Edge Components Caching
Proxy Server to be a trusted certificate

» “Configuring the SSL certificate on the Edge Components Caching Proxy server” on
page 186:

Configuring the SSL certificate into Edge Components Caching Proxy Server and
accessing IBM Connections.

Creating an SSL certificate on Edge Components Caching Proxy server

To enable SSL on the IBM Edge Components, you must use the key management utility,
iKeyman, to create a key for securing your network communications.

This key is defined in the IBM Edge Components configuration file.

Note: For more information about enabling SSL on the IBM Edge Components, see
WebSphere Application Server Information Center
http://pic.dhe.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=%2Fcom.ibm.websp
here.ihs.doc%2Finfo%2Fihs%2Fihs%2Fwelc_ikeymangui.html .

The following are the steps to create an SSL key:

1. On the IBM Edge Components installation directory, run ikeyman to open the key
management utility:

— AIX/Linux: # ./ikeyman
— Microsoft Windows: > ikeyman

Chapter 7. High availability and disaster recovery 177


http://pic.dhe.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=%2Fcom.ibm.websphere.ihs.doc%2Finfo%2Fihs%2Fihs%2Fwelc_ikeymangui.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=%2Fcom.ibm.websphere.ihs.doc%2Finfo%2Fihs%2Fihs%2Fwelc_ikeymangui.html

178

IBM Key Management 1 =]
Key Database File Create Yiew Help
D|wr &5
Key database information
DB-Type:
File Hame:
Token Label:
Key database content
Personal Certificates | - | | Receive... |
| Delete |
| ViewEdit... |
| Import... |
| Recreate Request... |
| Hew Self-Signed... |
| Extract Certificate... |
o start, please select the Key Database File menu to work with a key database... |

2. From the menu bar, select Key Database File —» New and complete these fields:
— Key database type: Select CMS
— File Name: ProxyKeyConnections.kdb
— Location: The file location, for example, /opt/ibm/keyfile

1

[E& 18BM Key Management =B =

key Database File Create Yiew Help

D= & |%

Key database information

DE-Type:
File Name:
Token Label:
L - .
5 New e —— — M
Per§ |/ I,
— ||l Key database type |CMS =
File Name: [ProwykevCannections. kdl | | Erowse..
kI__m:atiun: |,f0pt,fibm,fkevfile |
OK | | Cancel
n

| New Self-Signed... |

| Extract Certificate... |

|To start, please select the Key Database File menu to work with a key database..,

3. On the password prompt, complete the values:
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— Define and confirm a password.

— Check Stash password to a file

IBM Key Management !E E

Key Database File Create View Help

=S

Key database information

DB-Type:
File Hame:
Password Prompt
Token Label:
Password: |ooooooooo |
Confirm Password: |nuuu- |
Personal Certificates Receive... |
[ ] Expiration time Days
Delete |
Stash password to a file
View Edit.. |
| ok || Reset || cancel | R |
| Recreate Reguest... |
| Hew Self-Signed... |
| Extract Certificate... |

hhe requested action has successfully completed!

. From menu bar, select Create — New — Self-Sign Certificate and fill the following
options:

Key Label: Define a label to identify your certificate on the key file, for example,
connections.itso.ibm.com

Version: Define the SSL version to X509 V3
Key Size: Set the size to 2048
Signature Algorithm: Define the signature to SHA1WithRSA

Common Name: Define the full qualified domain name (FQDN) that you choose to
access your IBM Connections, for example, connections.itso.ibm.com

Organization Name: Define the organization name, for example, IBM
Organization: Define your unit, for example, ITSO

Country or region: Select your country, for example, US

Validity period: Set the days that the certificate is valid, for example, 3650 days
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ﬁ IBM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections.kdb]

|= = = |

Dl

DE-Type:
File Name:

Token Label

Personal CEP

[ he requested,

Key Database

EE Create New Self-Signed Certificate
4 -

Please provide the following:

Eey Label

Yersion

key Size

Common Mame

Organization

Locality

State/Province

Zipcode

Validity Period

Signature Algorithm

|c0nnecti0ns.itsn.ibm.com

13
s
ShatRA [~

(optional |c0nnecti0ns.itsn.ibm.com

(optionah [IEM

Organizational Unit (optional |ITSO

(optional |

(optionah
(optional

Country or region (optional IEE

3650 | Days

elf-Signed...

OK || Reset || Cancel

5. You have finished of creating SSL certificate, see result:

Certificate...

ﬁ IBM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections.kdb]

0= =&

xR

Key Database File Create Yiew Help

DE-Type:
ol File Marme:

‘ll Token Label:

[y

Key database information

Joptfibmkeyfile fProxteyConnections. kdh

Key database content

|Persunal Certificates |V| | Receive... |
* connections.itso.ibm.com | Delete |
| View | Edit...

Export/Import..

Recreate Request...

Mew Self-Signed...

| Extract Certificate...

he requested action has successfully completed!

Next step is to extract the an SSL certificate from IBM HTTP server to import into the IBM

Edge Components Cache Proxy server.
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Extracting personal self-signed SSL certificate from IBM HTTP Server

This step is to extract the self-signed SSL certificate from IBM HTTP server to which the IBM
Connections connects for importing to Edge Component Caching Proxy server.

Complete the following steps to extract a personal SSL certificate from IBM HTTP Server to
be used in the Edge Components Caching Proxy server:

1. On the IBM HTTP Server installation directory, run ikeyman to open the key management
utility:

— Linux: # ./ikeyman
— Microsoft Windows: > .\ikeyman

@IBM Key Management !E
Key Database File Create Wiew Help

[ || & |

Key database information
DB-Tyne:
File Name:

Token Label:

Key database content

Personal Certificates | - |

hu start, please select the Key Database File menu to work with a key database...

2. From the menu bar, select Key Database File — Open. Complete these fields:
— Key database type: Select CMS.
— File Name: connections.kdb

— Location: The conf file location of HTTP server such as c:\Program
FilesN\BM\HTTPServer\conf

Chapter 7. High availability and disaster recovery 181



IBM Key Management !IE[ E
Key Database File Create ‘WView Help

DE =l

Key database information

DB-Type:
File Hame:
Token Label:
L s s cd ot abvsnn oot cosed
-
Persi |
Key database type |CMS ‘ - | =
File Hame: |c0nnecti0ns.kdb | Browse... —|
Location: |C:1F‘r0gram FilestElhﬂ\.HTrPServencnnﬂ | |
OK | | Cancel ‘ |
| Recreate Reguest... |
| Rename |
| Hew Self-Signed... |
‘ Extract Certificate... |

Jrn start, please select the Key Database File menu to work with a key database...

3. On the password prompt, provide a password and click OK.

4. Select WebSphere Plugin Key, click Extract Certificate, and complete the following
fields:

— Data type: Select Base64-encoded ASCII
— Certificate file name: ihscert.arm
— Location: The directory to place the extracted certifcate, for example, c:\temp\
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IBM Key Management - [C:'Program Files IBM'HT TPServer'.conf connections.kdb]

Key Database File Create ‘WView Help

I IEE

Key database information

DB-Type: CMe
File Name: CAProgram FilesMEMHTTPServericonficonnections. kdh
Token Label:
L s s cd ot abvsnn oot cosed
New E
l Data type |Baseﬁ4-encnded ASCII data ‘ = |
Certificate file name: |ihscertarm | Browse...
Location: | stempy |
| oK | ‘ Cancel |
‘ Recreate Request... |
‘ Rename |
‘ Hew Self-Signed... |
| Extract Certificate... |

hhe requested action has successfully completed!

Next step is to import this SSL certificate extracted from IBM HTTP server into the Edge
Component Caching Proxy server.

Importing an SSL certificate into Edge Components Caching Proxy
server

When using a self-signed certificate in IBM HTTP server in an IBM Connections environment,
you must import this certificate into the key database of Edge Components Caching Porxy
server to be a trusted certificate.

Complete these steps to import the sefl-signed certificate from IBM HTTP server into the
Edge Component Caching Proxy server:

1. Onthe IBM HTTP Server installation directory, run ikeyman to open the key management
utility:
— Linux: # ./ikeyman
— Microsoft Windows: > .\ikeyman
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IBM Key Management [_ [
Key Database File Create Yiew Help

Dw &%

Key database information

DB-Type:

File Name:

Token Label:

Key database content

Personal Certificates > | Receive... |
| Delete |
| ViewEdt... |
| Import... |
| Recreate Reguest... |
| Hew Self-Signed... |
| Extract Certificate... |

hu start, please select the Key Database File menu to work with a key database...

2. From the menu bar, select Key Database File — Open and complete these fields:
— Key database type: Select CMS
— File Name: ProxyKeyConnections.kdb
— Location: The file location, for example, /opt/ibm/keyfil

-
g IBM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections.kdb] E@g

Key Database File Create Yiew Help

Ne|d % RE

Key database information

DE-Type: Chs
File Name: Joptfibmfkesfile/ProxsdieyvConnections. kdb
Token Label:
K.ey database content
Personal Certificates |V| Recejve...
* connections.itso.ibm.com Delete
View/ Edit..

Recreate Request..

New Self-Signed...

| |
| |
| |
| Expor/import.. |
| |
[ ]
| |
| Extract Certificate... |

[The requested action has successfully completed!
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3. Select Signer Certificates, click Add..., and enter the following data:
— File name: ihscert.arm
— Location: froot/

ﬁ IBM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections.kdb]

Location: [root,] |

| Ok | | Cancel

File Mame; |ihscer‘t.arm | Browse...

=@ %
Key Database File Create Yiew Help
N H % R
Key database information
DE-Type: ChS
File Name: Joptfibmfkesfile/ProxsdieyvConnections. kdb
Token Label:
K.ey database content
signer Centificates [~ | Add.
L De
.
@Dpen

he requested action has successfully completed!

e

4. Provide a label for the certificate and click OK.

ﬁ IBM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections. kdb]

=8 = |
key Database File Create Yiew Help
e 3% R
FK.ey database information
DEB-Type: CMs
File Name: Joptfibm/kefile/Proxteyitonnections. kdb
Token Label:
K - —
ﬁ Enter a Label g
Signer Certificates Add... |
Enter a label for the certificate:
|Connections 4 - IHS certificate] | Delete |
| ok || cancel | View/EdiL.. ‘
Extract.. ‘
FPopulate... ‘
Rename ‘
he requested action has successfully completed!
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5. You have finished the import the IBM HTTP SSL certificate.

F |
5§ 1BM Key Management - [fopt/ibm/keyfile/ProxyKeyConnections kdb] =OEEn X
key Database File Create Yiew Help
D HERE
FK.ey database information
DEB-Type: CMS
File Name: foptfibm/kesfile/PromteyConnections. kb
Token Label:
Key database content
Signer Certificates |:| | Add... |
Connections 4 - IHS certificate | Delete |
| View/Edit.. |
| Extract.. |
| Populate... |
| Rename |
|The requested action has successfully completed!

b

Configuring the SSL certificate on the Edge Components Caching Proxy
server

Once the IBM HTTP SSL certificate has been imported into the Edge Server the
ibmproxy.conf file must be modified for it to see these changes. Follow this procedure:
1. Stop the Edge Caching Proxy server using the following command:

— Linux:

e #/etc/init.d/ibmproxy stop

— Microsoft Windows:

a. Go to Start — Administrative Tools — Services.

b. In the Services window, highlight Caching Proxy. Click Stop.
2. Go to the Edge Components configuration directory:

— Linux: # cd /opt/ibm/edge/cp/etc/en_US

— Microsoft Windows: > c¢d C:\Program Files\IBM\edge\cp\etc\

3. Edit the ibmproxy.conf configuration file for the Edge Caching Proxy server and add the
following variables:

In the SSL Directives section, add or enable the following rules:
SSLEnable On

SSLCaching On

In the Proxy Directives section, add or enable the following rules:

SSLTunneling on
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In the Keyring Directive section, add or enable the following rules:
KeyRing /opt/ibm/keyfile/ProxyKeyConnections.kdb
KeyRingStash /opt/ibm/keyfile/ProxyKeyConnections.sth
Save and close the file.
4. Start the Edge Caching Proxy server using the following command:

— Linux:

# /etc/init.d/ibmproxy start
— Microsoft Windows:

i. Go to Start —» Administrative Tools — Services.

ii. Inthe Services window, highlight Caching Proxy and click Start to initiate the
Caching Proxy service.

5. Access the web server using https from a web browser, in our example,
https://connections.itso.ibm.com/ When using a self-signed certificate, a warning is
displayed informing you that the certificate is not trusted by a Certificate Authority (CA),
click Continue to go to your web site.

& Certificate Error: Mavigation Blocked - Windows Internet Explorer

@l\‘jv |:é;hth:s:Hconnecﬁons.itso.ibm.com

.0 Favorites | & Certificate Error: Mavigation Blocked

?_01 There is a problem with this website's security certificate,
-

The security certificate prezented by this wehsite was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address,

Security certificate problems may indicate an atternpt to fool wou or intercept any data vou send to the
server.

We recommend that you close this webpage and do not continue to this wehsite.
@ Click here to dose this webpage,

'3;?' Continue to this website (not recommended).

@ hore information

This concludes the SSL configuration on IBM Edge Component Caching Proxy server. The
network connection security between your browser and the web server is enabled.

7.3.4 Configuring disk cache on Edge Components Caching Proxy server

Though memory caching provides a faster response time, it is limited by the amount of
memory available in the Edge Caching Proxy server. Compared to memory caching, the disk
cache allows storing a larger amount of cacheable objects with the trade-off of a less effective
response time.

For the disk cache to be efficient, a dedicated partition for disk cache should be allocated.
This disk partition stores on other object but the caching objects. In this section, we describe
how to create this partition and configure the Edge Components to make use of it:
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Creating a new RAW device

1. On the Edge Caching Proxy server, create a disk partition using the utility or command of
the operating system:

— Linux: fdisk
i. Check if raw module in load in the Kernel using the following command:
# modprobe raw
ii. Bind a raw device to a block device using the following command:
# raw /dev/raw/rawl /dev/sdbl

— Microsoft Windows: Disk management tool

2. Format the partition using the following command:
— Linux: # htcformat /dev/raw/rawl -blocksize 8192
— Microsoft Windows: > htcformat \\.\d:

Configuring Edge Caching Proxy server to use disk cache
Complete these steps to configure the Edge Caching Proxy server to use the disk cache:

1. Stop the Edge server:
— Linux:
# /etc/init.d/ibmproxy stop
— Microsoft Windows:
i. Go to Start —» Administrative Tools — Services.
ii. Inthe Services window, highlight Caching Proxy, and click Stop.
2. Go to Edge components configuration directory:
— Linux: # cd /opt/ibm/edge/cp/etc/en_US
— Microsoft Windows: > cd C:\Program Files\IBM\edge\cp\etc\

3. Edit the ibmproxy.conf configuration file for the Edge components with a text editor and
add the following variables:

— Linux:
CacheDev /dev/raw/rawl
BlockSize 8192
— Microsoft Windows:
CacheDev \\.\d:
BlockSize 8192
Save and close the file.
4. Start the Edge Caching Proxy server:
— Linux:
# /etc/init.d/ibmproxy start
— Microsoft Windows:
a. Go to Start —» Administrative Tools — Services.
b. In the Services window, highlight Caching Proxy, and click Start.
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7.4 Role of load balancers

The function of a load balancer is to distribute the incoming client request among two or more
servers to improve the throughput and processing time. A load balancer can be implemented
with hardware, software, or a combination of the two. Hypertext Transfer Protocol (HTTP) is
commonly used in a company's Internet and Intranets services. A single HTTP server can
easily become the network bottleneck and degrade the performance. Load balancing the is
frequent used as the solution for this issue.

In this section, we show how to configure the Load Balancer of IBM ® WebSphere Edge

Components, Version 7.0 shipped with WebSphere Application Server Network Deployment
of IBM Connections 4. We cover the following topics:

» 7.4.1, “Installing Load Balancer” on page 189: Procedure to install Edge components,

Load Balancer using a graphical Installation wizard

» 7.4.2, “Configuring Load Balancer” on page 193: Procedure to configure the Edge

components, Load Balancer

7.4.1 Installing Load Balancer

In this Section, we explain how to install Load Balancer using the graphical Installation wizard.

Follow these steps to install IBM Edge Components Load Balancer on a Linux system:

1. Unzip the WebSphere Edge Components into a temporary directory, for example, /tmp or

c:\temp.

Run launchpad.sh (launchpad.bat for Windows) to launch the installation wizard.

On the Welcome WebSphere Edge Components window, select Launch the Installation
wizard for Edge Components Load Balancer and Caching Proxy.

ile:// - WebSphere Application Server Network Deployment - Mozilla Firefox

ﬁ Maozilla Firefox is free and open software from the non-profit Mozilla Foundation.

2l

= WebSphere. software

Welcome

WehSphere Application Server Installation
IBMHTTP Server Installation

Web Senver plug-ins Installation

WehSphere DMZ Secure Proxy Senver
Installation

Application Clients Installation

IBM Update Installer for WebSphere
Software Installation

IBMWebSphere Installation Factory

IBM Edge Components

IBM Support Assistant

IEM Tivoli Composite Application Manager
forWebSphere Application Server

Exit

anguage selection:

across senvers. It hoosts the performance of servers by directing TCPIP
session requests to different servers within a group of servers; in this way, it
balances the requests among all the servers. This load balancing is
transparent to users and other applications. Load Balancer is useful for
applications such as e-mail servers, World Wide Web servers, distributed
parallel database queries. and other TCP/IP applications.

English

The Caching Proxy intercepts data requests from a client, retrieves the
requested information from content-hosting machines, and delivers that
content back to the client. Most commonly, the requests are for documents
stored onWeb server machines {also called origin servers or content hosts)
and delivered via the Hypertext Transfer Protocol (HTTF). However, you can
configure the Caching Proxy to handle other protocols, such as File Transfer
Frotocol (FTP), and Gopher.

. Launch the installation wizard for Edge Components Load Balancer for
K" IPvé.
Install Edge Components using the installation wizard.

~* View the readme file for Edge Components for IPvE.
Provides links to the latest information about Edge Components
for IPvE.

... Launch the installation wizard for Edge Components Load Balancer

A" and Caching Proxy.
Install Edge Components using the installation wizard.

“* View the readme file for Edge Components.
Provides links to the latest information about Edge Components.

4. In the Welcome window, click Next.
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i IBM WebSphere Edge Components H=] E3

Welcome to the IBM WebSphere Edge Components,
Version 7.0.0.0 Installation Wizard.

The wizard will install IEM WebSphere Edge Components on w0ur computer.

To cantinue, click Mext.

Installzhield

< Back Mext > | ‘ Cancel

5. Accept the license agreement.
6. English is the default installation Language. You can select other language.

i IBM WebSphere Edge Components H=] E3

Select the language support you want 1o install with Edge Components,

[»

[ ] czach

English

[ | French

[ ] German

[ ] Hungarian

[ talian

[ ] Japanese

[ | Karean

[ | Palish

[ | Portuguese (Brazil
[ | Russian

[ Simplified Chinese
[ ] Spanish

Tmliti [l 1

1]

Installizhield

< Back Mext > | ‘ Cancel

7. For installation type, select Custom to specify the components to install.
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i IBM WebSphere Edge Components H=] E3

Choose the setup type that best suits your needs,

) Typical
_':'*' The program will be installed with the suggested configuration.
Recommended for most users.

@ Cystom

.":‘”' The program will be installed with the features you choose,
Fecommended for adwvanced users.

Installzhield

< Back Mext > | ‘ Cancel

8. Select License, Base, Administration, Dispatcher and Load Balancer Documentation
to install.

i IBM WebSphere Edge Components H=] E3

Select the features for "IBM WekbSphere Edge Companents' ta install,
License - 0.5 MB

Base - 10.9 MB

Administration - 4.4 MB

[v] Dispatcher - 1.0 ME

[ ] Metric Server - 1.0 MB

[] Cisco €55 Controller - 1.0 ME
[ ] Martel Alteon Controller - 1.0 ME
[ |site Selector - 1.0 MB

Load Balancer Documentation - 7.1 MBE

Description:
Files needed to administer and canfigure Load Balancer.

Installizhield

< Back Mext > | ‘ Cancel

9. Validate if all features selected are correct, and click Next the continue the installation.
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i IBM WebSphere Edge Components H=] E3

The installer will also install the Java RTE into the Edge components directony,

Depending on wour operating system, this will take an additional 80 to 100 MB of
space.

IBM WebSphere Edge Components will be installed in the following location:
foptfibmfedogef
with the following features:

License

Base

Adlministration

Dispatcher

Load Balancer Documentation

for a total size: 20.6 ME

Installzhield

< Back Mext > | ‘ Cancel

10. The installation wizard shows that Edge Components were installed successfully on
your server. Click Finish.

i IBM WebSphere Edge Components H=] E3

The Surnmary Fanel has the following rmessage;

Installation completed successfully. See the online WekhSiohere Edge Companents
InfaCemter for canfiguration details.

Installizhield

< Back Mext » | | Einish
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7.4.2 Configuring Load Balancer

This section explains the best way to configure the IBM Edge components Load Balancer
(IPv4 & IPv6) to balance the client requests of IBM Connections 4. We explain the
configuration steps on a Linux operating system, though Microsoft Windows, AlX, HP-UP, and
Solaris systems are supported as well.

The following figure shows the network topology of our lab environment.

-

8 10.52.78.26 | HTTP Server
/Reverse Proxy

Cluster Address
10.52.78.28 |

- ) Load Balancer |
65 - L 1 (dispatcher) |
| |

NF Address I — — — = I |

10.52.78.36 I HTTPSewer|
/Reverse Proxy

| —— — —

10.52.78.27

[

In this topology, we include one WebSphere Edge Load Balancer 6.1 component for
balancing the incoming HTTP connections for two HTTP servers. We use the same topology
for Edge Caching Proxy servers.

In lab scenario, we have installed WebSphere Edge Load Balancer and assigned two static IP
addresses are assigned to it. For the Load Balancer system, note the following:

» The server selected for the Load Balancer installation must reside on the same LAN
segment as the nodes to be clustered.

» Ensure that /opt/ibm/edge/ulb/bin is added to the PATH.

Configuring the WebSphere Edge Load Balancer
Use the following steps to configure the WebSphere Edge Load Balancer:

1. Start the server function by running the following command on a command prompt:
dsserver
2. Stop the executor function using the following command:
dscontrol executor stop
3. Change Log level to 1 using the following command:
dscontrol set loglevel 1
4. Start the executor function using the following command:
dscontrol executor start
5. Set nfa IP address:
dscontrol executor set nfa 10.52.78.36
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6. Define a cluster and set cluster options:

dscontrol cluster add 10.52.78.28
dscontrol cluster set 10.52.78.28 proportions 49 50 1 0
dscontrol executor configure 10.52.78.28M

The dispatcher balances the requests from clients to the servers configured behind
dispatcher. The cluster is either the symbolic name, the dotted decimal address, or the
special address 0.0.0.0 that defines a wildcard cluster. Wildcard clusters can be used to
match multiple IP addresses for incoming packets to be load balanced.

7. Define ports and set port options with the adding dscontrol port command, dscontrol port
add cluster@port. For example:

dscontrol port add 10.52.78.28680

8. Define the load-balanced server machines. To define a load-balanced server machine, run
the following command:

dscontrol server add 10.52.78.28680010.52.78.26
dscontrol server set 10.52.78.28080010.52.78.26 weight 14
dscontrol server add 10.52.78.28680010.52.78.27
dscontrol server set 10.52.78.28080010.52.78.27 weight 14

9. Repeate the steps 6 and 7 to setup dispatcher in port 443 used by https protocol.

dscontrol port add 10.52.78.28@443

dscontrol server add 10.52.78.28@4430@10.52.78.26

dscontrol server set 10.52.78.28@443@10.52.78.26 weight 14
dscontrol server add 10.52.78.28@4430@10.52.78.27

dscontrol server set 10.52.78.28@443@10.52.78.27 weight 14

10. Start the manager function to improves load balancing. To start the manager, run the
following command:

dscontrol manager start manager.log 10004

11. Start the advisor function. The advisors give the manager more information about the
ability of the load-balanced server machines to respond to requests.

dscontrol advisor start http 80 http_80.1og
dscontrol advisor start https 443 http_443.1og

Configuring the HTTP Servers servers

The HTTP Servers servers need configuration changes for the Load balancing to work. The
Dispatcher only balances requests across servers that allow the loopback adapter to be
configured with an additional IP address, for which the back-end server will never respond to
ARP (address resolution protocol) requests.

In Linux to configure a loopback interface you must run the following command:
ip -4 addr add 10.52.78.28/32 dev 1o

Remember to run this command in both HTTP servers.

Note: For information about configuring loopback on a Microsoft Windows environment,
see Edge Components Info Center
http://pic.dhe.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.edge.doc
/1b/welcome_edge.html.
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Conclusion

Your Load Balancer is now configured and ready to use. For information on managing your
Load Balancer, a full list of advisors, metric server functions for Dispatcher, and other
advanced features, refer to the product documentation that comes with the Load Balancer.
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Working with IBM Connections
mobile

IBM Connections is supported on a broad range of mobile devices including Android, iOS,
RIM BlackBerry and older Windows Mobile phones. IBM makes the client application for IBM
Connections available for these devices through their respective App stores.

The mobile clients provide a richer experience for using IBM Connections on a mobile device
than would be the case using simply a web-browser presentation. For example, using the
client application, it becomes possible to integrate opening of files from other applications on
the device into IBM Connections or uploading a photo from the photo gallery of the device into
IBM Connections.

For Apple iOS the current IBM Connections client works on all generations of iPad, iPhone
and iPod Touch, provided they are running iOS 5 or higher.

For Android , the base version of the operating system required is version 2.2.
For Blackberry, the base operating system is version 6.0.0 or higher.

Different from version 3 of IBM Connections, version 4 comes ready to support these mobile
clients. At the time of writing there is a cumulative fixpack release available from IBM
(http://www-01.ibm.com/support/docview.wss?uid=swg21612692) which fixes a broad range
of issues including mobile access.

Broadly there are two methods for making mobile clients able to access a live IBM
Connections environment:

» Opening a port on the external firewall which directs traffic to the HTTP server of the IBM
Connections environment. Authentication is then done directly with the Connections
environment as if you were using a regular web browser.

» Establishing a VPN connection on the device to inside your organization’s LAN and then
using IBM Connections as if you were on your corporate network.

The best method for your organization must be decided on by you.
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8.1 Setting up an IBM Connections mobile client

Before starting setting up your mobile client, ensure that there is a valid means of connection
for the mobile clients to reach your Connections’ HTTP server. For clients that will connect
through a VPN connection, generally this means that they will access the IBM Connections
environment as if they were on your corporate LAN. For clients connecting from outside the
network, you must set up some access through your firewall for clients. In either condition test
accessing the server using a regular web browser before attempting to connect.

Complete the following steps to install and configure an IBM Connections mobile client:

1. Obtain the appropriate client software for your mobile devices:

2.

— For Apple iOS, the current Connections client works on all generations of iPad, iPhone

and iPod Touch, provided they are running iOS 5 or higher. See
https://itunes.apple.com/gbh/app/ibm-connections/id4505334897?mt=8

For Android, the base version of the operating system required is version 2.2. See
https://play.google.com/store/apps/details?id=com.ibm.lotus.connections.mobi
le&hl=en

For Blackberry, the base operating system is version 6.0.0 or higher. See
http://appworld.blackberry.com/webstore/content/52232/

Install the client according to the instructions provided which are appropriate for the
device. Remember that mass distribution of the client to a large number of devices may be
possible using the device vendor's management software or a compatible mobile device
management solution. Configuring such solutions for the Connections mobile client is

outside of the scope of this document.
3. After the client is installed on the device, follow these instructions:
a. i0S:
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i. Tap the IBM Connections application icon from the home screen of the iOS device.
ii. Select alogin option, usually "My Company's Server".

iii. Enter the URL or IP address which is accessible from your device to the IBM
Connections server. This might be the internal URL if you connect first with a VPN
client or the external DNS name of the IBM Connections server if you do not.

iv. Enter your user name and password.
v. Tap Login.

. For Android devices:

i. Tap the IBM Connections application icon from the home screen of the Android
device.

ii. Select alogin option, usually "My Company's Server".

iii. Enterthe URL or IP address which is accessible from your device to the
Connections server. This might be the internal URL if you connect first with a VPN
client or the external DNS name of the Connections server if you do not.

iv. Enter your user name and passwword.

v. Tap Login.

c. For BlackBerry devices
d. Tap on the Connections application icon from the home screen of the BlackBerry

device.

. Select a login option, usually "My Company's Server".
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f. Enter the URL or IP address which is accessible from your device to the IBM
Connections server. This might be the internal URL if you connect first with a VPN
client or the external DNS name of the Connections server if you do not.

g. Enter your user name and password.
h. Tap Login.

8.2 Troubleshooting

The most common problem with the mobile client is that it is unable to connect to the server.
The lack of good diagnostic tools on mobile devices makes troubleshooting this issue quite
difficult. Test, therefore, with a regular browser that you can reach the mobile site for your IBM
Connections server, for example, https://greenhouse.lotus.com/mobile. Compare this with
the server name you have provided in the URL field. Note that it is not necessary to specify
the /mobile in the URL on the mobile device.

Sometimes in a poorly configured IBM Connections environment it is necessary to log in to
the mobile service using your email address and not your "common name". For example, |
might log in to IBM Connections on my computer as " Frank Adams" but it might be necessary
to log in on the mobile device as “frank.adams @renovations.com”. This indicates a poor
configuration of the Federated LDAP repositories on the IBM Connections application server.
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IBM Connections metrics

IBM Connections 4.0 suite provides optional IBM Cognos Business Intelligence component to
generate reports against IBM Connections application. If the customer has license only for
IBM Connections suite, they can use Cognos only for generating reports through Metrics
application and they should not either customize or perform any other activities on Cognos
Business Intelligence server.

9.1 Security for IBM Connections Metrics application

IBM Connections Metrics application generates report for all the IBM Connections
applications using IBM Cognos Business Intelligence software. This report helps to analyze
how IBM Connections applications are accessed by the end users. By enabling security for
this Metrics application, only authorized users can view the report. IBM Connections Metrics
application provides the following roles by default.

» admin

» metrics-report-run

» community-metrics-run
» reader

9.1.1 Admin role

Adminrole is the super-user role presents in all IBM Connections applications. By default, it is
not mapped to any users. It is recommended to map only IBM Connections administrators for
this role.

If a user is mapped to admin role only in Metrics applications, then only that user can access
Metrics application using URL such as https://connections.itso.ibm.com/metrics but not
through header and footer link. If a user is mapped to admin role only in Common application,
then the user is able to see the header and footer link, but do not have access to the
application. If a user is mapped to admin role for Metrics and Common application, then the
user is able to access the Metrics application through URL such as
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https://connections.itso.ibm.com/metrics and able to see the header and footer link. A
similar window is shown to the user.

Header link:

BM Connections Home Profiles « Communities ~ Apps ~ Metrics Moderation

Footer link:

Demo Help IBM Lotus Support Forums  Bookmarking Tools | Server Metrics | About  IBM Connections on ibm.com bmit Feedback

The user mapped to admin role can access the Metrics link for all communities even though
user is not a member for a specific community.

9.1.2 Metrics-report-run role

This role authorizes who can have access for Metrics applications to generate reports. This
role presents only in Metrics and Common applications. If a user is mapped to only in Metrics
application, then user can access Metrics application only through URL such as
https://connections. itso.ibm.com/metrics. If a user is mapped to the Metrics-report-run
role in Common application only, the user can see the link for Metrics application in Header
and footer, but cannot perform any activity. If a user is mapped to the Metrics-report-run role
in both Metrics and Common applications, then the user is able to access the Metrics
application through URL such as https://connections. itso. ibm.com/metrics and the
header and footer link.

9.1.3 Community-metrics-run role

This role presents only in Metrics and Community applications and by default it is mapped to
“All Authenticated in Application Realm”. This means that the Community owner can see the
link for Metrics reports. If there is any particular user mapped to this role, then, only that user
can see the Metrics link to access static reports, no one else can see the Metrics link.

9.1.4 Reader-role
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The reader-role is present for the following applications:

» Activities

» Blogs

» Bookmarks

» Wikis

» Files

» Forums

» Profiles

By default, this role is mapped to everyone. If a user is mapped to any specific application,

user can access reports for that application only using the global Metrics URL such as
https://connections.itso.ibm.com/metrics.
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9.2 Using IBM Connection Metrics

IBM Connections Metrics application provides report for IBM Connections server and it is
classified into three categories:

» People
» Content

» Participation

User can view a report for an application based on one of these categories.

9.2.1 People

In this category, IBM Connections Metrics application provides report about how many people
logged into the IBM Connections server. This report can be generated based on the time
frame and group by options. The following figure is an example of the report that shows how
many people logged into the IBM Connections server.

People
Connections needs to be valuable to members, and by understanding those who use Connections, leaders can help facitate valuable content and behavior. People metrics answer questions ke, "How
many people logged in to Connections last month?

December 9, 2012 - January 5, 2013

View: | Lastdweeks [«| Group by | All people [=]
m Number of unique authenticated visitors Jiew table
For each segment (day, week, month, or year) of the selected time period, displays the number of people who logged in to Connections at least once:
4
1 - -
HE
o
1
0
12116 1223 12130 1

Data colection for Connections started on December 16, 2012
A week that extends into a second month generates an additional data point.

Metric Max

Number of unique authenticated visitors 7 3

9.2.2 Content

In this category, Metrics report gives details for most active content in IBM Connections
server so that leaders can take decision to update or modify the content to utilize the IBM
Connections server effectively. The following report example shows the most active content in
communities and forums.
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Content

Leaders need to know about the content that is shared in Connections and the type of value i brings to members. Content metrics answer questions like, “What is the most active content?”

December 9, 2012 - January 5, 2013

View:| Last4 weeks |[=|

= Most followed content View less detail
For the seiected time period, displays the contént posts across Connections ranked by number of followers.
Count
1 From Communities: FirstCommunity 5

2 From Forums: FirstCommunity 1
2 From Forums: s Anybody around 1

4 From Forums: Test Content 4

Data collection for Connections started on December 16, 2012,

9.2.3 Participation
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In this category, metrics report gives details for how many people contributed to the IBM
Connections server. The following report example shows the number of users contributed to
the IBM Connections Server.

Participation

Leaders need to know how people contribute and consume content in Connections. Participation metrics answer questions like, "How many people updated their status last week?

December 9, 2012 - January 5, 2013
View: Last4weeks |[+| Group by | Allpeople [+|

® Number of visits View table
For each segment (day, week, month, or year) of the selected time period, displays the number of visits to Connections, including anonymous users and repeat
visitors.

30

(=]
Y
-

1216 12123 12730
Date

Data collection for Connections started on December 16, 2012
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IBM Connections mail

Starting in version 4 of IBM Connections, a feature is available that allows you to access your
IBM Notes or Microsoft Outlook email and calendar from within the IBM Connections product.
This feature provides the User with icons for email and calendar that they can simply hover a
cursor over to perform essential tasks.

There no longer is a need to have multiple web browsers (or tabs) open when a user is
working with IBM Connections their email or calendar. The ability to read messages and
compose new ones along with checking calendar entries is now available within the same
user interface.

10.1 Features of IBM Connections mail

IBM Connections Mail consists of email and calendar functions that can be accessed within
the IBM Connections product. These integrated functions allows users to accept network
Invitations right from their Inbox or comment on a notification sent by an IBM Connections
Application.

IBM Connections ~ Home | Profiles~ = Communities=  Apps =

2 Profiles by Name

My Profile My Network Directory

= mrnasty Dec 13, 2012
[Communities] You have been added

Do You Know

Looking For an Expert? € gotoguy ct 18, 2012

n o [Files] goto quy has shared ‘tags.txt' with
rch h. Learn more B newsadmin -

Joto guy [Profiles] goto quy tagged you with bi

Invite to Connect = news-admin ct 18, 2012

Remove Search the Directory [Profiles] goto guy followed you,
To find & profile, start typing the name of the person you would like to find and the results will display automatically. & googuy
« This person shared one or . ’
‘more files with you Display Name: | Ts a [Profiles] You are invited to join my netw
« This person tagged you .
+ You share activities Display &  lucky putz (
* You have both tagged the [Activities] You have created a new ac
same person
lucky putz ot d, 2012
Organization Tags [Activities] You have created a new activ
Find a Tag goto guy Sep 27, 2012
first test messaqe
bff cognosadmin
Cloud  List
Home Demo Help IBM Lotus Support Forums Bookmarking Tools About [BM Connections on ibm.com Submit Feedback
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10.1.1 Email

The following table lists the functions available with the Email feature:

What do you want to do?

How you do it

Check for new messages

Hover-over the email icon and click Refresh.

Read a message

Hover-over the email Icon and click Message.

Move a message to a folder in your email

Read the message then click Move To Folder and
select the folder.

Save an attachment to either your workstation or
the IBM Connections Files Application

Read the message, then click either Download or
Share beside the attachment icon.

List more messages from your Inbox

Go to the bottom of your Inbox and click Load
More Messages.

Mark a message as important

Hover-over the email icon and click the star icon.

Reply to a message

Hover-over the email icon then the Message and
click Reply/Reply-To-All.

Forward a message

Hover-over the email icon and then the Message
and click Forward.

Delete a message

Hover-over the email icon and ten the Message
and click Delete.

When composing a new message within IBM Connections Mail, type-ahead look up is
available which checks your existing contacts (in IBM Connections and IBM Notes or
Microsoft Outlook) for matches with the characters that you are typing. A Check Names
button is also provided so that you can verify that the email addresses specified in the
To/Cc/Bcc fields do match what you have in your Contacts. In addition, you can add
attachments to the message that exist either on your Workstation or in the IBM Connections
Files Application.

Here are other exciting features of IBM Connections Mail:

>

»

>

Preview image files

Open someone’s profile page
Re-share a file if you have access
Follow or stop following a person or file

Accept or reject a request to join your network

See, like, and comment on files, status updates, and wall posts

Sort, add, edit, or delete comments on a file or wall post that you own

Note: Some are available only with IBM Domino Servers.

10.1.2 Calendar

The Calendar function provided with the IBM Connections Mail feature is essentially
read-only, where you can view your schedule from a previous day, the current day, or a
specific date. A handy ability in the Calendar function are the identification of conflicting
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entries within your Calendar. Conflicting entries within a Calendar displayed in IBM
Connections have an orange-bar to clearly indicate a possible scheduling problem.

10.2 Configuring Mail for IBM Connections

Installing the IBM Connections Mail feature comprises of four major steps, whether using IBM
Domino or Microsoft Exchange as your email server:

1. Install IBM Connections Mail.

2. Set up Access to IBM Connections Mail.

3. Set up Discovery Service for IBM Connections Mail.
4. Set up Help for IBM Connections Mail.

Before you begin, you must prepare your IBM Connections 4 environment to deploy IBM
Connections Mail. Aside from ensuring that your environment is working properly, you must
set a single sign-on (SSO) solution. If you use a Microsoft Exchange Server, you must
configure your IBM Connections environment to use SPNEGO. The IBM Connections Mail
feature supports SSO with IBM Domino Servers through SPNEGO or LTPA. The user email
addresses must:

» Be valid email addresses.
» Be visible in IBM Connections.

» Their records of email addresses on the Mail Server must match what is stored in IBM
Connections.

Refer to product documentation Preparing to install IBM Connections Mail
(http://www-10.1otus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+Mail+1.0+documentation#action=openDocument&res_title=Preparing_to_install_IBM Con
nections_Mail_icml&content=pdcontent)for more details about preparation that you must
take before proceeding to deploy the IBM Connections Mail feature.

Fix Pack 1 (FP1) for IBM Connections Mail V1.0 is a prerequisite of Component Refresh #2
for IBM Connections 4.0 deployments that use the IBM Connections Mail V1.0 feature. Plan
to install this FP1. More details on IBM Connections Mail V1.0 FP1 and its prerequisites, see
IBM Greenhouse - IBM Connections Mail 1.0 FP1
https://greenhouse.lotus.com/plugins/plugincatalog.nsf/assetDetails.xsp?action=edi
tDocument&documentId=31651AAAE1F4913685257A5F00548896.

10.2.1 Installing IBM Connections Mail

Complete the following steps to install IBM Connections Mail:

1. Review the software and hardware requirements for the systems that host IBM
Connections Mail.

Note: For more information, see IBM Connections Mail system requirements: Detailed
system requirements for IBM Connections Mail
(http://www.ibm.com/support/docview.wss?uid=swg27036069)

2. Configure single sign-on between Connections and your mail servers. If you are using
Microsoft Exchange servers or IBM Domino servers with self-signed certificates, import
SSL certificates. Then verify that your settings are correct. For more information, see
Preparing to install IBM Connections Mail:
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Product Documentation > IBM Connections Mail 1.0 documentation > Deploying IBM
Connections Mail > Preparing to install IBM Connections Mail
(http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connecti
ons+Mail+1l.0+documentation#action=openDocument&res_title=Preparing_to_install_I
BM_Connections_Mail_icml&content=pdcontent)

3. Restart all Connections servers.
4. Download and extract the IBM Connections Mail installation file.
5. Open IBM Installation Manager from the server on which you are installing Connections

Mail. This server must be running the WebSphere Application Server Deployment
Manager.

. Select File — Preferences, and then select Repositories:

IBM Installation Manager
) Preferences E
Repesiaie: -
Agpaninnce Repastaries
Fies to Rotivach = oo v
» sy ) had Repositary [
B intesar Asd 2 repasiiny L =
Pompart Advanta] Spacity rary the sepoutary puutannc i Il
Updates ) Select a Repositary —
Ll
4| (B | ¢ | B | seman iem
......
B, sewen
B Aecen thy Used
B
IR vesrey
] File Syatem
| i
psitan.conng AT g int jacsip S
IBM. 0 |[ @

7. From the Repositories panel, select Add Repository, navigate to the directory to which

you saved the IBM Connections Mail files, and select the repository.config file.

8. Click OK until you are returned to the Installation Manager main panel. Click Install.

9. Select IBM Connections Mail, and click Next.
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Install Packages
Select packages to install

Instaliation Packages

Vander

= ) [ 19M Connections Mail
W Vesion10020120811_0S32

Licenss Key Typa

(] Show atlversirns

Check for Othr Vessions, Fixes, and Extensions
Details

1B Cannections Mail 1.0.0.20120011_0532
Mt inte

o Rupositony nosvICRMIMACH

€]

10. Read and accept the license agreement, and select Next.

11. Select Create a new package group. Accept the default value for the Installation
Directory field or specify the path to another directory, and click Next. You must remember
this file path for Enabling the discovery service for IBM Connections Mail.

Install Packages

A package group is a location that cantains o

ne o mare packages. Same common package Shate 3 CommOn user (RTIace. Seact an existing package Group, o1 CIEATE 3 new ane. Eﬂ
[ewmmm iy Feanure
£

Use the wasming package gisus

A4 3 new pRckage graup

Package Gioup Name: (BM Contactions Mail

Installation Directory  [fapIBM/Cannectensai | | evee
Detaits ik Space lnformatien
Shared Resouices Disectary. FaptIBMISSP Shaed
o apun Velume  Available Space
i 35208
@ < Back Neas Cancel

12. Click Next, click Install, and click Finish.
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The falloming package was mstaled

= T, 18M Connactians Mail

[) 18M Connactions hiail 1 0.0.20120811_0532

Mate: Hiha packages support ollback, the tempurasy dimctory cantains raiback files for instalied puckages. Yeu can dulute the files on the Eiles for ssllbach pretesence page

Einiah

10.2.2 Configuring access to IBM Connections Mail
1. From the WebSphere® Application Server administrator console, click Applications —
Application Types — Websphere enterprise applications - Common.
Click the Configuration tab.

In the Detail properties section, select Security role to user/group mapping.

File Edit View Favorites Tools Help

Integrated Solutions Console  Welcome domadmin

Help | Logout
View: Al tasics - :

welcome Enterprise Applications. =
 Guided Activities Enterprise Applications > Common
@ servers

Us® this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its modulss.
B applications Configuration

Naw Application

B Services

B Resources

& Security

B Emvirenmant

@ System sdministration
B usars and Groups

B Monitoring and Tuning
B Troubleshasting

@ sarvics intagratien

@ uopt

B Agpli
P srpriss applications
Goneral Proportios
Buziness-laval applications E Dodolss

Application rafarancs validation
lzzus wamings -

Detail Proparties

Target specific apolication status
Startup bahaviar

Application binaries

Clazs loading 3nd wpdato dstsction

Request dispatrhar propartiss

View Deployment Bescriptor

Last participant support extension

Matadata for modules

Manage Modules

Web Module Properties

Session management

Context Root For Web Modules
Initislize parameters for servicks
1SP and JSF options

yirtual hosts

Enterprise Java Bean Properties

[Security role to user/group mapping

Application scoped resources
Besource references

Shared libs farances

Shared library relationshios

Apply | [oKk| “Reset] [Cancel

Bind EJ8 Business

EJE JNDI names

Database Profiles

4. Inthe Security role to user/group mapping table, select the check box next to the mail-user
role with Special subjects set to None.
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5. From the Map special subjects field, select an option:
— To enabile for all users, select All Authenticated in Application's Realm.

— To enabile for specific users, select those users. The users must be a listed in this role.

Welcome domadmin

Integrated Solutions Console

View: Al tasks -

Bl Guided Activitias

Enterprisa Applications > Commen > Security role to user/group mapping

Secunity role to user/group mapping

Each role that is defined in the application or module must map to a user or group from the domain user registry. accesslds: The
sccessl h ication in 8 multi dom i ;

i
nly when using cross realm communicat =nario, For all other scensrios

datarmined during t
used for Java Platfon rprise Edition authar

s applications accessids is user:realm/uniquelserD, group:realm/
fail. AllauthenticatedInTrustedRealms: This indicates that an
t any valid user in the current realm be given the access.

Map Users... Map Special Subjects ~

& O

B Securty Select Role

Map Groups...

@ Resources

Mapped users Mapped groups

& Envirsnment parson Al Authanticated in Application’s Realm

B System sdministration allauthenticated All Authenticated in Application’s Realm
B Usars 3nd Groups

admin Hone
B Manitering and Tuning
B Traublashaating susrvens Lo
demadmin

) Servics integration metrics-report-run None

@ upot global-moderator Hons demadmin

M) mail-user All Authenticated in Application’s Realm

Everyone

coessld will be

queGrouplD. Entaring wrong information in thess fields will cause suthorization to
id user in the trusted realms be given the access. AllAuthenticated: This

gout i

6. Click OK twice, and then click Save.

10.2.3 Setting up Discovery service for IBM Connections Mail

Have this information on-hand before executing this procedure:

» Administrator user IDs and passwords for your LDAP servers

» Names of LDAP servers and domains used by Microsoft Exchange servers

» (Exchange only:) User ID and password that can authenticate with the Microsoft
Exchange Auto-discovery servers

Complete the following steps to set up the Discovery service for IBM Connections Mail:

1. If you use IBM Domino mail servers only, skip to step 3.

2. If you use Exchange mail servers, create a keystore certificate file. Complete the following

tasks on each Exchange Auto-discovery server in your Active Directory:

a. Place copies of the certificates from your Exchange Auto-discovery servers onto the

File-system of your Deployment Manager.
b. Open a command prompt and go to the directory of your Deployment Manager.
c. Run the following command:

keytool -import -file certificatefile.cer -alias servername -keystore
keystore. filename

d. Define a six-character password and take note of it. You will need it for the
configuration of Exchange servers in the socialmail-discovery-config.xml file.

e. Trust the certificate.

Append each IP address of your Exchange Auto-discovery servers to the hosts file of
the WebSphere Application Server running IBM Connections Mail & your Deployment
Manager.
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3. Copy these files into the
WAS-root/AppServer/profiles/Dmgr01/config/cells/cell-name/LotusConnections-config
directory:

File name From To

socialmail-discovery-con | C:\IBM\Connections Mail\ | C:\WAS-root\AppServer\profiles\DmgrO

fig-template.xml 1\config\cells\cell-name\LotusConnectio
ns-config\socialmail-discovery-config.x
ml

socialmail-discovery-con | /opt/IBM/Connections /WAS-root/AppServer/profiles/Dmgr01/c

fig-template.xml Mail/ onfig/cells/cell-name/LotusConnections-

config/socialmail-discovery-config.xm

socialmail-discovery-con | C:\IBM\Connections Mail\ | C:\WAS-root\AppServer\profiles\DmgrO

fig.xsd 1\config\cells\cell-name\LotusConnectio
ns-config\socialmail-discovery-config.xs
d

socialmail-discovery-con | /opt/IBM/Connections /WAS-root/AppServer/profiles/Dmgr01/c

fig.xsd Mail/ onfig/cells/cell-name/LotusConnections-

config/socialmail-discovery-config.xsd

4. Rename the copied socialmail-discovery-config-template.xml file to
socialmail-discovery-config.xml.

5. In the socialmail-discovery-config.xml file, replace the example information with your
information. For each Mail-server configuration in your environment, you must have a
ServerConfig tag with a unique name attribute. For example,

6. Within each ServerConfig tag, insert the following tags for the type of mail server that you
use in your environment. There are three types of mail servers to choose from:

— IBM Domino Servers only:
¢ Insert the tags listed in the table:

Property Value

Enter DOMINO

Enter the IP address or fully qualified host name of the Domino
LDAP server that is used to determine the validity of email
addresses and to return users’ mail setup data.

Example: 9.119.6.07 or serverName.company.com

Optional: To specify a port for the URL specified in the DirectoryServer tag,
enter the port number.

The protocol for this port must match the protocol used to access
Connections.

Enter the name of an IBM Domino user that has full read access to
the LDAP service.

Note: Enter only the username. For example, do not include "cn="
or "domain/".

Enter the password for the IBM Domino user specified in the
DirectoryUser tag.
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Property Value

Optional: To specify a mail server that might not be the user’s primary server,
enter the IP address or fully qualified host name, for example:
9.119.6.08 or https://serverName.company.com

If this server includes a non-default port, the protocol must match
the protocol used to access Connections, for example,
9.119.6.08 or https://serverName.company.com:843

For each domain of email addresses that use this server
configuration, enter a &lt;MailPattern

type="" /> containing the domain. The domain is the portion of the
email address that follows the @ symbol.

Example: <MailPattern type="example.com"/>

* Insert the tags listed in the table. Example:

<ServerConfig name="dominol">
<ConfigType>DOMINO</ConfigType>
<DirectoryServer>dominol.example.com</DirectoryServer>
<DirectoryUser>username</DirectoryUser>
<DirectoryPW>adminpw</DirectoryPW>
<MailPattern type="example.com" />
<MailPattern type="example2.com" />
</ServerConfig>

IBM Domino Mail Servers using iNotes redirector:
* Insert the tags listed in the table:

Property Value

Enter REDIRECT

Enter the URL to an IBM iNotes® redirection application.

Example: http://domino2.example.com/dwaredir.nsf or
http://domino2.example.com

If this URL includes a non-default port, the protocol must match the
protocol used to access Connections.

Example: http://domino2.example.com:843

For each domain of email addresses that use this server configuration,
enter a containing the domain.

You can add multiple in the ServerConfig tag.

Example: <MailPattern type="domino2.example.com"/

* Insert the tags listed in the table. Example:

<ServerConfig name="domino2-redirect">
<ConfigType>REDIRECT</ConfigType>
<RedirectURL>http://domino2.example.com</RedirectURL>
<MailPattern type="example.com" />
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<MailPattern type="example2.com" />
</ServerConfig>

— Microsoft Exchange Mail Servers:

* Insert these tags for Microsoft Exchange mail servers:

Property

Value

Enter EXCHANGE.

Enter the IP address or fully qualified host name of the Active Directory
LDAP server that is used to determine the validity of email addresses and
to return users’ mail setup data.

Example: 9.119.6.77 or servername.example.com

Enter the domain for access to the Active Directory Server.

Enter the name of an Exchange user that has read access to the Active
Directory.

Note: Enter only the username. For example, do not include "cn=" or
"domain/".

Enter the password for the Exchange user specified in the DirectoryUser
tag.

Enter the file path and file name to the keystore file that was created in
step 2.

Enter the six-character password that was created in step 2.

Enter the domain qualifier and user name used to authenticate to the
Autodiscovery servers.

Example: SMDEV2010\Administrator

Enter the password used to authenticate to the Autodiscovery servers.

For each domain of email addresses that use this server configuration,
enter a

type=""/> containing the domain. The domain is the portion of the email
address that follows the @ symbol.

Example:<MailPattern type="example.com"/>

— Example:
EXCHANGE

exchangel.example.com

username
adminExpw

exchangel.example.com
c:\example\exchangecertificate
exampleCellManager0l/certificateFileAuth

7. (Optional / Recommended): To encrypt user names and passwords in the
socialmail-discovery-config.xml file, follow these steps:

a. Using the Integrated Solutions Console, create aliases for each user name and
password pair that you want to encrypt, by following these steps: Creating the J2C
authentication data entry

214 Installing and Deploying IBM Connections




(http://publib.boulder.ibm.com/infocenter/mpadoc/v7rOm0/index.jsp?topic=%2Fc
om. ibm.websphere.wemp.doc%2Fconfiguring%2Fcreate_j2c_auth_de t mssql.html).

b. In the socialmail-discovery-config.xml file, replace the following tags with the new tags
indicated. In the new tags, enter the alias that corresponds to one that you created in
WebSphere Application Server.

Replace with
DirectoryAuthAlias
ADDomainAuthAlias
CertificateFileAuthAlias

Onginal tags

Exchange only: ADDomainUser and ADDomainPW
Exchange only: CertificateFilePW

|
| DirectorylUser and DirectoryPW
|
|

Example:

<ServerConfig name="EncrytpedExchange2">
<ConfigType>EXCHANGE</ConfigType>
<DirectoryServer>exchange2.example.com</DirectoryServer>
<DirectoryServerDomain>exchange2.example.com</DirectoryServerDomain>
<DirectoryAuthAlias>exchangeLdapAuth</DirectoryAuthAlias>
<CertificateFile>c:\example\exchangecertificate</CertificateFile>
<CertificateFileAuthAlias>exampleCellManager0l/certificateFileAuth</CertificateFileAuthAlias>
<ADDomainAuthAlias>shimcon81Cel1Manager01/addDomainAuth</ADDomainAuthAlias>
<MailPattern type="exchange2.example.com"/>
</ServerConfig>

8. Delete examples from the xml file that do not apply to your environment.

9. Save and close the socialmail-discovery-config.xml file.

10. Synchronize the changes from the deployment manager to the nodes.

10.2.4 Enabling help for IBM Connections Mail

Complete the following steps to enable help for IBM Connections Mail:

1.

Using the Administrator ID of your WebSphere Deployment Manager, open a command
prompt.

Change directory to the WebSphere Deployment Manager's bin directory:

Examples:

Windows: C:\app_server_root\profiles\dmgrO1\bin
Linux/AlX:app_server_root/profiles/Dmr01/bin

Then launch the wsadmin client:

Examples:

Windows: wsadmin.bat -lang jython -username username -password password -port 8879
Linux/AIX: sh wsadmin.sh -lang jython -username username -password password -port
8879

Note: See the following URL for more information on starting the wsadmin client:
Starting the wsadmin client
(http://www-10.10tus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connec
tions+4.0+documentation#action=openDocument&res title=Starting the wsadmin c
Tient_ic40&content=pdcontent)

4. Next execute this command to work with the configuration of IBM Connections:
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7.
8.
9.

execfile("connectionsConfig.py")

If you are running AIX or Linux, create a temporary directory that allows writing:
mkdir /temp/dir

chmod +w /temp/dir

And then use this command to indicate the applications that you want to provide help
information for. Note, application(s) not mentioned will not be included in the IBM
Connections Help:

LCConfigHelp.setHelp("C:/temp","activities","blogs","bookmarks","communities","
files","forums",homepage","profiles","wikis","icmail")

Then open a web-browser and access the WebSphere Integrated Console.
Goto Applications — WebSphere Enterprise Applications.
Put a check beside the Help Application & click Stop.

10. Delete the directory that you specified in Step 6. Note, this directory will be recreated as

the application starts.

11. Restart all Connections servers.

12. Open a web browser & login to Connections.

13. Enter the following URL into your browser, where test-user-email is a user’s email

address:

http://dominol.example.com/resources/discovery/DiscoveryServlet?email=test-user
-email

The following information will be displayed in your web browser if IBM Connections Mail is
configured correctly:

DOMINO domino1.example.com mail/user-email.nsf
http://dominol.example.com/mail/testuser.nsf
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Customizing IBM Connections
user experience

Customizing IBM Connections is one of the main steps in deploying the product beyond the
initial installation. Many social business projects want to stamp the organizations branding,
naming, look and feel, and so forth on the system. In some situations, it is necessary to blend
the IBM Connections user interface into the Ul of a corporate portal or other systems so that
the whole experience is uniform.

In this section, we explore how to customize the user interface of IBM Connections. IBM
provides extensive documentation on this in the IBM Connections 4 product documentation
(http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+4.0+documentation#action=openDocument&res title=Customizing_ ic40&content=pdconten
t)

11.1 Branding

One of the first targets for any customization is the basic branding of the IBM Connections
user interface. For the most part the white sections should be left alone and the basic layout
of the system should not be customized to ensure future functionality and upgrades work.
However, the top banner and the links it displays is a common candidate for customization.

To change the color scheme and the navigation options in the top banner bar, you change the
header.jsp file, according to the instructions below:

1. Enable customization debugging - see
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res title=Enabling and disabling custo
mization_debugging ic40&content=pdcontent.

2. Follow tge instructions at
http://www-10.Totus.com/T1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res title=Customizing the navigation_b
ar_ic40&content=pdcontent to modify the header.jsp file which contains the navigation
bar.
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3. Re-disable customization debugging - see
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res_title=Enabling_and_disabling_custo
mization_debugging_ic40&content=pdcontent.

You might also want to add your organization's logo to replace the IBM logo at the top left.
Again, follow these instructions:

1. Enable customization debugging - see
http://www-10.Totus.com/T1dd/Tcwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res title=Enabling_and disabling custo
mization_debugging ic40&content=pdcontent.

2. Follow the instructions at
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res title=Changing_the IBM_Connections
_logo_ic40&content=pdcontent to customize the logo.

3. Re-disable customization debugging.

A variety of the standard user interface objects, such as the header, the login page, and the
footer can be customized to reflect your organization's requirements. This might include links
to your helpdesk or other systems, certain terminology or other disclaimers you need to
present. Follow these instructions:

1. Enable customization debugging.

2. Follow the instructions at the link below to customize the user interface
http://www-10.Totus.com/Tdd/Tcwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connectio
ns+4.0+documentation#action=openDocumenté&res title=Customizing_the user_interfa
ce_ic40&content=pdcontent.

Specific instructions for the login screen can be found at
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=I1BM+Connectio
ns+4.0+documentation#action=openDocument&res title=Customizing_the _login_page i
c40&content=pdcontent.

3. Re-disable customization debugging.

Because the first impressions are very important, especially in a system such as this, some
organizations choose to brand the Getting Started page to have organization-specific
information. Some systems include an IFRAME to a new section held on another system
which might show corporate news, or a feed from somewhere else. Importantly, the structure
of the Getting Started page is intended to allow customization to suit your requirements.
Detailed instructions can be found at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res_title=Customizing_the_Getting_Started_vi
ew_ic40&content=pdcontent.

More advanced branding can be achieved by modifying the style sheets
(http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+4.0+documentation#action=openDocument&res title=Adding_styles to _the IBM Connecti
ons_stylesheet ic40&content=pdcontent)associated with IBM Connections (see this link too
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connections+
4.0+documentation#action=openDocument&res _title=Making extensive color_and style c
hanges_ic40&content=pdcontent) This should be attempted by a skilled web designer. In
addition to this, you may also wish to include your own custom Java script which might offer
further context sensitive help. IBM has documented ways that you can achieve this at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connections+
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4.0+documentation#action=openDocument&res title=0verriding and extending JavaScrip
t_in_IBM Connections_ic40&content=pdcontent.

Lastly, your organization may wish to change the terminology used in Connections. Some
organizations prefer to call Activities Projects, others want to call wikis Knowledge Bases, and
so on. IBM has documented how to do this at
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=Customizing product strings_ic40&c
ontent=pdcontent.

11.2 Multiple language support

IBM Connections 4 supports many languages. In some situations, this might not be ideal
such as a native Spanish speaker using an American English browser, or a Swiss Italian user
on a Swiss German browser. The user's browser identification string is used by IBM
Connections to determine which language to display the user interface in.

Some configuration changes are necessary to allow the user to override the default language
choice imposed by IBM Connections. Full instructions on doing this can be found in the IBM
Connections 4 documentation wiki at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=Enabling users to set a language p
reference_ic40&content=pdcontent.

11.3 Profile types

One of the intentions of the Profiles component of IBM Connections is to provide a
comprehensive corporate directory for the people in the organization. Presenting much of the
difficult-to-find person information, such as skills, background, employee numbers, and the
likes is one of the first steps to socializing an organization.

The data model and user interface for Profiles can be customized heavily and common
extensions made by organizations include people's Linkedln profiles, Twitter handles,
personal blogs, and so on. Another common extension in Profiles is to provide a Google
Maps lookup of the users location.

The IBM Connections documentation describes the customization of the Profiles data model
and user interface extensively is at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=Customizing Profiles_ic40&content=
pdcontent.

You should also consider how you might automate the integration of other systems in to the
Profile information. For example a person's working hours might be a useful thing to publish in
the Profile so that others wanting to contact that person can know when they will be at their
desk. It is impractical to manually provide this information but it could well be information that
you hold in your human resource (HR) system.

Using customized Assembly Lines in the Tivoli Directory Integrator product, which is provided
as part of the Connections installation, you can pull this kind of information in from your HR
system and, by customizing the data model and user interface of the Profile can display the
additional information you need from the other system.
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Note: For further information on this topic, please see
http://infolib.lotus.com/resources/connections/4.0/doc/en_us/ic4 p3.html#c_admi
n_profiles develop custom tdi_scripts.

11.4 Notification

When installing Connections, an important post-installation configuration step is to ensure
that the email address that is used as the sender address of email notifications complies with
your corporate guidelines. If you do not customize the sender address you will typically
receive emails from news-admin@example.com and other such standardized addresses.

To customize the “administrator” email addresses used (like news-admin @ example.com),
use
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res_title=Defining_valid_administrator_email
_addresses_ic40&content=pdconten.

To customize which notifications end users receive, review
http://www-10.7otus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=Enabling users to specify email no
tification preferences ic40&content=pdcontent.

The content of the email notifications themselves can also be customized. Doing so is quite a
lengthy process and involves the use of a specialist markup language called Freemarker
(http://freemarker.sourceforge.net/).

» To customize the email digests (sent out at scheduled intervals), review
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=I1BM+Connectio
ns+4.0+documentation#action=openDocument&res title=Customizing email_digests ic
40&content=pdcontent.

» To customize the individual email notifications (sent when users choose to notify others
when they create something), review
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res_title=Customizing_standard_notific
ations_ic40&content=pdcontent.

11.5 Renaming Applications
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Before attempting to rename the applications in IBM Connections you should read the
guidance on Best Practices for Customizing Connections
(http://www-10.1otus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections
+4.0+documentation#action=openDocument&res title=Customizing the user interface ic
40&content=pdcontent).

Renaming individual applications can be achieved by changing the product strings.

Note: For more information, see
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res_title=Customizing_product_strings_
ic40&content=pdcontent.
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http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Enabling_users_to_specify_email_notification_preferences_ic40&content=pdcontent.
http://freemarker.sourceforge.net/
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_email_digests_ic40&content=pdcontent.
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_standard_notifications_ic40&content=pdcontent.
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_the_user_interface_ic40&content=pdcontent
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_the_user_interface_ic40&content=pdcontent
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_the_user_interface_ic40&content=pdcontent
http://www-10.lotus.com/ldd/lcwiki.nsf/xpDocViewer.xsp?lookupName=IBM+Connections+4.0+documentation#action=openDocument&res_title=Customizing_product_strings_ic40&content=pdcontent.

11.6 Hiding Applications

When installing IBM Connections, you can choose which applications you wish to install. In
many cases, this is all of the components of the solution. In others, because of your standard
entitlements, it might only be Profiles and Files. If you want to restrict access to certain
applications within the IBM Connections product suite, such as Wikis, Activities, or Blogging,

it is possible to temporarily (or permanently) disable that application and then hide it from the
user interface.

Full instructions on doing this can be found at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+

4.0+documentation#action=openDocument&res title=Disabling an application_ic40&cont
ent=pdcontent.
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Integrating with other software

IBM Connections' open platform provides capabilities to deliver the most comprehensive
integrated social environment. You can Integrate your IBM solutions and 3rd party solutions to
extend your enterprise social software platform.

12.1 WebSphere Portal

IBM WebSphere Portal provides core portal services that aggregate applications and content
and delivers them as role-based applications. IBM Connections applications can be deployed
as portlets, so that portal users can access the IBM Connections applications directly along
with the portlet application. These portlets communicate with IBM Connections applications
services and retrieve the data for each applications This helps user can participate in social
networking activities for example writing blogs or posting any topic to forums. IBM
Connections server and WebSphere Portal server should be deployed in same network and
Lightweight Third Party Authentication (LTPA) token should be exchanged between these two
servers to participate in Single Sign On (SSO).

12.1.1 IBM Connections application portlets

The following IBM Connections applications are available as portlets:
» Profiles Summary

» Profiles

» Forums Summary

» Forums

» Community Overview

» Bookmarks Summary

» Bookmarks

» Blogs Summary

» Blogs
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» Activities
» Wikis

Portlets are available only for IBM Connections V 3.0.1.1 only and these portlets work on IBM
Connections 4.0 server also. These portlets can be downloaded from Greenhouse solutions
catalog and there is no support from IBM. The URL for downloading the portlet is
http://greenhouse.lotus.com

12.1.2 Installing and Configuring IBM Connections portlets

Complete the following steps to install and configure an IBM Connections porlet into a
WebSphere Portal environment:

1.

Download the application from greenhouse solution catalog,
http://greenhouse.lotus.com

2. Extract the application to a temporary directory.

3. Install a portlet using WebSphere Portal Administration Interface.

4. Copy the following files to /shared/app.

= © © N o v

— /POCResolver/com.ibm.lconn.Icaccelerator.poc.jar

— /REP/com.ibm.Iconn.lcaccelerator.rep.jar

Create a page and add portlets to that page.

Add IBM Connection server URLs to WebSphere Resource Environment provider.
Configure DynaCache for IBM Connections portlets.

Setup an authentication alias to manage VMM services.

Configure application specific AJAX-proxy settings for Connection portlets.

0. Import SSL certificates from Connection Server to Portal Server to establish secured

connection.

11. Export the LTPA token from IBM Connection server to WebSphere Portal server to enable

Single Sign On (SSO).

12.1.3 Test integration with WebSphere Portal

You can use the following steps to test the installation and configuration of the porlet:

1.

Login to WebSphere portal with a valid user ID.

2. Navigate to a page where IBM Connection portlets are deployed.
3.
4

. Ifthere are any issues found, check out the SystemQOut and System Error log files found at

User is logged into the specific application automatically.

directory[WJC2] to troubleshoot the issue.

12.2 Sametime

If you have an IBM Sametime proxy server configured in your organization and have the
Profiles application deployed, you can enable presence awareness and simple chats in IBM
Connections.
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When you enable presence awareness using the Sametime Proxy server, a person's online
status is indicated by a set of icons and an associated status message that is available from
the person's profile and business card. Presence awareness can tell you whether the person
is available to chat, busy in a meeting, or away from their computer. In addition to seeing a
person's availability, you can also chat with that person even when no Sametime client is
installed.

12.2.1 System requirement

You must have the following software enabled to be able to add presence awareness to IBM
Connections:

» Domino Server 8.5 or later

» IBM Sametime 8.5.2 Interim Feature Release 1 or later, with the Sametime System
Console, Sametime Community Server, and Sametime Proxy Server components.

12.2.2 Pre-requisite

Before you start setting up Sametime function, enable single sign-on between the Domino
environment and the IBM Connections server.

12.2.3 Procedure

1. Start the wsadmin client from the following directory of the system on which you installed
the deployment manager:

app_server_root\profiles\dm_profile_root\bin

2. Use the wsadmin client to access and check out the IBM Connections extension
configuration files.

3. Enter the following command to access configuration file

execfile("connectionsConfig.py")

4. Enter the following command to check-out the LotusConnections-config.xml file

LCConfigService.checkOutConfig("working_directory","cell_name")

5. From the directory you specified as the working directory in the previous step, open the
LotusConnections-config.xml file in a text editor, and then find the sametimeProxy service
section.

6. Specify the attributes as per the example below:

<sloc:serviceReference enabled="true" isConnectClient="true"
serviceName="sametimeProxy"
ss1_enabled="true"><sloc:href><sloc:hrefPathPrefix/>

<sloc:static href="http://sametimeproxyserver.enterprise.example.com/"
ss1_href="https://sametimeproxyserver.enterprise.example.com:9444" />
<sloc:interService
href="https://sametimeproxyserver.enterprise.example.com:9444/>
</sloc:href>

</sloc:serviceReference>

7. Save and close the LotusConnections-config.xml file.
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8. Run the following command to check-in the changes

LCConfigService.checkInConfig(working_directory,cell_name)

9. Run the following command to sync the nodes

synchAl1Nodes ()

10. Exit the wsadmin prompt by typing exit.
11. Stop and restart all IBM Connections application servers.

12.3 Quickr

Using the IBM Connections Connector for Quickr you can integrate the Communities within
IBM Connections with the Team Space and Files within a Quickr implementation. To find out
more, read
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?TookupName=IBM+Connections+
4.0+documentation#action=openDocument&res_title=Customizing_product_strings_ic40&c
ontent=pdcontent.

You can also integrate file storage within Activities to publish files into Quickr instead of
holding the file in the Activity itself. The result is that the file is published to a Quickr place and
a link placed into the Activity to the file in Quickr, rather than the file residing in two places. For
information on implementing this feature, review
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=I1BM+Connections+
4.0+documentation#action=openDocument&res_title=Integrating Activities_with _IBM Lo
tus_Quickr_ic40&content=pdcontent

For optimum results, you should enable Single Sign-On between the IBM Connections
environment and the Quickr environment. If your Quickr environment is based in IBM Domino,
you must import an LTPA token from the IBM WebSphere Application server running IBM
Connections into the Domino server running Quickr. Full instructions on exporting the LTPA
keys from WebSphere and importing them into Domino can be found at
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=Enabling single signon_for Domino_
ic40&content=pdcontent

12.4 FileNet

226

IBM FileNet P8 is a reliable, scalable, and highly available enterprise platform that enables
you to capture, store, manage, secure, and process information to increase operational
efficiency and lower total cost of ownership. IBM Connections can be integrated with IBM
FileNet Content Manager using linked library widgets so that documents can be stored in
content repository.

FileNet Services for IBM Quickr is an adaptable web service component that integrates IBM
Connections server and IBM FileNet Content Manager. A Linked Library is a custom IBM
Quickr widget installed on the IBM Connections server and by default it is not enabled.
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12.4.1 Configuring FileNet

FileNet P8 Content Engine and FileNet services for IBM Quickr need to be installed and
configured prior to integrating with IBM Connections server. A library object is created in the
FileNet P8 Enterprise Content Manager (ECM) to manage all the documents and folders.

1.

Install and Configure FileNet P8 server on an appropriate platform. For detailed steps, see
FileNet documentation at
http://www-01.ibm.com/support/docview.wss?rs=86&uid=swg27021508

If FileNet is installed on a Linux platform, install FileNet Enterprise Manager (FEM) on a
Windows platform so that the FileNet Content Engine can be managed from FEM.

3. Install and configure FileNet Services for Quickr on an appropriate platform.

4. Install FileNet Services for Quickr add-ons to FileNet Object Store.

5. When the above steps are completed, you will see QuickrRoot under RootFolder in

FileNet Enterprise Manager.

6. Create a library and apply the necessary access settings.

7. Enter the following URL to validate the library:

http: < fully qualified Quickr services hostname=>:/dm/atom/libraries/feed

To validate FileNet Services for Quickr services, enter the following URL. This service
status would be either running or stopped.

http: < fully qualified quickr services hostname >/dm

12.4.2 Configuring IBM Connections

To use FileNet with IBM Connections server Linked library widget need to be enabled. To
enable Linked library widgets, the configuration file need to be checked out to a temporary
location and make a necessary changes and check-in to the configuration repository.

1.

Start the wsadmin client from Deployment Manager Profile Directory where IBM
Connection server is installed:

/wsadmin.sh(bat) -lang jython —username -password

Run the Jython script interpreter using following command to initialize the Communities
configuration file:

execfile(“communitiesAdmin.py”)
Now Communities Admin service is initialized.
Run the following command to check out the widget-config.xm:

CommunitiesConfigService.checkOutWidgetsConfig("working_directory", "cell
name")

Where
— cell_name is the name of the WebSphere cell hosting the communities application.
— Working_directory is the directory where configuration files are copied.

Go to working directory and add the following entries at the end of widget-config.xml to
enable Linked library widget for IBM Connections communities.

<widgetDef defld="<Library Name>" bundleRefId="1c_clib"
url="{webresourcesSvcRef}/web/quickr.Tw/widgetDefs/LibraryWidget QCS Connection
s.xml?etag={version}" description="CustomLibrary.description" modes="view edit
fullpage" primaryWidget="false"
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helpLink="{helpSvcRef}/topic/com.ibm.lotus.connections.communities.help/c_com_I
ibrary_frame.html1" iconUrl="{contextRoot}/nav/common/images/iconFilesl6.png"
uniquelnstance="true" displayLoginRequired="true"> <itemSet><item
name="allowCustomServers" value="false"/><item name="allowedHosts" value="
http://<FileNetQuickrServices Host Name>:<port>"/></itemSet></widgetDef>

Run the following command to check-in the widget-config.xmi:
CommunitiesConfigService.checkInWidgetsConfig("working directory","cell_name")
Run the following command to initialize the general service:
execfile(“connectionsConfig.py”)

Run the following command to check out the proxy-ecm-config.tpl file:
LCConfigService.checkOutProxyEcmConfig("working_directory", “cell name™)

Go to the working directory and modify the proxy-ecm-config.tpl file to allow IBM
Connections server to communicate with FileNet Services for Quickr server:

Before:

<proxy:policy url="http://www.myECMServer.com:8080/*" acf="none"
basic-auth-support="true">

After:

<proxy:policy url="http://<FileNet Services for Quickr>:<port>/*" acf="none"
basic-auth-support="true">

Run the following command to check in the proxy-ecm-config.tpl file:

LCConfigService.checkInProxyEcmConfig("working_directory","cell name")

10. Restart the IBM Connections server.

11. Log into IBM Connection server with administrator user ID.

12. Go to Communities tab and select a Community.

13. Select Customize.

14. Add the newly configured linked library widgets to the list.

15. Export the LTPA token from FileNet WebSphere Application server to IBM Connections

WebSphere Application Server. The domain name must be same and share the same
LDAP to enable Single Sign on (SSO) between IBM Connections and IBM FileNet ECM
server.

12.4.3 Testing the integration with FileNet
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When user adds documents or folders to Linked library in IBM Connections community
application, the document is actually stored in the FileNet Content Manager. To validate the
scenario, execute the following steps as mentioned below:

1.

Login to the IBM Connection server with a valid user ID and password and go to
Community where you want to work.

If the Community administrator added the linked library to the community, it will be shown
to the user along with other widgets.

Select the Linked library widget.
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4. Login to the FileNet Services for Quickr application with existing credential or new
credential

5. Library will be retrieved from the FileNet Content Manager repository.
6. User can add files or folder that will be stored in the FileNet Content Manager repository.
7. Log out from the IBM Connections server after completing the task.

12.5 Microsoft

IBM Connections can be integrated into existing SharePoint Document Libraries to provide
Communities with access to the file resources in SharePoint. This might be useful for
organizations who have initially deployed SharePoint for file sharing and now wish to
collaborate better using IBM Connections without abandoning their existing deployment Full
details on implementing the SharePoint connector can be found at
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=I1BM+Connections+
4.0+documentation#action=openDocument&res _title=IBM Connections_Widget for_Microso
ft_SharePoint_ic40&content=pdcontent.

In addition to SharePoint, IBM Connections has a Microsoft Windows Desktop Integration tool
which provides drag and drop access to the Files in IBM Connections to the Windows
desktop. You can download the desktop enabler from the IBM Greenhouse Product Catalog
at
https://greenhouse.lotus.com/plugins/plugincatalog.nsf/assetDetails.xsp?action=edi
tDocument&documentId=8AE593DC335311DE852579C2006D6F66
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Upgrading from previous
versions

You can directly migrate your IBM Connections to version 4 if your current installation is on
version 3.0.1.x. For earlier versions, you must do an incremental upgrade.

The following figure shows the incremental upgrade between various IBM Connections
versions.

13.1 Before you begin

Ensure that your environment meets the hardware and software requirements for IBM
Connections 4.0. If you have a version of IBM Connections that is earlier than version 3.0.1.x,
you must migrate it to version 3.0.1.x before migrating to version 4.0.

If you plan to install the new Metrics application, it is recommended to deploy IBM Cognos
Business Intelligence before installing IBM Connections 4.0. However, you can defer
deploying Cognos and still install Metrics.

Plan and choose your migration strategy depending on your requirement.
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13.2 Migration process

Further sections in this chapter will guide you on how you can migrate your IBM Connections
environment to 4.0.

13.2.1 Saving existing customization

Before you upgrade your environment, it is very important that you save your customizations
from the existing setup. You will have to reapply most of the customizations again manually.

The files that you need to migrate again manually include:

User interface (customized CSS, JSP, and HTML; labels and strings)
Header and Footer

Email notification templates

Blog themes

Security role mappings

service-location.xsd

profiles-policy.xml

validation.xml

JavaScript.

IBM Connections Connector for IBM Quickr

Server whitelist for publishing file attachments from Activities to IBM Quickr

YVVYVYVYVYVYVYVYVYYVYY

13.2.2 Backing up your IBM Connections environment

It is recommended to back up your databases and applications before starting the upgrade
process.

How to take the back up is your choice and you can take a decision depending upon your
environment. You can choose between backing up the entire deployment at once or individual
applications.

13.2.3 In-place upgrades

232

There are several procedures required to migrate your deployment. Your migration strategy
determines which procedures you need to follow. An in-place strategy minimizes costs but
causes more downtime. It is similar to the side-by-side strategy except that you do not need to
deploy new hardware.

The main advantage of using this strategy is that you need minimal new systems. The
disadvantages of this method are the down time is longer and if instructions are not followed
and an unclean installation is done then the environment can be corrupted.

Use these steps for in-pace migration:

1. Save your customizations.

2. Create a back-up these elements of your current 3.0.1.x environment:

IBM Installation Manager data directory

IC_Home, Installation Manager and SSPShared directory

WebSphere Application Server profile directory

profileRegistry.xml file located under WAS_HOME/properties
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3. Copy the migration tool in the current environment under /migration directory.
4. Export application data.

— Perform full synchronization of all the nodes.

— Rename migration directory.

— Copy the migration_4.0.0.0_date_time.zip file from the
IBM_Connections_Install/IBMConnections/native directory of the installation media,
where date and time represent the date and time stamps of the file.

— Extract the file to the IBM Connections 3.0.1.x installation directory. You should get a
migration directory at the same directory level as the ConfigEngine directory.

— Open a command prompt on the version 3.0.1.x system, change to the migration
directory and run the following command depending on your OS:

./migration.sh|bat 1c-export.
— Back up the migration directory to a location outside your 3.0.1.x deployment.
Shut down your 3.0.1.x deployment and uninstall it.
Clean up all the nodes.
Upgrade database to 4.0.

© N o o

Upgrade Websphere Application Server to 7.0.0.21.
9. Delete local content store and anything related with search in shared content store.
10. Install IBM Connections 4.0.
11. Create a back-up copy of WAS Deployment Manager profile directory.
12. Keep the Deployment Manager running but shut down all the nodes.
13. Copy the exported applications data to the 4.0 environment under /migrations/work.
14. Import application data using:
/migration.sh|bat 1c-import -DDMUserid= -DDMPassword=
15. Restart Deployment Manager.
16. Start and sync all nodes and start cluster.

13.2.4 Side-by-side upgrades

A side-by-side migration strategy minimizes the downtime of your production environment but
costs more in terms of hardware resources. The advantage of this upgrade method is that
minimum down time is required. The disadvantage is that you will need new systems.

Use these steps for this side-by-side migration:

Save your customizations.

Copy the migration tool in your 3.0.1.x environment under /migration.

Export application data. Refer to in-place migration section for the procedure.

Install and configure a new WAS instance on your new system.

Create a new location for 4.0 content store.

2L T o

Install 3.0.1 test database on new instance and transfer the 3.0.1.x database to the test
database and update 4.0.

7. Install IBM Connections 4.0 on the new system.

8. Create a back-up copy of the WAS Deployment Manager profile directory.
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9.
10.
11.

12.
13.
14.
15.
16.
17.
18.

Run the Deployment Manager but shut down all the nodes.
Copy the exported applications data to new system under </IC_Home>/migration/work.
Import application data using:

/migration.sh|bat 1c-import -DDMUserid= -DDMPassword=.
Restart Deployment Manager.

Start and sync all the nodes and start cluster.

Verify your new setup.

Shut down 3.0.1.x deployment.

Copy 3.0.1.x content store to 4.0 content store.

Perform in- place database upgrade.

Modify your JDBC and other parameters accordingly.

13.2.5 Restoring customization

234

After updating or migrating IBM Connections, you must manually update any custom fields
and customized files that could not be automatically updated or migrated.

1.

2
3.
4

Migrate any JSP, CSS, and string customizations.

. Verify that your Blogs themes are present in 4.0. If not, manually update them.

Update your customized Community themes.

. Copy the 3.0.1.x version of the profiles-policy.xml file to the 4.0 deployment, overwriting

the 4.0 version of the file.

Copy the customized XSD elements of the 3.0.1 service-location.xsd file to the 4.0 version
of the file.

6. Redefine customized Profiles fields in the validation.xml file.

7. Migrate your 3.0.1 JavaScript customizations.
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Administering IBM Connections

IBM Connections administration includes configuration and on going support. In this section,
we describe some of the on-going support tasks and the tool. This section includes the
following topics:

» 14.1, “Introducing the Integrated Solutions Console” on page 234

» 14.2, “Working with servers” on page 237

» 14.3, “Finding and using server logs” on page 240

» 14.4, “Working with enterprise applications” on page 243

» 14.5, “Using wsadmin to modify and update application settings” on page 246
» 14.6, “Where is the IBM Connections data” on page 247

» 14.7, “Backing up and protecting data” on page 249

14.1 Introducing the Integrated Solutions Console

The WebSphere Network Deployment environment for IBM Connections consists of a single
cell with multiple deployed servers and clusters within it. The cell therefore has a process
called the deployment manager whose job is to manage the configuration for every server
within the cell that it is responsible for. This is done through a single administrative
environment called the Integrated Solutions Console (ISC).

Regardless what WebSphere based product that you are working with, there is always an ISC
for you to log into and manage your environment. To work with IBM Connections environment,
you must log into the ISC from any browser by typing

https::9043/ibm/console

The default port the ISC is installed on is 9060 (unsecure) and 9043 (secure). In most cases,
it redirects URLs to 9043. Any install of WebSphere Application Server contains an ISC for
you to login to and the default ports are always 9060 and 9043.
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Here is the login screen for the ISC. The name and password asked for here are the ones that
you use when you originally installed WebSphere, usually "wasadmin" as the login name and
whatever you chose as the password.

Integrated Solutions Console

Log in to the console.
User ID:

Password:

Log in

If you can not login here, consider if the login you set up also exists in LDAP, in which case,
WebSphere sees it as a duplicate login and it will not work. You must remove the login from
LDAP so it is unique as a WebSphere account.

The ISC menu, after you log in, looks identical for any WebSphere 7.x hosted application.
Therefore, when you learn where to find things, the same rules apply regardless of what
application that you are working with. Here are some key menus within the ISC and what they
do.

Servers

The server menu is where you find the Application servers that are installed into this cell and
details of any WebSphere proxy servers, web servers, and cluster configurations. Under each
menu you can see and manage the running status of the servers.

B Server Types
webSphere application servers

wWebSphere proxy servers

Bl Clusters
webSphere application server clusters
Proxy server clusters
Generic server clusters
Cluster topolog
® DataPower
M Core Groups

Applications

The applications menu is where you find any installed J2EE applications, such as each of the
IBM Connections applications that are installed. These menus allow you to review, restart,and
update individual applications.
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B applications

B Application Types
wWebSphere enterprise applications

Busi

Security

The Global Security menu is where you define the LDAP servers and application security and
configure the single sign-on options.

Users and Groups

The users and groups menus are where you can search the directories for accounts to
confirm LDAP is set up correctly. You can use the "Administrative user roles" and
"Administrative group roles" menus to configure access to the ISC itself.

Note: These roles do not refer to access to the actual applications such as Blogs, Wikis,
and Activities, that access is configured under the Enterprise Application menus.

B users and Groups

dlive User roles

Troubleshooting

The Logs and trace menus under Troubleshooting are where you can view the log activity for
each server and cluster as well as altering the diagnostic logging level. If you are asked by
support to increase the logging level for a server in order to gather more data, you do so
through the Logs and trace menu.

B Troubleshaoting

Configuration Validation
Diagnostic Provider
Runtime Messages
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System Administration

The system administration menus give you complete control over all the deployed servers and
the status of their configurations. Managed by the deployment manager of the cell the menus
contain a list of all the network deployed servers, nodes, and node agents. It is through these
menus that changes are manually distributed out from the deployment manager to the nodes
(by synchronizing the nodes). You can also use this section to instruct the Node agents to
restart all their managed servers.

Bl System administration

14.2 Working with servers
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You can work with servers either using a command line directly or through the Integrated
Solutions Console (ISC). In general, it is simpler to work with the server through the ISC
where you have a single interface and location to work with. Otherwise, starting 10 servers
means issuing 10 command lines from 10 different locations. Consider always that a
WebSphere Application Server server cannot be started unless its node agent is already
started because it is the node agent that is responsible for starting and stopping the servers.

Let us start by looking at the ISC and what it can tell us about the servers. The items
highlighted on the servers menu below are those we use most often.

» WebSphere application servers shows you all WebSphere Application Server servers
installed in the cell

» Web servers show you any defined webservers such as an IHS server that are being
managed from within this cell

E servers

B server Typas
[ WebSphere apphcation servers ]

B Clusters

B DataPowar
Core Groups
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14.2.1 WebSphere Application Servers

This is where you find all servers being used in you IBM Connections environment and any
defined cluster instances. In the figure below, you can see a list of some of the servers in our
large scale IBM Connections deployment.

Applicationservers 2=

Application servers

Use this page to view a list of the application servers in your environment and the status of each of these servers. You can also use
this page to change the status of a specific application server.

Preferences

New| Delete | Templates... ] Start || Stop || Restart ImmediataStop Terminate
ClElEIE
Select| Name 3 Node Host Name Vaersion Cluster Name Status ()

You can administer the following resources:

ActivitiesCluster serverl con- con-app0l ND 7.0.0.21 ActivitiesCluster &
appOiNodeO1

ActivitiesCluster sarvar? con= con-app02 ND 7.0.0.21 ActivitiesCluster L3
app02Nodell

BlogsCluster serverl con- con-app01 ND 7.0.0.21 BlogsCluster =+
appOiNodell

BlogsCluster server2 con- con-app02 ND 7.0.0.21 BlogsCluster 3
app02Nodell

CommunitiesCluster serverl  con- con-app01 ND 7.0.0.21 CommunitiesCluster |
a2pp0iNodell

CommunitiesCluster server2 | con- con-appD2 ND 7.0.0.21 CommunitiesCluster |
app02Nodell

» Name is the name of the server and this cannot be changed. Name is defined during
installation and this is what you use to identify the server when issue commands. The
server name is case sensitive

» The Node is the name of the instance that manages this server. You can see that we have
multiple servers all managed by the same node in our installation. The role of the Node is
to start and stop the servers and ensure the configuration held by the deployment
manager is updated onto the servers. The name of the Node cannot be changed after
installation.

» Host Name is the location of the installed server. This is usually a fully qualified host name
derived from the name of the physical or virtual server where the server was created. It is
critical that this host name is resolvable from all servers within the cell. It is possible to
change this host name after install by manually editing some XML files, however, this is
not recommended. Therefore, ensure that your host names are correct before installing.

» Version is the WebSphere Application Server version installed for this server. This cannot
be changed but will automatically update if the server is upgraded or patched. Not all
servers have to be running the same version but it is best practice for them to do so.

» Cluster Name was defined during the earlier installation of IBM Connections. The Cluster
Name cannot be changed post installation.

» Status shows a green arrow if the server is running, a red cross if the server is stopped,
and a question mark in a circle if the node agent for the server is stopped which prevents
the ISC from querying the server status. A question mark also shows if the ISC has
problems reaching the server, usually due to DNS or firewall issues.

From the menus you can select multiple servers and choose to stop, start ,or restart their
instances. These options are only available if the server’s node agent is started and the
server is showing either a started(green right arrow) or stopped(red X). The advantage of
starting and stopping the servers from this screen is that multiple servers on different
machines can be managed at once.
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Alternatively, you can view the status of servers, start, and stop them from a command line on
the server itself. To do this, connect to a command line on you system and navigate to the
profile containing the server that you want to work with. All WebSphere Application Server
profiles appear under the AppServer directory, In Windows, this is default to

C:\Program Files\IBM\WebSphere\AppServer\profiles. We do not recommend using the
\program files\ path.

On Linux or AIX , the default is (case sensitive) /opt/IBM/WebSphere/AppServer/profiles—.

The directory for the Deployment Manager profile is DMgr01 and for the Application Servers
AppSrv01 . To manage an application server, you d navigate to

/AppSrv01/bin and run the following commands:
startServer.sh (or startServer.bat on Windows)
stopServer.sh (or stopServer.bat on Windows)
serverStatus.sh OR -all (or serverStatus.bat on Windows)

The stopserver and serverstatus commands prompt you for the WebSphere server
credentials each time. If you want to avoid having to enter these continually, you can add them
to the soap.client.props file in the \properties directory under each profile.

14.2.2 Web Servers
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The menu Web Servers display the integrated IBM HTTP Servers that have been configured
into the ISC , because these are not WebSphere Application Server servers, they have no
node agents and should always show as either started (right green arrow) or stopped (red X).
The web servers can be started and stopped from this screen using the menu buttons. You
can also start and stop the web servers from a command line by passing the parameters
“start” or “stop” to the command httpd (for Windows) and apachectl (for Linux / AlX). For
example:

/opt/IBM/HTTPServer/bin/apachect] start

Web servers =

Web servers
Use this page to view a list of the installed Web servers.

Preferences

[ Generate Plug-in ] Propagate Plug-in ] New| Delete Templates... | Stirl:| S:op| ]
=R
Select Name 2 _ Web server Type £ _ | Node { _ Host Name £ _ Version { _ | Status Q_

You can administer the following resources:

Fi con-ihs01 IEM HTTP Server con-ihsO1 con- Not
: ihs01l.itso.ibm.com | applicable

con-ihs02 IBM HTTP Server con-ihs02 con- Not
ihs02.itso.ibm.com | applicable

Total 2
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14.3 Finding and using server logs

Every WebSphere Application Server server has the same directory structure by default and
within that there is always a "logs" directory where the logs for that server are held. For each
server instance in the profile, there is a specific folder under logs for that server. For example,
if you have two servers in your AppSrv01 profile, plus the node agent, you will have three
folders under "logs":

\AppSrv01\logs\nodeagent

\AppSrv01\logs\serverl

\AppSrv01\logs\server2

There are four key log files that are created for every server:

» StartServer.log - all activity as the server was issued a start command

» StopServer.log - all activity as the server was issued a stop command

» SystemErr.log - any errors being thrown by the server instance

» SystemOut.log - all activity as the server runs, essentially a server console output

There is also a directory called "ffdc" under the logs directory that contains exception log
entries.

The log files can become very large and can only be deleted when the server is down.
Therefore, it is a good practice to set up rollover logs. You can do this through the ISC
Troubleshooting menu.

The logs and trace menu allows you to configure the logs, their location, their size, and their
level of diagnostic detail. Each server is listed separately and each has specific configuration
settings that apply to that server only. You cannot change the log settings for multiple servers
at once.

The following figure shows the ISC Logs and trace panel on our system. We start by selecting
one of the listed servers.

Integrated Solutions Console ~ Welcome domadmin s () ey |

View: All tasks -

Logging and Tracing 7=

B Guided Activities Logging and Tracing
B Servers Use this page to specify how the server handles log records. You can select an application server to

e aenable or disable a system log for that server, specify where log data is stored. and choose a format for
B Applications log content. You can also specify a log detail level for components and groups of components.

[ Services [ Preferences

[ Resources =

Bl Security
Server Node 3 Host Name 3 | Version I Type O Status (D
B Environment

m

You can administer the following rescurces:

B System administration

ActivitissCluster serverl con-app0iNodell con-app01 ND servers E
[E Users and Groups | 7.0.0.21
. . ActivitiesCluster sarvar2 con-app02Nodeldl con-appl2 ND servers 3
[ Menitaring and Tuning e 7.0.0.21
Bl Troublask BlogsCluster serverl con-app0iNodell con-app01 ND Servers ]
7.0.0.21
DI BlogsCluster server2 con-app02ZNodell con-appl2 ND servers =
7.0.0.21

The general Properties lists options for what to do next. We use two menus:
» JVM Logs - where you can view and configure the size and location of the log files
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» Change Log Detail Levels - where you can adjust the level of detail. In most cases the
detail level is set to *=info and this should not be changed unless instructed by IBM under
a support call.

Logging and Tracing T =

Logging and Tracing > ActivitiesCluster_serverl

Use this page to select a system log to configure, or to specify a log detail level for
components and groups of components. Use log levels to control which events are processed
by Java logging.

General Properties

Diagnostic Trace

[ = JvM Logs |
Process Logs
IBM Service Logs

[ Change Log Dsetail Levels J

To start with, you can review the logs by going into JVM Logs and choosing the “Runtime tab.
Here you see the critical SystemOut.log and SystemErr.log. These two files tell you what the
server is doing and whether any errors are being generated. You can also see the location of
the log files if you wanted to connect directly to the server and retrieve or read the log files
from the file system.

Logging and Tracing > Activiti luster serverl > JVM Logs

Use this page to view and modify the settings for the Java virtual machine (JVM) System.out and System.err logs for a managed process. The JVM
logs are created by redi ing the ut and err streams of the JVM to independent log files. The System.out log is used to monitor
the heaalth of the running application server. The System.err log contains exception stack trace information that is used to perform problem
analysis. One set of JVM logs exists for each application server and all of its applications. JVM logs are also created for the deployment manager
and each node manager. Changes on the Configuration panel apply when the server is restarted. Changes on the Runtime panel apply
immediately.

Configuration Runtime

General Properties

System.out
File Narme:
/opt/IBM/WebSphere/AppServer/profiles/ Custom01/logs/ActivitiesCluster_serverl/SystemOut_12.12.18_07.10.26.log » |View

System.err
File Name:
[/opt/IBM/WebSphere/AppServer/profiles/Custom01/logs/ActivitiesCluster_serverl/SystemErmr.log » View

Back

The ISC has a built-in log file view that renders the current logs if you select "View" from the
menu above. The log files are then read in line by line and you can navigate through them.
The important thing to note about WebSphere Application Server log files is that they can
become large and difficult to read through the small built-in viewer and it is usually a better
idea to retrieve the files from the file system for reading.

The layout of a WebSphere Application Server log file is simple to spot any errors as, when
properly aligned, there is a center column showing the status of each message, for example:
» | =informational message

» W =warning message

» E = error message
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» F =fatal message
» C = configuration message

Looging snd Viacin > ActivitiasClustar sarvarl > Log Fibe

Display the contents of the given file

Total: 5279, Filtered total: 250

Ratriave Linaa (#5. 250-600)
| Rafrash

------------ starc :.un.uy Current Emvirorment

hera Flatform 7.0.0.21 (KD 7.0.0.2

Oparating System is Limux, versicn
. Java Compiler = 3

nstall.zoot = /opt/IEM HebSphece AppServer

install.roat = /opt/IEM/WebSphere/AppServer/profiles/Customdl

running with process name con-dmgrCell0l\ean-appOiNcdsdliicciviciesCluster_serverl and process id 4833

Home = /opt/IEM/Nebfphers/AppServer/

t.dirs = /opt/IBM/WebSphere/AppServer/jav profiles 1/elasses:/opt/ IBM/RebSphere/ AppServer/classes: /apt/ IBM/WebSphere / AppServer/1i

path = fopt/ AppServer/profi :fopes A properties:/opt/IEM/Webiphere AppServer/lib/startup. jar: /opt/IEM Nebfphare/3
Iu Eary path = /opt/IBM/WebSphere/App! ce/1ib/amdéd 1/ apt/ IBMY AppServer/java/jre/lib/andéd :/opt/ I/ WenSphare AppServer/bin: :/usc/iib
- Ind 0

~=info.
are deprecated

The sTATtup TLACe STate i
112/16/12 8¢ : The message IDs that

112/36/12 93

EspryProvides

112/16/12

§ EST] 00000000 Adsms
2 EST] 00000000 Plugis
5 EST] 00000000 SSLCemse:

g puccessfully.
zarion

112/26/12 93

To ensure the log files do not grow too large, you can also configure log file sizes for rollover
and historical retention. You do this under the "Configuration: tab:

Configuration Runtime

General Properties

System.out

* File Name:
lS {SERVER_LOG_ROOT}/Systei

File Formatting
Basic (Compatible)

Log File Rotation

Iil File Siza _| Time
Maximum Size
20 MB

Maximum Number of Historical Log Files. Number in range 1 through 200.
[10

Installed Application Output
E Show application print statements

[J] Format print statements

Log file retention instructs the server to create a new instance of the SystemOut (or
SystemErr) log file when it reaches a certain size or age. The recommendation is to have
these files at least 20 MB in size, depending on how your internal monitoring and backup
systems work. You might change to make the log file rollover time dependent instead.

As each file is rolled over, the new file is created but the historical files are not removed unless
you specifically configure that. In the configuration screen, you can also specify the number of
historical files to retain, in the above example, we have chosen to create log files of 20 MB in
size for SystemOut.log and retain 10 historical instances. We have the same options to set for
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the SystemErr.logs. Because these are configuration settings, they will not take effect until the
server they are being applied to is restarted.

14.4 Working with enterprise applications
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IBM Connections is installed as a series of enterprise applications hosted on a WebSphere
Application Server server. In a full IBM Connections installation, you have a list of all IBM
Connections applications under the Enterprise Applications menu. You can only use the Start
and Stop menu items on this screen to manage the applications. Starting and stopping an
application do not start or stop the server that hosts the application and therefore, server
configuration changes do not be picked up by an application restart.

In some instances, during a patch upgrade, you might be required to update the application
itself. This comes in the form of an ear file that is updated from this screen. This, however, is
not usual practice in a standard deployment.

Bl Applications

New Application

Bl Application Types

On the Enterprise Application panel, you can see which applications are successfully started
(right pointing green arrow), stopped (red X), or unavailable (question mark). An application is
shown as unavailable or unknown if the application’s host server cannot be queried. In an
IBM Connections installation, the initial server has a DefaultApplication installed. You do not
need this and it can be left not running.

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Prafarences

| Start- Stop |! Instal1| Uninstall Update Rollout Update Remove File ] Export Export DDL Export Fila ]

()5 4

Select Name & Application Status Q_

You can administer the following resources:

Activitias
Blogs
Cognos
Common

Communitigs

DefaultApplication

F ¥ FF FOFEEESE
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You do sometimes needs to go into each application to work with the configuration of the
application itself. This is different from the server configuration that is controlled by
WebSphere. The application configuration is controlled by the designers of the application
itself. An application installed on multiple servers is only listed once and uses the same
configuration on each server where it runs.

If you select a particular application, there are two options that you primarily work with:

» Manage Modules - where you tell the application which server it is hosted on and which
web server it is to route traffic to

» Security role to use group mapping - this is the application security written by the
application designers.

E—
Use this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its
modules.

Configuration Runtime

General Properties Modules

* Name
|-. Metadata for modules

Manage Modules
Application reference validation

Issues warnings - Web Module Properties
Detail Properties Session management

Context Root For Web Modules

Target specific application status
Initialize parameters for serviets

Startup behavior
Application binaries

Class loading and update detection

JSP and JSF options

Virtual hosts

Regquest dispatcher properties Enterprise [éva iean Properties

Security role ko user/qreup mapping

Default messaging provider references

View Deployment Deseriptor

Stateful session bean failover settings
Last participant suppart extension

Application profiles

References Bind EJB Business

Massage Criven Bean listengr bindings

Resource references
El8 JHDI names

EIB references

14.4.1 Manage Modules

The Manage Modules menu takes us inside the design of each application where we can see
the components that comprise the application. Each component should always be mapped to
the same server and this mapping is automatically created during install of Connections. If the
web server is installed after these applications or the web server is relocated post install, you
might need to go in here and re-map the applications to a new server.

In the figures below, you can see that each module is mapped to a specific server, cluster,
and web server instance.
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Enterprise Applications

Manage Modules

Clusters and servers:

Enterprize Applications > Communities > Manage Modules

Spacify targats such as application sarvars or clustars of application servers whare you vant to install the modules that are containad
in your application. Modules can be installed on the same application server or dispersed among several application servers. Also,
specify the Web servers as targets that serve as routers for requests to this application. The plug-in configuration file (plugin-
cfg.xmil) for 2ach Web sarver iz generated, basaed on the applications that are routed through.

WebSphere cellscon-dmgrCell0l,clustersDogearCluster
WabSphera:cell=con-dmgrCeall0 1, clustar=FilasClustar
WebSphere icellscon-dmgrCelld L, cluster=sNevaCluster
WebSphere cell=con-dmgrCell01.cluster=BlogsCluster
WebSphere cell=scon-dmgrCell0 1, clustersHomepageCluster

TE

L] EventPublisher

| ConsumerE)8

Consumer

) Platform Command

le.events.publish.jar, META-INF/ejb-
jar.xeml

lc.events.subscribe jar,META-INF/ajb-
jar.xml

platformCommand.consumer.jar, META-
INF/ejb-jar.xml

Remove ] Update Remave File Export File
Madule
Select | Modul URI Server
odule Type

EJE
Module

EJE
Module

EJB
Module

webSphere:cell=con-

dmagrCell0 i, duster=CommunitiesCluster

WebSphere:cell=con-
dmgrCell01,node=con-ihs02,server=con-
ihs02

WebSphere:cell=con-
dmgrCell0i,node=con-ihs01,server=con-
ihs01

'ebSphere:cell=con-
mgriCelldl, duster=CommunitiesCluster

dmagrCellol,node=con-ihs02,s5erver=con-
ihs02

WebSphere:cell=con-

dmgrCell0l, nede=con-ihs01,server=con-
ihs01

WebSphere:cell=con-
dmgrCall0l,cluster=CommunitiasClustar

WebSphere:cell=con-

dmgrCell01, node=con-ihs02,serverscon-
ihs02

WebSphare:cell=con-
dmgrCell01l,node=con-ihs01,server=con-
ihs01

WabSphere:cell=con-

14.4.2 Security Role to user and group mapping
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The options for security roles are defined per application by the application designers to meet
the requirements of that application. They are not 100% consistent across each application
so it is important to review the documentation and understand the purpose of each role before

making changes here.

It is possible to select multiple roles and map users and groups to those roles in one step. The
list of groups or users are taken from your configured LDAP directory.
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Map Users... | Map Groups... . Map Special Subjects ~
&
Select Role Special subjects Mapped users Mapped groups
evaryone Everyone
reader Everyone
person All Authenticated in Application's Realm
matrics-reader Everyone
community-creator Everyone
community=-metrics=run All Authenticated in Application's Realm
search-admin None
global-modearator Nene demadmin
admin None
dsx-admin None domadmin

» Everyone means all users who can access the application, even anonymous ones.
» All Authenticated in Application’s Realm means all users who can login and be validated
by your defined LDAP servers.

In a Connections environment there are some applications that do not support anonymous
access (such as Profiles or Activities) because the application’s functionality is based around
a user being logged in.

14.5 Using wsadmin to modify and update application settings

Most of the application options and administration tasks need to be performed by using a
command line interface called "wsadmin". You use wsadmin to start the command interface
and then attach to each application to issue application-specific commands.

To run wsadmin, you always do the same thing, although it exists in the \bin directory under
every server profile. In an IBM Connections environment, you usually run the command from
the deployment manager’s profile because your deployment manager handles the
configuration of all other servers and applications. wsadmin is extremely case sensitive
regardless of your platform. To start, use the following commands:

» Windows:
wsadmin -lang jython -username -password -port 8879
» Linux:

wsadmin.sh -lang jython -username -password -port 8879
This is run from \dmgr01\bin.

If you are prompted for which server to connect to, choose server 1. Once you have
connected to the wsadmin command window, you can work with the applications by choosing
which application you want to issue commands to and you do this by running the following
command:

execfile(“nameofapplicationfile™)
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For example, the Profiles application would be execfile(“profilesAdmin.py”). Each
application has its own command lines that are specific to its functionality. It is important to
review the documentation and options for the application you want to work with.

After you have made changes or issued commands through the wsadmin interface, you must
type quit to terminate it and write the changes back to the application itself.

One of the most common uses of wsadmin is to retrieve and edit the XML files that define
how IBM Connections looks and behaves. Although it is possible to make changes to the XML
files directly if you find them on the file system, using wsadmin is a best practice method for
working with these files because it validates the changed XML before overwriting the
configuration. Attempting to change XML files manually outside of wsadmin could result in
faulty XML causing the application to fail completely.

14.6 Where is the IBM Connections data

The data for the IBM Connections applications falls into the following areas:

» Primary application data: This is held in dedicated databases on a DB2, SQL Server, or
Oracle server

» Shared data: Supplemental application data such as attachments uploaded into
applications that are located on a file system location accessible to every server

» Local data: Supplemental application data such as search indexes or application statistics
that are located on a file system accessible to the application that owns the data

» Configuration information about the IBMConnections environment

14.6.1 Databases
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Prior to installing the IBM Connections applications, you have to first create the databases for
each application and the installer uses those databases to build the original environment. All
databases must be hosted on the same enterprise database server and must be of the same
type, either DB2, Oracle, or SQL Server.

The following databases are created for each application, we do not recommend attempting
to use different database names than those suggested by the default install. The databases
have self explanatory names with the exception of-:

» OPNACT - used by Activities
» SNCOMM - used by Communities
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=+ (T Al Databases
BLOGS
COGNOS
DOGEAR
FILES
FORUM
HOMEFPAGE
METRICS
MOBILE
OPMNACT
PEOPLEDB
SNCOMM
WIKIS

Q

o o o o o e o

14.6.2 Local and shared data

When building an IBM Connections server and before starting the installation, consideration
should be given to the location of the shared data. The shared data includes all file uploads
across all applications and the location must be accessible to all servers. Location and
capacity of the shared data store must be planned for and, ideally, leave room for data growth
over time.

To find where the applications are storing their data, you can use the Integrated Solutions
Console (ISC) because the location of each application’s data appears as a WebSphere
variable. Log into the ISC for the deployment manager and choose WebSphere variables from
the menus.

Integrated Solutions Console ~ welcome domadmin

View: All tasks -

welcame

[ Guided Activities

@ servers

@ Applications

@ services

M Resources

@ security

B Environment

Virtual hests

Jpdate global Web server plug-in cenfiguration

Shared
Replicatien domains
IRI Groups

] Maming

There are many variables across all the applications that each have their own roles. However,
you can filter the list down to those you are interested in. In the figure below, we have filtered
by *CONTENT_DIR that shows us the defined content directories.
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WebSphere Variables

Use this page to define substitution variables. Variables spacify a lavel of indirection for some system-defined values, such as file
system root directories. Variables have a scope level, which is either server, node, cluster, or cell. Values at one scope level can differ
from values at other levels. When a variable has conflicting scope values, the more granular scope value overrides values at greater
scope levels. Therefore, server variables override node variables, which override cluster variables, which override cell variables.

@ Scope: Cell=con-dmgrCello1

@ Preferences

'New|| Dalete I
co@?

Select Mame & Value Scope

Filter: *CONTENT_DIR

hame + | [-cowtent o1 | Gol

| You can administer the following resources:

D ACTIVITIES CONTENT DIR Jopt/IBM/Connections/data/shared/activities/content | Cell=con-dmgrCell01
. F BLOGS CONTENT DIR | Jopt/IBM/Connactions/data/shared/blogs/upload Cell=cen-dmgrCell0l
B EILES CONTENT DIR Jopt/IBM/Conneactions/data/shared/files/upload Cell=con-dmgrCell01
I D | FILES EVENT CONTENT DIR | ${FILES_CONTENT_DIR} [ Cell=con-dmgrCellD1
I F | FORUM CONTENT DIR | Jopt/1BM/Connections/data/shared/forums/content [ Cell=con-dmgrCelld1

There are other variables that define data locations by application and you might want to
review them all (by disabling the filter) if you are looking to document all possible locations.

14.6.3 Configuration information

The configuration information for the Connections environment falls into three areas:
» WebSphere configuration files:

These are both held centrally by the Deployment Manager and distributed out to each of
the Network Deployed nodes. The originals, held by the Deployment Manager can be
found in the config directory underneath the Deployment Manager’s profile, that is,
/profiles/DMgr01/config

» IBM Connections specific application configuration files:

You can find these files in the IBM Connections installation directory. This directory can be
identified by reviewing the WebSphere variables in the Integrated Solutions Console, that
is, ./IBM/LotusConnections

» IBM HTTP Server plugins, keystores, and configuration.

You can find these files within the “config” and “plugins” directories underneath the
HTTPServer install directory, that is, /IBM/HTTPServer/

14.7 Backing up and protecting data

14.7.1 Databases

It is critical that your IBM Connections data in its entirety is backed up and secured. Although
the WebSphere Application Server servers might start and the applications appear to start,
without access to the databases and data stores, the applications will not work.
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The primary application data is stored on your Enterprise database server and a backup and
data retention policy should be put in place to manage those databases. Although each
application has its own database, in some situations, information is stored outside of the
expected applications. For example, Communities data is stored across multiple applications
such as Forums, Files, and Activities. For this reason, it is not often possible, certainly not
with Communities, to restore a single database in order to roll back your application to a point
in time.

There are tools available from IBM to restore deleted Communities, however, they are difficult
to deploy and cannot restore all data.

It is critical that all IBM Connections servers are stopped before a database restore is
attempted.

14.7.2 Local and shared data

Many customers forget to back up the local and shared data stores. The shared data stores
especially which contain the file uploads from each application must be restored alongside
the databases or the linked to files will not be present. The location of the shared and local
data stores can be found under WebSphere variables in the Integrated Solutions Console.

14.7.3 Server configuration

To create a backup of the IBM Connections WebSphere server configuration, you can use the
backupconfig program that is found in the bin directory under every WebSphere profile,
However, for our purposes, we would rely on the Deployment Manager’s configuration. The
Deployment Manager, which manages all other servers in the cell, has the original copies of
all the configuration files for every server. It will deploy these configuration files out to each of
its managed servers if they are updated. For this reason, backing up the Deployment
Manager configuration is what we need to concentrate on.

You can find the backupconfig file in /profiles/DMgr01/bin
The syntax for the file can simply be backupConfig.sh / backupconfig.bat

However, in that form, the process with stop the Deployment Manager server completely and
create a zip file in the bin directory of all the configuration files. If you do not want to have the
Deployment Manager stopped in order to backup the configuration, you can use the -nostop
(case sensitive) switch. You can also pass the command the name and location of the backup
file that you want to create, that is

backupConfig c:\backups\dmgr050113.zip -nostop -username -password

This command creates a backup file called dmgr050113.zip in the backups directory of the C
drive without stopping the Deployment Manager server itself.

If you do not have your server credentials stored in the soap.client.props file in the properties
sub directory, you will be prompted for them during the backup, or you could pass the
command line the -username and -password switches to avoid being prompted.

To restore the backup files, again move to the bin directory underneath the Deployment
Manager profile and run the restoreConfig command. Once more, you can use the -nostop
switch to prevent the server being stopped but since this is a restore process you do actually
want the server stopped whilst the restore happens. For example

restoreConfig -username -password
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Performance tuning

In an IBM Connections environment, there are many moving parts, most of which are
dependent on each other. Poor performance or availability of one element can lead to a poor
user experience overall.

The critical elements that can affect IBM Connections functionality are

>

>

>

Database server
Databases

IBM HTTP Server
DNS

LDAP

SMTP

WebSphere servers being able to access the shared data area on an accessible
networked location

The critical elements that can affect IBM Connections performance are

>

»

>

>

LDAP performance

Database server performance

Database performance

IBM HTTP Server performance and caching

15.1 Database server performance

The databases and database servers are the primary dependency for your IBM Connections
environment.

The databases themselves and the database servers are responsible for serving up the data
in the IBM Connections environment. Loss of database data, inaccessible databases, or poor
server performance affects the whole user experience. Consider that if the databases or
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database server is going to be brought off-line, this must be coordinated with downtime on the
IBM Connections environment.

-€ P Loss of functionality
< 5 mpact on performance

Enterprise Database Server
Connections Databases

WebSphere Servers 3 - |
- >

The database servers should always be deployed in a high availability configuration to lesson
the risk of system downtime. DB2, SQL Server, and Oracle all have high availability options
and the licensing for IBM Connections includes limited DB2 HADR options.

15.2 LDAP performance

The LDAP servers are responsible for authenticating users who are attempting to log into the
Connections environment as well lookups throughout the applications. Poor performing LDAP
servers will be reflected in a slow IBM Connections user experience. Inaccessible LDAP
servers will prevent users from logging in at all.

The following IBM Connections elements are LDAP dependent:

» WebSphere servers hosting IBM Connections use LDAP to authenticate users and also
throughout the system to perform lookups

» Cognos Server uses LDAP to authenticate users who are trying to access reports

» Tivoli Directory Integrator uses LDAP to synchronize user data into the Profiles
application, this is either done via manually scheduled tasks or through continuously
running Assemblyline

- P Loss of functionality
- 5 Impact on performance

LDAP Servers

- —d
WebSphere Servers € >

Cognos Server

Tivoli Directory Integrator

If you do not have multiple LDAP servers configured on your network to resolve to a single
host name, you can use the federated repository configuration inside the Integrated Solutions
Console to set up multiple failover servers in case your primary server becomes unavailable.
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Global security 7=

Global security > Federated repositories > Idap-dom

Specifias the configuration for secure access to a Lightwaight Directory Access Protocol (LDAP) repository with optional failover servers.

General Properties

# Rapository identifiar
Idap-dom |

LDAP server Security
¥ Directory type Bind distinguished name
1BM Lotus Domine - [demadmin
¥ Primary host name Port Bind password
ldap-dom.itse.ibm.com 359 [sesnnas
Login properties
Failover server used whan primary is not availabla: IES
LDAP attribute for Karberos principal name
krbPrincipalName ]
Select Failover Host Name Port
Cartificate mapping
Nene EXACT_DN -
add| | Certificate filter

One key thing to avoid in LDAP directories is the use of heavily nested groups for assigning
membership or ownership throughout the IBM Connections environment. LDAP lookups
perform particularly slowly against nested groups and that will be reflected in the user
experience.

15.3 DNS performance

The availability and performance of dynamic name server (DNS) is critical for both the user
accessing the Connections environment and the servers attempting to communicate between
each other to provide services.

As you can see from the figure below, DNS availability and performance is critical to all
aspects of your IBM Connections environment.

3P | 0ss of functionality

Client Maching | "3 |BM HTTP Server

7

WebSphere = = WebSphere < ‘WebSphere
Application Server | ~  © | Application Server |~ | Application Server

1/

Databases

v

LDAP

Y

» In any WebSphere environment, all the servers must be able to communicate amongst
each other and they do this using the fully qualified host names for each server that were
in place when the servers were installed.
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» The IBM HTTP Server uses its plugin configuration file that contains the fully qualified host
names of each WebSphere Application Server server to redirect traffic to the correct one
hosting the application being requested.

» The WebSphere Application Server servers will attempt to connect to the databases using
the fully qualified host name that they have been given for locating the enterprise database
server.

» Authentication onto the IBM Connections environment is done through LDAP and the
LDAP server is found using a DNS lookup of the LDAP host name as defined in the
Deployment Manager’s configuration.

In any network environment, not every request is looked up every time from the DNS servers
and in fact many requests , especially those on the IHS server, are cached from previous
lookups. However, a poor performing or unavailable DNS will cause the Connections
environment to slow down, start throwing errors, and eventually fail completely.
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Troubleshooting IBM
Connections

Troubleshooting the IBM Connections product can appear to be a difficult task when
considering all of the software where the problem could be caused by.

This section is designed to simply the various tasks that you can perform to diagnose the
problem or when working with IBM Software Group Support.

» 16.1, “What can be found in WebSphere Application Server logs” on page 256

» 16.2, “How to troubleshoot IBM Connections Applications” on page 258

» 16.3, “Adding additional tracing to the logs” on page 262

» 16.4, “Gathering information for support” on page 264

» 16.5, “Using the IBM SWG Support Portal to upload files to a PMR” on page 266

16.1 What can be found in WebSphere Application Server logs

The WebSphere Application Server logs that are pertinent to IBM Connections are the
following:

» startServer.log: This log file contains messages generated by the WebSphere Application
Server from start-up to when the Server is open for e-business.

» SystemOut.log: This log file contains messages generated by the WebSphere Application
Server from start-up, throughout run-time, and then to completion of shut-down.

» Trace.log: This log file contains messages generated by the trace-options enabled at
Configuration and/or Runtime, in-addition to the messages found in the SystemOut.log.

The messages in the WebSphere Application Server logs has the following syntax format:
<Application prefix><Error code><Message level code>

All application prefixes used by the IBM Connections Applications (except for Files & Wikis)
start with CLFxxxxxxx, for example, CLFRAOO0O01E.
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The Application prefixes and message level codes are defined in the product documentation
at:
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connections+
4.0+documentation#action=openDocument&res title=IBM Connections log file ic40&cont
ent=pdcontent)

by go to Product Documentation — IBM Connections 4.0 documentation —
Troubleshooting and support — Troubleshooting checklist — Troubleshooting tips —
IBM Connections log file.

The description of common error codes generated by the IBM Connections Applications that
contained in the WebSphere Application Server logs are also defined in the product
documentation at:
http://www-10.Totus.com/1dd/1cwiki.nsf/xpDocViewer.xsp?1ookupName=I1BM+Connections+
4.0+documentation#action=openDocument&res_title=Error_codes_ic40&content=pdcontent

by go to Product Documentation — IBM Connections 4.0 documentation —
Troubleshooting and support — Troubleshooting checklist — Troubleshooting tips —
Error codes.

The following table shows the default WebSphere Application Server log file locations:

Server type Operating system Path

Deployment Manager Microsoft Windows | C:\IBM\WebSphere\AppServer\profiles\Dmg

(Dmgr01) r01\logs\dmgr

Application Server Microsoft Windows | C:\IBM\WebSphere\AppServer\profiles\\logs
\

Node Agent Microsoft Windows | C:\IBM\WebSphere\AppServer\profiles\\logs
\nodeagent\

Deployment Manager AIX /usr/IBM/WebSphere/AppServer/profiles/Dm

(Dmgr01) gr01/logs/

Application Server AIX /usr/IBM/WebSphere/AppServer/profiles//log
s/

Node Agent AlX /usr/IBM/WebSphere/AppServer/profiles//log
s/nodeagent/

Deployment Manager Linux /opt/IBM/WebSphere/AppServer/profiles/Dm

(Dmgr01) gr01/logs/

Application Server Linux /opt/IBM/WebSphere/AppServer/profiles//log
s/

Node Agent Linux /opt/IBM/WebSphere/AppServer/profiles//log
s/nodeagent/

Each log file contains a header of information about the WebSphere Application Server that
generated it. See the following example.

FkxkkkkkxAk** Start Display Current Environment ***xkkskkik
WebSphere Platform 7.0.0.21 [ND 7.0.0.21 cf211150.04] running with process name
<cel1_name>\<node_name>\<server_name> and process id xxxx (where xxxx are numerical digits)
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Host Operating System is <operating_system_name>, version
<version_of_operating_system>
Java version = <version of java>, Java Compiler = j9jit24, Java VM name = IBM J9 VM
was.install.root = <path_to_was_root_program directory>
user.install.root = <path_to_was_server_program directory_root>
Java Home = <path_to_jre_in_was_root_program_directory>
ws.ext.dirs =
/opt/ibm/WebSphere/AppServer/java/1ib:/opt/ibm/WebSphere/AppServer/profiles/AppSrv0l/cla
sses:/opt/ibm/WebSphere/AppServer/classes:/opt/ibm/WebSphere/AppServer/1ib:/opt/ibm/WebS
phere/AppServer/installedChannels:/opt/ibm/WebSphere/AppServer/1ib/ext
:/opt/ibm/WebSphere/AppServer/web/help:/opt/ibm/WebSphere/AppServer/deploytool/itp/plugi
ns/com.ibm.etools.ejbdeploy/runtimeClasspath =
/opt/ibm/WebSphere/AppServer/profiles/AppSrv0l/properties:/opt/ibm/WebSphere/AppServ
er/properties:/opt/ibm/WebSphere/AppServer/1ib/startup.jar:/opt/ibm/WebSphere/AppSer
ver/lib/bootstrap.jar:/opt/ibm/WebSphere/AppServer/1ib/jsf-nls.jar:/opt/ibm/WebSpher
e/AppServer/Tib/Improxy.jar:/opt/ibm/WebSphere/AppServer/lib/urlprotocols.jar:/opt/i
bm/WebSphere/AppServer/deploytool/itp/batchboot.jar:/opt/ibm/WebSphere/AppServer/dep
Toytool/itp/batch2.jar:/opt/ibm/WebSphere/AppServer/java/lib/tools.jar
Java Library path =
/opt/ibm/WebSphere/AppServer/java/jre/1ib/s390x/compressedrefs:/opt/ibm/WebSphere/Ap
pServer/java/jre/1ib/s390x:/opt/ibm/WebSphere/AppServer/bin:/opt/ibm/Connections/dat
a/shared/search/stellent/dcs/oiexport:/usr/1ib
*hkkhkkkhkkhkkhhkkkhikkx End D-Isp'l ay Current Env-irOnment *kkhkhkkkhhkkhkrhikkx

A message whose application prefix, error code, and message level code that can indicates
an IBM Connections Application is starting is the WSVR0200l message. For example:

[09/21/12 9:14:19:397 EST] 0000001d ApplicationMg A  WSVR0200I: Starting
application: Profiles

A message whose application prefix, error code, and message levelcCode that can indicates
an IBM Connections Application has started is the WSVR02211 message. For example:

[09/21/12 9:14:39:427 EST] 0000001d ApplicationMg A WSVR0221I: Application
started: Profiles

16.2 How to troubleshoot IBM Connections Applications

IBM Connections Applications problem can arise or be caused by any point in the stack of
software in which comprise its topology:

Client (for example, Web-browser)

Proxy-server or load-balancer

IBM HTTP Server

WebSphere Application Server, Deployment Manager, Application Server, or Node Agent
Database server

Tivoli Directory Integrator Server

LDAP Server

Network file system or local file system

vVVyVYyVYVYVYYVYY

You can use the following troubleshooting steps to narrow the scope of the problem and
identify its cause:

1. Check if the client and server environment are supported.
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Most common problems are caused by the version or brand of software not-being
supported. It is always an idea to review the IBM Connections system requirements
documents to rule out incompatibility as the cause. For the IBM Connections system
requirements, see Detailed System Requirements for IBM Connections at
http://www-01.ibm.com/support/docview.wss?rs=8998&uid=swg27012786.

Record the time and date at which the problem was encountered.

This is critical to identifying the problem because the information can be used to correlate
data between software within the IBM Connections topology.

Determine whether any error messages are being reported when the problem occurs.

The first place to check is on the device that encountered the problem. For example, if a
problem with an IBM Connections Application was encountered with a web browser, look
for error messages reported either by the web browser itself of the Java console of the
browser. Sometimes the error reported by the device indicates a problem with the device's
configuration, such as not accepting cookies or an untrusted security certificate.

Review WebSphere Application Server log files.

After you have determined whether the device which encountered the problem reported
an error, then review the SystemOut.log file(s) generated by the WebSphere Application
Server which hosts the IBM Connections Application that you encountered a problem with.
Use the date and time of the error you recorded in step 2 to narrow the scope of data to
analyze and correlate with the problem encountered. Typically, when an error occurs
within an IBM Connections Application, it is reported with a backtrace of J2EE class
function calls that can help determine what Application reported the exception and
perhaps even what part of it.

For example, let us briefly examine the following exception generated by an IBM
Connections Application. We numbered the line for explanation purpose.

1.[1/18/13 6:54:46:178 CST] 00000096 SeedlistValid W
com.ibm.lotus.connections.search.admin.seedlist.SeedlistValidation validateSeedlist CLFRW0263I: Seedlist
validation failed. Refer to the log for details.
2.com.ibm.lotus.connections.search.registries.exceptions.CrawlerUnavailableException: CLFRWO313E: Attempt by
crawler registry to retrieve an unconfigured search service files, wikis. Check your LotusConnections-config.xml
file.
3.atcom.ibm.lotus.connections.search.registries.impl.CrawlerRegistryImpl.getCrawler(CrawlerRegistryImpl.java:152)
4.atcom.ibm.Totus.connections.search.admin.seedlist.SeedlistValidation.validateSeedlist(SeedlistValidation.java:5
1)
5.atcom.ibm.lotus.connections.search.service.admin.mbean.SearchService.validateSeedlist(SearchService.java:1144)
6. atsun.reflect.NativeMethodAccessorImpl.invokeO(Native Method)
7.atsun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:60)
8.atsun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:37)

9. atjava.lang.reflect.Method.invoke(Method.java:611)
10.atcom.sun.jmx.mbeanserver.StandardMBeanIntrospector.invokeM2 (StandardMBeanIntrospector.java:105)
11.atcom.sun.jmx.mbeanserver.StandardMBeanIntrospector.invokeM2(StandardMBeanIntrospector.java:39)
12.atcom.sun.jmx.mbeanserver.MBeanIntrospector.invokeM(MBeanIntrospector.java:220)
13.atcom.sun.jmx.mbeanserver.PerInterface.invoke(PerInterface.java:132)
14.atcom.sun.jmx.mbeanserver.MBeanSupport.invoke (MBeanSupport.java:274)
15.atcom.sun.jmx.interceptor.DefaultMBeanServerInterceptor.invoke(DefaultMBeanServerInterceptor.java:848)
16.atcom.sun.jmx.mbeanserver.JmxMBeanServer.invoke (JmxMBeanServer. java:773)
17.atcom.ibm.ws.management.AdminServiceImp1$1.run(AdminServiceImpl.java:1331)
18.atcom.ibm.ws.security.util.AccessController.doPrivileged(AccessController.java:118)
19.atcom.ibm.ws.management.AdminServiceImpl.invoke(AdminServicelmpl.java:1224)
20.atcom.ibm.ws.management.connector.AdminServiceDelegator.invoke(AdminServiceDelegator.java:181)

21.at com.ibm.ws.management.connector.ipc.CallRouter.route(CallRouter.java:242)
22.atcom.ibm.ws.management.connector.ipc.IPCConnectorInboundLink.doWork(IPCConnectorInboundLink.java:353)
23.atcom.ibm.ws.management.connector.ipc.IPCConnectorInboundLink$IPCConnectorReadCallback.complete(IPCConnectorIn
boundLink.java:595)
24.atcom.ibm.ws.ss1.channel.impl.SSLReadServiceContext$SSLReadCompletedCallback.complete(SSLReadServiceContext.ja
va:1784)
25.atcom.ibm.ws.tcp.channel.impl.AioReadCompletionListener.futureCompleted(AioReadCompletionListener.java:165)
26.atcom.ibm.io.async.AbstractAsyncFuture.invokeCallback(AbstractAsyncFuture.java:217)
27.atcom.ibm.io.async.AsyncChannelFuture.fireCompletionActions (AsyncChannelFuture.java:161)
28.atcom.ibm.io.async.AsyncFuture.completed(AsyncFuture.java:138)
29.atcom.ibm.io.async.ResultHandler.complete(ResultHandler.java:204)
30.atcom.ibm.io.async.ResultHandler.runEventProcessingLoop(ResultHandler.java:775)

31.at com.ibm.io.async.ResultHandler$2.run(ResultHandler.java:905)

32.at com.ibm.ws.util.ThreadPool$Worker.run(ThreadPool.java:1604)
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Line1: Contains the Application prefix of an exception reported by the IBM Connections
Search Application and its description.

Line 2: Contains another class-function call that reported an exception which caused the
Seedlist validation to fail reported in Line 1. It also provides a suggestion to resolve the
problem. Although it does not point out the exact problem, the details collected thus far
can be a rather powerful suggestion. For example, the search services defined in the
LotusConnections-config.xml file of the WebSphere Application Server that generated this
exception appears to contain a syntax-related problem with this string of characters: files,
wikis

Line 3: Contains the class-function call that led to the exception generated in Line 2 which
caused the exception generated in Line 1.

Here is an exception example that is related to an IBM Connections Application, but was
not generated by an IBM Connections Application.

1.09/15/12 16:17:28:290 EST] 00000095 IndexReplicat W Places index replication failed
2.com.ibm.lotus.search.replication.ReplicationException: java.io.FileNotFoundException:
/opt/ibm/Connections/data/local/catalog/index/Places/tmpDeltalndex/taxonomyIndex/_0.fnm (No such file or
directory)

3.at com.ibm.Totus.search.replication.IndexUpdater.addIndex(IndexUpdater.java:238)
4.atcom.ibm.lotus.search.replication.IndexUpdater.updateIndex(IndexUpdater.java:142)
5.atcom.ibm.lotus.search.engine.IndexReplicationService.replicate(IndexReplicationService.java:93)
6.atcom.ibm.lotus.search.engine.messaging.CollectionCommittedMessage.handle(CollectionCommittedMessage.java:54)
7.atcom.ibm.lotus.search.engine.messaging.AdminTopicMessageDrivenBean.onMessage (AdminTopicMessageDrivenBean.java:
70)

8.atcom.ibm.ejs.container.MessageEndpointHandler.invokeMdbMethod (MessageEndpointHandler.java:1093)
9.atcom.ibm.ejs.container.MessageEndpointHandler.invoke (MessageEndpointHandler.java:778)

10.at $Proxyl34.onMessage(Unknown Source)
11.atcom.ibm.ws.sib.api.jmsra.imp1.JmsJcaEndpointInvokerImpl.invokeEndpoint(JmsJcaEndpointInvokerImpl.java:192)
12.atcom.ibm.ws.sib.ra.inbound.impl.SibRaDispatcher.dispatch(SibRaDispatcher.java:900)
13.atcom.ibm.ws.sib.ra.inbound.imp1.SibRaSingleProcessListener$SibRalWork.run(SibRaSingleProcessListener.java:552)
14.at com.ibm.ejs.j2c.work.WorkProxy.run(WorkProxy.java:399)

15.at com.ibm.ws.util.ThreadPool$Worker.run(ThreadPool.java:1604)

16.Caused by: java.io.FileNotFoundException:
/opt/IBM/Connections/data/local/catalog/index/Places/tmpDeltaIndex/taxonomyIndex/_0.fnm (No such file or
directory)

17.at java.io.RandomAccessFile.open(Native Method)

18.at java.io.RandomAccessFile.<init>(RandomAccessFile.java:229)
19.atorg.apache.lucene.store.SimpleFSDirectory$SimpleFSIndexInput$Descriptor.<init>(SimpleFSDirectory.java:69)
20.atorg.apache.lucene.store.SimpleFSDirectory$SimpleFSIndexInput.<init>(SimpleFSDirectory.java:90)
21.atorg.apache.lucene.store.NIOFSDirectory$NIOFSIndexInput.<init>(NIOFSDirectory.java:91)

22.at org.apache.lucene.store.NIOFSDirectory.openInput (NIOFSDirectory.java:78)

23.at org.apache.lucene.store.FSDirectory.openInput(FSDirectory.java:353)

24.at org.apache.lucene.index.FieldInfos.<init>(FieldInfos.java:68)
25.atorg.apache.lucene.index.SegmentReader$CoreReaders.<init>(SegmentReader.java:118)

26.at org.apache.lucene.index.SegmentReader.get (SegmentReader. java:578)

27.at org.apache.lucene.index.SegmentReader.get (SegmentReader.java:556)

28.at org.apache.lucene.index.DirectoryReader.<init>(DirectoryReader.java:113)
29.atorg.apache.lucene.index.ReadOnlyDirectoryReader.<init>(ReadOnlyDirectoryReader.java:29)

30.at org.apache.lucene.index.DirectoryReader$l.doBody(DirectoryReader.java:81)
31.atorg.apache.lucene.index.SegmentInfos§FindSegmentsFile.run(SegmentInfos.java:736)

32.at org.apache.lucene.index.DirectoryReader.open(DirectoryReader.java:75)

33.at org.apache.lucene.index.IndexReader.open(IndexReader.java:428)

34.at org.apache.lucene.index.IndexReader.open(IndexReader.java:274)
35.atcom.ibm.ilel.facet.taxonomy.lucene.LuceneTaxonomyWriter.addTaxonomies (LuceneTaxonomyWriter.java:749)
36.atcom.ibm.Totus.search.replication.IndexUpdater.addIndex(IndexUpdater.java:202)

Line 1: This only lists the date/time, the number of the thread which generated it, the name
of the service, the Message-level code, and then a description of the Exception.

Line 2: This lists the class-function call which reported the exception and a brief
description of the issue. Again, although it-is brief, it does offer a powerful amount of
information that can be used to further investigate the cause of the problem.

Line 3: This lists the class-function call which led to the exception reported in Line 2.
Review Troubleshooting tips document.

After you have identified whether any exceptions or error codes are being reported in the
SystemOut.log of the WebSphere Application hosting the IBM Connections Application
where the problem occurred within, the next step is to review the issues listed in the
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Troubleshooting tips section of the Product Documentation to see if the problem you are
having is addressed at:

Product Documentation > IBM Connections 4.0 documentation > Troubleshooting and
support > Troubleshooting checklist > Troubleshooting tips
http://www-10.Totus.com/1dd/Tcwiki.nsf/xpDocViewer.xsp?1ookupName=IBM+Connectio
ns+4.0+documentation#action=openDocument&res title=Troubleshooting tips_ic40&co
ntent=pdcontent

. Check if you have the latest product fixes installed.

Fixes for IBM Connections are packaged in several different ways. The difference between
the packages are the number of fixes included and the amount of testing which the fixes
underwent before making publically available:

Fix Packs:

Fix Packs contain a substantial amount of fixes for problems that were frequently reported
or identified to have a high-impact. These also contain the most amount of fixes in a single
package. Although they undergo a significant amount of testing, these are not released as
often as Component Refreshes. And sometimes new features are also featured in Fix
Packs, though not often.

Component Refreshes:

Component Refreshes (CRs) also contain multiple fixes for problems that were frequently
reported or identified to have a high-impact. Although they do not usually contain as many
fixes as a Fix Pack, they do however undergo a significant amount of testing. These are
released much more frequently than a Fix Pack.

iFixes
An iFix is a single fix associated with an IBM Authorized Problem Analysis Report (APAR).

These are delivered to address a specific problem, as opposed to CRs & FPs which are to
address a variety of problems.

Note: For Information about obtaining fixes for the IBM Connections product, see Fix
lists for IBM® Connections
http://www-01.1ibm.com/support/docview.wss?uid=swg27019738

. Search IBM Knowledge Bases for a related problem report

If you have the latest product fixes installed, then proceed to search the IBM Knowledge
Bases for a related problem report at IBM Connections 4.0 Known Issues
http://www-01.ibm.com/support/search.wss?rs=3265&tc=SSYGQH&atrn=SWVersion&atrv=
4.0.

. Report problem to IBM Support.

If you are not able to locate a report of the same or similar problem, begin to collect
diagnostic data to send to IBM Support. The data required by IBM Software Group to
begin troubleshooting your issue can be identified within one of the following MustGather
TechNotes for each IBM Connections Application.
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Note: The new MustGathers are published often, so be sure to utilize your favorite
search-engine if you are not able to locate one for the IBM Connections Application you
are having a problem with in this list:Collecting Data:

» IBM Connections 4.0 Activities
http://www.ibm.com/support/docview.wss?uid=swg21608844

» Collecting Data: IBM Connections 4.0 Blogs
http://www.ibm.com/support/docview.wss?uid=swg21608485

» Collecting Data: IBM Connections Bookmarks 4.0
http://www.ibm.com/support/docview.wss?uid=swg21609614

» Collecting data: IBM Connections 4.0 Cognos and Metrics
http://www.ibm.com/support/docview.wss?uid=swg21610705

» Collecting Data: IBM Connections 4.0 Communities
http://www.ibm.com/support/docview.wss?uid=swg21610336

» Collecting Data: IBM Connections 4.0 Forums
http://www.ibm.com/support/docview.wss?uid=swg21609775

» Collecting data: IBM Connections 4.0 Cognos and Metrics
http://www.ibm.com/support/docview.wss?uid=swg21610705

» Collecting Data: IBM Connections 4.0 Mail 1.0
http://www.ibm.com/support/docview.wss?uid=swg21614358

» Collecting Data: IBM Connections 4.0 Installation and Migration
http://www.ibm.com/support/docview.wss?uid=swg21609917

» Collecting Data: IBM Connections 4.0 Profiles
http://www.ibm.com/support/docview.wss?uid=swg21610506

9. Contact IBM Software Group

Contact IBM Software Group either through 1-800-IBM-SERV or an Electronic Service
Request (ESR) through the IBM Support Portal to report the problem at:

IBM Software Group - Service requests & PMRs
http://www.ibm.com/support/electronic/uprtransition.wss?category=2.

If you choose to open the PMR using telephone, you can submit the data for analysis once
you are issued a PMR number. And there are several ways of submitting data to IBM (FTP,
Email, or Web-browser) that are described in this TechNote at:

Using ECuRep to exchange information with IBM Technical Support for Lotus software
http://www.ibm.com/support/docview.wss?uid=swg21138787

16.3 Adding additional tracing to the logs

Sometimes you must enable tracing options within the WebSphere Application Server hosting
the IBM Connections Applications at where you are having a problem with. Enabling trace
might occur when you are following the instructions within one of the MustGather TechNotes
or requested by a Problem Management Record (PMR) that you opened with IBM Software
Group Support to report a problem.

To enable the tracing options, use this procedure:

1. Open a web browser.

2. Navigate to the following URL.
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Note: Your environment might have been configured use a port other than the default
listed below: hitps.//:9043/ibm/console/logon.jsp

3. Enter the user name and password of the WebSphere Application Server Administrator.
Click Submit.

4. One the Welcome page of the WebSphere Integrated Solutions Console (ISC), the leftis a
navigation pane whose contents displays on the right:

Integrated Solutions Console Welcome wasadmin Help | Logout

N Welcome
View: | All tasks

Welcome [ weeome 7 _ OJ Abournis Integrated Solutions Console 0

Guided Activities

Integrated Solutions Console, 7.0.0.21 [«
Build Number: cf211150.04
Build Date: 12/14/11 | |

Integrated Solutions Console provides a common administrative console for
servers multiple products. The table lists the product suites that can be administered
through this installation. Select a product suite to view more information.

ppiications LICENSED MATERIALS PROPERTY OF
Services ; 1BM
Suite Name Version 5724-]08, 5724-163, 5724-HB8,
[ Resources WebSphere Applic 70021 5724-HBY, 5655-N02, 5733-W70 (0 [~
— Copyright International Business
Security

Environment
System administration
Users and Groups

Monitoring and Tuning

Ogs an trace
Configuration problems
Class loader viewer

Configuration Validation

Diagnostic Provider

Runtime Messages

Service integration

UDDI

5. Go to Troubleshooting — Logs and trace and select the server on which you want to
enable the trace options.

6. Go to Change log detail levels.

If the problem you are having occurs when the WebSphere Application Server itself was
starting up, click the Configuration tab, otherwise, click the Runtime tab.
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Logging and Tracing ? -
Logging and Tracing > lcCluster] serverl > Change log detail levels

Use log levels to control which events are processed by Java logging. Click Components to specify a log detail level for
individual components, or click Groups to specify a log detail level for a predefined group of components. Click a
component or group name to select a log detail level. Log detail levels are cumulative; a level near the top of the list
includes all the subsequent levels.

Configuration | | Runtime

General Properties

) save runtime changes to configuration as well

Change Log Detail Levels

Components

*=info
Groups

4 * [All Components]

7. Copy and paste the trace options specified in the MustGather TechNote or by IBM SWG
Support, click Apply and then OK.

8. If you pasted trace-options into the Configuration tab, you must then restart the
WebSphere Application Server on which the trace options were enabled. The runtime
trace options take effect immediately.

9. After you complete generating the data with the trace options, revisit the Change log detail
levels page for the same WebSphere Application Server and change them back to the
default of “*=info”.

16.4 Gathering information for support

IBM Software Group Support maintains and creates new MustGather TechNotes for the IBM
Connections product which detail what information and data is needed for a given problem
with a specific IBM Connections Application to troubleshoot it with.

Note: For information and data that you must gather for IBM SWG Support for a given
problem, see

» 16.1, “What can be found in WebSphere Application Server logs” on page 256
» 16.2, “How to troubleshoot IBM Connections Applications” on page 258

In addition, collecting a trace with the Fiddler2 client can also provide valuable information to
expedite the process of troubleshooting with a problem that occurs within a web browser. You
can download Fiddler 2 client from this URL:
http://www.fiddler2.com/fiddler2/version.asp

After downloaded and installed the Fiddler client, you must then configure it to decrypt
HTTPS traffic that most of the traffic between a device and IBM Connections Applications
use. To configure the decryption of HTTPS traffic within the Fiddler-client, follow this
procedure:
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1. Open the Fiddler client.

2. Go to Tools menu — Options.

Select the following options:

— Capture HTTPS CONNECTSs

— Decrypt HTTPS traffic and ...from all processes
— Ignore server certificate errors

T

‘:‘i{ﬁ Fiddler Wifeb Debugger

(Z) #3 Replay €+ B Resumne * Stream Keep: &ll sessions = &5 Any Process 3 F
Web Sessions
# | Resulk | Protocal | Host | LRL
Fiddler Options |

‘General HTTPS |Extensiu:uns ] Connections | Appearance | Toals |

Fiddler i= able to decrvpt HTTPS sessions by re-signing kraffic using a self-generated certificate.

[v Capture HTTPS COMMECTS

[v Decrypt HTTPS kraffic Learn more about decryption and certificate errars. .

|...I‘ru:um all processes hd

I Igrnore server certificate errors

Skip decryption for the Following hosts:

Export Root Certificate to Deskkop Remowve Inkerception Certificates |

Help Mote: Changes may not take effect until Fiddler is restarted, QK | Cancel ‘

You might be prompted to install a security certificate from the Fiddler client. This is
required to decrypt HTTPS traffic sent and received by your web browser.

4. Close and restart the Fiddler client for the changes to take effect.

5. Now you are ready to capture a Fiddler trace while reproducing a problem with a web

browser and an IBM Connections problem.

When instructed either by a MustGather TechNote or IBM SWG Support to collect and submit
a Fiddler trace of the reported problem, use this procedure:

1.

o 0~ w0Dd

Close all programs that contain an HTTP client on your Workstation.

Open a single web browser with a single tab.

Open the Fiddler client.

Press F12 on your keyboard to begin capturing HTTP/HTTPS traffic with the Fiddler client.
Reproduce the problem you are having.

After you have reproduced the problem, switch back to the Fiddler client and press F12
again to stop capturing traffic.
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7. Go to File menu — Save — All sessions. A pop-up window appears.

8. Select where to save the Fiddler trace file and give it a file name which is prefixed with
your PMR number.

9. Submit a copy of that file to IBM SWG Support for analysis.

16.5 Using the IBM SWG Support Portal to upload files to a
PMR

To use the IBM SWG Support Portal to upload files to a PMR, use the following procedure:

1. Open a web browser.

2. Navigate to this URL: https://www-947.1ibm.com/support/servicerequest/Home.action
The following page is displayed:

Industries & solutions ~ Services

Support home  Downloads  Troubleshoot  Plan & install Service requests & PMRs  Documentation Communities

Service requests & PMRs

Hardware support Software support e
> B5C The IBM Service Request (SR) application is used to open and update service requests Contact support

'
+

(formerly called Problem Management Records or PMRs) online. Buy support & services ;
¥

fou lems - . .
You can use SR to report problems on nearly all IBM supported software products. Other IBM pages

signin —_—
Site Availability + [
Recent acuisitions Site news o

Coremetrics =] > Suppurt feedback =

3. Sign in with your IBM Account user name and password.

4. After submitting your credentials, you are navigated to a page that lists any Open PMRs
you have under the Customer ID associated with your IBM Account.

Chapter 16. Troubleshooting IBM Connections 266


https://www-947.ibm.com/support/servicerequest/Home.action

Support home

Service requests home

Downloads  Trouhleshoot

Plan & install Service ts & PMRs i Ci

el

New service request Search My profile My messages Help

Service requests home

< Open a new service request

To modify an open service request, select its service request number.

Date Date
modified submitted

1+ Servicerequest £ Sev. Title

23395,004,000 4 thisisatest 172413 12413 a8 = Site Availability H
Site news .

» 5. (2] &
Support feedback ¥

3 View all my online service requests

Recent
= Search service requests
Coremetrics = )
Search by service request number
Enter a service request & Select country Q
number
Related links

Search by customer number

Enter keywords

.‘mulmge slupport Support resources ¥
regestrations My recent open online service requests
- Support registrations e -

Buy support & services
Other IEM pages

5. Click the PMR number to which you want to upload files.

6. Use the Attach additional files section on the bottom of the page to upload your files.

Attach additional files

Select file to attach

Files in queue

Add file to queue

None

Browse...

Request to close this service request

Continue X Cancel

7. A pop-up window containing a summary of the information and data you want to send IBM
appears. You also have the option to specify how you want to be contacted. Click Submit.

8. After files upload completes, a page stating whether the update was successful will
appear. Unless an error occurred, this is the last step in the process.
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IBM Greenhouse

IBM launched the IBM Greenhouse
(https://greenhouse.lotus.com/wpsgh/wcm/connect/ghcontent/lotus+greenhouse+next+si
te/home/Tgh+next+homepage+)to show off and allow users to try at no charge IBM
Collaboration Solutions software without the requirement of deploying it in their own
environments. Included in the IBM Greenhouse are the following software products:

IBM Connections

IBM Sametime

IBM Mashup Center

IBM Websphere Portal

IBM Quickr for Domino

IBM Quickr for Websphere Portal
IBM Forms Builder Experience
IBM Symphony

IBM Notes Traveler

IBM iNotes Social Edition

IBM Lotus Designer

IBM Docs

VVYVYYVYYYVYVYVYYY

v

IBM encourages everyone to create a public
account(https://greenhouse.lotus.com/gh_next/lotusgreenhouserequests.nsf/MainDocum
entSelf?openForm) that then also grants you access to the IBM Collaboration Software
Solutions Catalog. The catalog is a collection of free and downloadable widgets, plugins, and
more for your own environment. All of the catalog is searchable.

Also found inside IBM Greenhouse is the IBM Greenhouse Labs
(https://greenhouse.lotus.com/wpsgh/wcm/connect/ghcontent/lotus+greenhouse+next+si
te/home/Tabs/1gh+next+1abs?pageDesign=ghdesign/LGH+Next+PT+Labs+-+GH+Anon). The
labs allowing trying out alpha code to help build future product directions. Many of these are
simply ideas while some become integrated or their own products in the future. IBM
Symphony through the web is an example because it was known as Concord during IBM
Greenhouse Labs testing. These products are added and evolve consistently so visit the IBM
Greenhouse Labs site
(https://greenhouse.lotus.com/wpsgh/wcm/connect/ghcontent/lotus+greenhouse+next+si
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te/home/Tabs/1gh+next+1abs?pageDesign=ghdesign/LGH+Next+PT+Labs+-+GH+Anon)for
current projects.

A.1 The IBM Greenhouse Collaborations Solutions Catalog

The IBM Collaboration Solutions and WebSphere Portal Business Solutions Catalog on IBM
Greenhouse is a rich, web 2.0 style catalog designed to dynamically deliver widgets, plug-ins,
portlets, and sample applications across the entire IBM Collaboration Solutions and
WebSphere Portal software portfolio. The catalog contains a robust array of IBM, Business
Partner, and individually created solutions. Whether you are looking for an industry solution
for your enterprise or something to customize your end-user experience, you can find it in this
catalog.

IBM Business Partners, individuals, and IBM employees can all submit solutions to be
included in the catalog. With over 1600 solutions and 10,000 downloads at the time of writing,
the catalog is a no-charge resource sortable by solution area, product, or industry. You can
also search across industry, product, solutions tags and titles to find a listing.

What can I find in the catalog?

Containing an initial 30 widgets designed to customize and enhance your IBM Notes
experience, the catalog evolves quickly to include value-add and business solutions that span
the entire IBM Collaboration Solutions and WebSphere Portal portfolio. Check back often to
find new widgets, plug-ins, portlets, sample applications, and more.

What browsers are compatible
The catalog is tested for compatibility with Firefox 2.x, Firefox 3.x, Internet Explorer 6.x,

Internet Explorer 7.x, Internet Explorer 8.x, and IBM Notes embedded browsers (IE6, IE7 &
IE8).

Enabling the "My Widgets" sidebar panel in IBM Notes 8.x

By default, IBM Notes 8.x users do not see the My Widgets sidebar panel. To display this
panel, select File — Preferences — Widgets and enable the "Show Widget Toolbar and the
My Widgets Sidebar panel" option. This brief video
(https://greenhouse.lotus.com/plugins/plugincatalog.nsf/about.xsp#) demonstrates
how to enable this functionality.

Video to demonstrate "drag & drop" installation

To install widgets that are listed in the catalog, after accepting the license agreement, you can
drag the install icon to the "My widgets" sidebar panel in IBM Notes. This brief video
(https://greenhouse.lotus.com/plugins/plugincatalog.nsf/about.xsp#) demonstrates
drag & drop widget installation.

A.2 Searching the IBM Greenhouse Collaboration Solutions

Catalog

The IBM Greenhouse Collaborations Solutions Catalog in IBM Greenhouse allows searching
by solution area, product, industry, text and tags. The date last updated, community rating
and number of downloads is shown next to each solution. You can also click any catalog
solution provider name and show only solutions uploaded by that account.
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The following figure shows a sample image of the search area the IBM Greenhouse
Collaborations Solution Catalog.

~ Filter Results

Solution Area:

All Solution Areas hd
Product:

All Products hd
Industry:

All Industries -

Search Text:

~ Tags @

lotus connections
domino portal notes
quickr widget sametime
Lotus_Hotes wem plugin
CRM profiles email
communities integration
plug-in websphere_portal
Xpages productivity portlet
administration

View as cloud | list | [FHall

» Solution Area:

There are over 20 solution areas available to search against from B2B Integration to
Unified Communications.

» Product:

The products search covers many of the products found in the IBM Greenhouse. While not
every product has had a solution entered into the catalog, make sure to search the entire
catalog for results to make sure you find them by tag or text in case they were not
categorized appropriately.

» Industry:

From banking to telecommunications, the searches allow you to sort industry specific
solutions from the catalog.

» Text:

You can enter any text into this box to help you narrow your results. Boolean type
searching (such as using a minus sign to discard results) is not allowed.

» Tags:

Each entry in the Solutions Catalog is tagged to help you do a simple search or use the
provided slider to narrow the results.

Appendix A. IBM Greenhouse 270



A.3 Downloading from the IBM Greenhouse Collaboration
Solutions Catalog
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The IBM Greenhouse Collaboration Solutions Catalog allows you to directly download code

after searching.

Complete the following steps to download content:
1. Log in to IBM Greenhouse.

2. Click Start Download as highlighted on the upper right in the figure below. The application

prompts you to log in if you have not already done so.

Lotus Blogger and Technical Search Widget

Version: 1.1
@ Published by
Provided by Id

& Entry downloaded 248 times
IDoNotes Rating: 3 34
%

Tags:bloos, blogoer, search, Google, Planetl otus, wiki, forums, documentationffg

Description: Search any document text against all the Lotus blogs and technical resources

Start Download

Getting Started

Click the Start Download
button and agree to the
terms of the License to
activate the downioad fink

3. License Agreement:

The license agreement is from the widget creator, usually an IBM Business Partner. The

license agreement is to protect the creator of the free utility and notify you of any licensing

requirements for usage. While most of the catalog solutions are free, some are for
personal use and not meant to deploy to everyone in the enterprise without a purchased

license. Make sure to read each one before continuing.

License Agreement

|»

The widget you are about to install {(or have installed) simply places a right-click choice in your
Lotus Motes clientto select any text and then search against over 350 controlled sources. It
includes, but not limited to and updated often, PlanetLotus bloggers, LDD forums, LDD wikis,
LDOD whitepapers and technical webcasts.

It does not store, remember or even want to know what you were searching for. The only
information transmitted is the exact data you highlight to search for. Google may collect
additional data outside of the controla nd knowledge of the widget maker.

Ifyou know of a site that is missing, please contact me below. If you do not rank high enough il
the search results, please know thatis Google and not the widget search.

doMotes

Spiked Studio LC
3-2345-GEEKS
IdoMotes@idoMotes.com

w
4] | »

Efoees Cancel

4. Download option:

Some of the solutions in the catalog might be a template or portlet, while others allow you
to deploy it immediately into the IBM Notes client with a simple drag and drop (depending

on your security policies) as the figure shown below.
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< Return to Catalog

D

IDoNotes

Lotus Blogger and Technical Search Widget
Version: 1.1

Published by Chris Milsr on Oct 25, 2010

Provided by ldoNotes / Spiked Studio LC

& Entry downloaded 248 times

Rating:

(click stars to vote)

Download Options

=44 Drag and drop install
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Working with Tivoli Directory
Integrator for custom Profiles

There are two methods to populate data into IBM Connections Profiles database:
» Profiles Administration REST API

You can use Profiles Administration REST API to populate profiles data from different type
of systems, developed in different languages, and running on different platforms. You also
can use this APl in certain complex situations. For example, when Tivoli Directory
Integrator plug-in for a specific systems is not available, is not functional enough, is too
complicated to develop.

» Tivoli Directory Integrator (TDI) with plug-ins

Created specially for IBM Connections, TDI plug-ins provides a variety APIs that can help
reduce low level programming for accessing external resource and obtaining data from
them.

In this appendix, we discuss, through example, how to populate Profiles database with Tivoli
Directory Integrator. We cover the following topics:

What is customizable?

Creating and using custom functions to manipulate data
Creating custom mapping

Setting up Tivoli Directory Integrator properties files

v

vvyy
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B.1 What is customizable?

As an IBM Connections System administrator, you can load the profile attributes from LDAP
Server, files (such as a CSV file), relational database, and other systems such as human
resource system. Profile customization throughTDI include:

Mapping profile attribute to a custom attribute at LDAP
Adding extended fields

Creating custom functions, using JavaScript.
Customizing user login attribute

Customizing search

vyvyyvyyvyy

The most common source of user data is the LDAP directory, to load data from the enterprise
LDAP directory to Profiles database, you can use IBM Tivoli Directory Integrator (TDI) and
IBM Connections TDI Solutions Package.

B.1.1 IBM Tivoli Directory Integrator

Tivoli Directory Integrator provides the functionality to join different software components an
integrated software solution. TDI features includes:

» Itis an integration tool that can easily move, copy, and transform data between
applications and systems.

» It has a set of connectors that connect to different types of systems and protocols, such as
LDAP, JDBC, JMS, SMTP, HTTP (client), JMX, JNDI, IBM MQ, Notes, and so on.

» It has an integrated and agile development tool IDE. Based on the power of Eclipse
Platform, the TDI development environment is both comprehensive and extensible.

B.1.2 TDI solutions package
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The IBM Connections 4 comes with a set of ready-to-use TDI solution files that can allow IBM
Connections System Administrator to easily load their Profiles data with user entries. The TDI
Solution Package is located in the /TDISOL subdirectory. In our environment, the location is
/opt/IBM/LotusConnections/TDISOL

This directory contains two archive files, tdisol.tar and tdisol.zip, for Linux and Windows,
respectively. TDI deployment is simple and straight forward. You just extract the files to a local
directory on a server from which you plan to run the Profiles load and synchronization scripts
and configure certain files. It is not required to run TDI on the same server as IBM
Connections. You can place TDI on the database server to reduce network latency or on its
on server.

Profiles TDI solution directory
The following are the subdirectory under the TDI solution directory:

» conf: Used to configure Profiles extensions properties

» etfc: Contains log4j.properties where logging can be enabled
» lib: Database driver and profiles backend library files

» Jogs: Task log files (except for Wizard)

» packages: Used to develop TDI connectors

» samples: Additional optional sample files

» TDISysStore: Local Derby database for TDI specific storage
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The files for maintaining the Profiles include:

»

profiles_tdi.properties: This file contains the property values relevant to your configuration.
See the IBM Connections 4 Wiki for a full explanation of all parameters.

profiles_tdi.xml: This the TDI solution file that contains all TDI “assembily lines”.

map_dbrepos_from_source.propertie: Defines mappings from the enterprise directory (or
input sources) to the Profiles database. The mapping can consist of:

— LDAP Attribute: Specifies the LDAP attribute to assign to the database field

— JavaScriptTM function: Specifies a JavaScript function whose return value is the value
assigned to the database field. The function name is specified in between “{}” in the
mapping file, map_dbrepos_from_source.properties.

profiles_functions.js: JavaScript mapping functions
collect.dn: Contains the distinguished names from the LDAP directory.

tdi-profiles-config.xml: Defines mapping for custom extension attributes to fields in your
source LDAP directory

t.bat or *.sh: Scripts to run Profiles TDI tasks

B.1.3 How user data is load to Profiles database

The following figure show how TDI works. Aafter loading source data for each user, TDI
engine updates Profiles database (PEOPLEDB) using the Profiles Connector. The following is
the execution flow of load user data to the Profiles in IBM Connections:

1.

Based on values in profiles_tdi.properties, TDI searches LDAP and creates a file (default:
collect.dns) of users to be imported.

Based on map_dbrepos_from_source.properties and collect.dns, TDI loads data for each
user into PEOPLEDB, using the Profiles Connector, available in TDI Solution.

If extension attributes are specified in tdi-profiles-config.xml, these are also loaded during
step 2.

- E A\
/ \
map_derepos_from_source.properties . collect.dns
I TDI Engine I
1
Mapping between LDAP attributes "
I and PEO PLEDB columns I List of user Dns to be loaded |
|
1 . |
| JconfiLotusConnections-configl | Profiles profiles_tdi.properties
| tdi-profiles-config xmil Connector - |
» LDAP and DB server details |
| Extension Attribute Information - | . « LDAP Search filter & base DN
»  Much more
I |
|
1 P
o —

I Fa.._____,.ﬂ I
\ PEOPLEDB | /
N : /

o o P 2 e e Al s U S U a0 -
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B.2 Creating and using custom functions to manipulate data

In this section, we use an example to explain how to create and use custom functions to
manipulate data. IBM Connections is an integrated and secure platform that many leading
companies uses to help their employees engage with networks of experts in the context of
critical business processes in order to act with confidence, and to anticipate and respond to

e
a
a

merging opportunities. It is common that the experts are located in different time zone
round the world. Having time zone information in the user profile will be continent for finding
proper time to contact the expert.

Here we show how to add time zone information into profile. In our example, the user profile
has office address. We use the city to determine the time zone. The steps are as follows:

1.

2
3.
4

Creating mapping function.

. Adding the mapping function to profile_functions.js
Setting field attributes

. Synchronizing profile data

B.2.1 Create a function that maps the city for timezone

277

IBM Tivoli Directory Integrator (TDI) functions are JavaScript scripts, TDI includes the IBM
JSEngine to provide a fast and reliable scripting environment. Create a new function that
maps city to time zone according to the following table:

Office Time Zone
New York America/New_York
London Europe/London
Bangalore Asia/Kolkata
Séo Paulo America/Sao_Paulo
The following is a simple time zone mapping function:

function func_setTimeZone(fieldname) {
var location = work.getString("city");

if (Tocation == "sao paulo") {
result = "America/Sao_Paulo";

else if (location == "new york") {
result = "America/New_York";

else if (location == "bangalore") {
result = "Asia/Kolkata";

else if (location == "Tondon") {
result = "Europe/London";

return result;
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B.2.2 Adding function to profile_functions.js

Under the TDI solution directory, the profiles_functions.js file contains functions for
manipulating data within IBM Connections. The default location of TDI Solution directory is
/opt/IBM/TDIPopulation/TDISol/linux .

Add this new time zone mapping function to profiles_functions.js.

B.2.3 Map function within the file map_dbrepos_from_source.properties

Set the time zone field in the map_dbrepos_from_source.properties file to use the mapping
function. In this example, we specify the following property in
map_dbrepos_from_source.properties:

timezone={func_setTimeZone}

B.2.4 Synchronize the data

Run the update script sync_all_dns to update the Profile database with the values in the
LDAP server:

» AlX and Linux:
# chmod +x sync_all_dns.sh
./sync_all_dns.sh}}
» Microsoft Windows:

> sync_all_dns.bat

Checking the result
After finished the update script, you can check the Local Time file in user profiles page:

Local Time: 9:58 AM

Send Email Download vCard

B.3 Creating custom mapping

An extended attribute is a container for fields that are not in the default schema of a Profile,
within database of IBM Connections. The Profiles application provides a set of default
attributes. The attributes of a Profile are common to most of the companies. Because every
organization's directory structure is unique, the Profiles application provides the ability to add
additional custom extension attributes. For example, you might want to add an extra attribute
for your organization that allows employees to specify their mentor.

The extension attribute is a method for managing additional customer specific data in Profiles.
Examples of using extension attributes includes:

» Social media IDs field for Facebook or Twitter IDs.

» Birthday field

» Company Division field to hold the internal name of a division of a company
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» Company Organization Unit Code field

An extension attributes can be populated with value from a external source such as LDAP
directory, HR system, or it can be null, so the user can update the value. An extension can be

set as editable or read-only.

You can create a custom mapping at IBM Connections 4 by adding custom extension
attributes in Profiles application. In this section, we explain what is an extension attribute and

how the extension attributes are stored in Profiles.

B.3.1 How extension attributes are stored in Profiles (PEOPLEDB)

Because the extension attributes are not part of the default schema, extension attributes have

their own table, PROFILE_EXTENSIONS.

The following table shows the main columns of PROFILE_EXTENSIONS.

Column name Primary Key | Null Value Description
PROF_KEY X profile key
PROF_PROPERTY_ID X name of the extension attribute

PROF_NAME

Label for the extension attribute

PROF_DATA_TYPE

type of extension attribute

PROF_VALUE value of the extension

attribute

Profiles adds extension attributes by inserting rows in this table. The following figure shows an

example of the extension attribute rows in the PROFILE_EXTENSIONS table.

PROF_KEY 4 |PROF_PROPER... 2 | PROF_NAME = |PROF_DATA_TY,,, = | PROF_VALUE , 2
8f2059-a0ca-4683-... | division String ITS0 Canada
"8f2059-a0ca-4683-... | twitterid String @aberzat
-8f2059-a0c3-4683-...| org_nr String 20315
20bb555-6975-459Fd. .. | division String ITSO Brazil
20bb5E5-6975-49Fd, .. | twitterid String {@eniohasso
20bb555-6975-49Fd. .. | arg_nr String 3045
ofd35ch-40e6-4fF4-. .. [ divisicn String ITSO India
Ord35ch-40e6-4rk4-... | org_nr string 20113
8567955-0531-4%b.. | division string ITS0 USA
8567955-0531-49¢b.. | twitterid String @bhzechman
3567955-05a1-4%eh,, | org_nr string 11321

B.3.2 Adding a custom mapping

The basic steps for adding a custom mapping is as follows:
1. Add an extension attribute to the Profiles application.

2. Create a custom Label file.

3. Add the custom label file to IBM Connections.

4

. (Optional) Configure IBM Connections TDI Solution to populate extension attributes.
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Adding an extension attribute to Profiles Application

To add a custom extension attributes to Profiles Application, you use wsadmin to change
profiles-config.xml and update Profiles application. The wsadmin client is an IBM WebSphere
Application Server scripting environment that you can used to access and change properties
that govern the IBM Connections configuration.

1. On the WebSphere Application Server Deployment Manager (Deployment Manager)
server, created a temporary directory to checkout the configuration file:

— AIX/Linux: # mkdir -p /root/temp
¢ Microsoft Windows: cd c:/prof/temp
2. Go to the Deployment Manager binary directory
— AIX/Linux: # cd /opt/IBM/WebSphere/AppServer/profiles/Dmgr0l/bin
¢ Microsoft Windows: cd c:\IBM\WebSphere\AppServer\profiles\Dmgr01l\bin
3. Run wsadmin:

— AIX/Linux: # ./wsadmin.sh -lang jython -user wasadmin -password <your
password>

— Microsoft Windows: > wsadmin.bat -lang jython -user wasadmin -password
4. Load Profiles administration scripts:

wsadmin> execfile("profilesAdmin.py")
5. Check out files:

— AIX/Linux: wsadmin
>ProfilesConfigService.checkOutConfig("/root/temp",AdminControl.getCell())

— Microsoft Windows: wsadmin
>ProfilesConfigService.checkOutConfig("c:/prof/temp",AdminControl.getCell())

6. Edit the profiles-config.xml file using a text editor to add elements. The follow is our
example. We define the extension attribute by adding the following code to the element
under :

<simpleAttribute extensionld="division" length="64" />
<simpleAttribute extensionld="twitterid" length="64" />
<simpleAttribute extensionld="org_nr" length="64" />

7. To display the extension attribute., add child element under the element.

In our example, we specify the values for bundleldRef and labelKey to be used with our
custom Label files. The following table shows the XML attributes associated with
extensionAttribute.

showl abel Specifies whether to display a label for the extension atfribute in the user interface. The attribute takes a Boolean value
hidelfEmpty Specifies whether to hide the afiribute if it does not have a value. This atiribute takes a Boolean value.

editable Specifies ifthe extension attribute can be edited by users. This attribute takes a Boolean value.

prependHiml Specifies the HTML code prefixed to the value. This attribute takes a string value

appendHiml Specifies the HTML code appended to the value. This atiribute takes a string value.

bundleldRef Specifies the referenced bundle ID ofthe label. This atiribute takes a string value.

extensionldRef The ID ofthe extension. This ID is associated with the property key in the resource file. This atfribute takes a string value
labelKay Specifies the referenced key name ofthe label. This attribute takes 3 string value.

The following is our example:

<extensionAttribute showLabel="true" hideIfEmpty="true" editable="false"
prependHtml="" appendHtml="&1t;br&gt;" bundleIdRef="MylLabels"
extensionIdRef="division" TlabelKey="Tlabel.itso.division" />
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<extensionAttribute showLabel="true" hideIfEmpty="true" editable="false"
prependHtml="" appendHtml="&1t;br&gt;" bundleldRef="MyLabels"
extensionIdRef="twitterid" labelKey="label.itso.twitterid" />
<extensionAttribute showLabel="true" hideIfEmpty="true" editable="false"
prependHtml="" appendHtml="&1t;br&gt;" bundleldRef="MyLabels"
extensionIdRef="org nr" TlabelKey="1abel.itso.org nr" />

Save and exit.
8. Check in files using the following commands:
wsadmin> ProfilesConfigService.checkInConfig()
9. Exit wsadmin:

wsadmin> exit

Creating a custom Label file

You can use a property file to display descriptive labels for the new extension attributes in
Profiles page:

1. Go to the /customization/strings directory:
— AIX/Linux: # cd /opt/LotusConnections/customization/strings
— Microsoft Windows: > c¢d \IBM\LotusConnections\customization\strings
2. Create the label file:
The format of the properties file must be the following:
Label = value
We name our file com.itso.resources.properties and we define the following labels:

label.itso.division=Division:
label.itso.twitterid=Twitter Id:
label.itso.org_nr=Organization Number:

3. Save and close the file.

Adding the custom label file to IBM Connections

To add labels to the custom extension attributes, you must add the changes in
LotusConnections-config.xml and update IBM Connections using wsadmin:

1. Using the steps described in the Adding an extension attribute to Profiles Application
section to start wasadmin and check out the configuration file.

2. Load IBM Connections administration scripts:
wsadmin> execfile("connectionsConfig.py")
3. Check out configuration file:

— AIX/Linux: wsadmin
>LCConfigService.checkOutConfig("/opt/temp",AdminControl.getCell())

— Microsoft Windows: wsadmin
>LCConfigService.checkOutConfig("c:/prof/temp,AdminControl.getCell())

4. Edit the the LotusConnections-config.xml file and add the label file to section as follows:
5. Check in file:
wsadmin> LCConfigService.checkInConfig()

6. Exit wsadmin:
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wsadmin> exit

Restart IBM Connections
Access the IBM Solution Console using the user name defined as the primary administrator
and restart IBM Connections applications.

(Optional) Configure IBM Connections TDI Solution to populate
extension attributes
You can use IBM Connections TDI Solution Scripts to populate custom extension attributes by

adding extension attributes to tdi-profiles-config.xml and run populate_from dn_file or
sync_all_dns scripts as follows:

1.

Open the /TDISOL//conf/LotusConnections-config/tdi-profiles-config.xml file in a text
editor.

In our environment, the default location of TDI Solution directory is
/opt/IBM/TDIPopulation/TDISo1/1inux/conf/LotusConnections-config/tdi-profiles-c
onfig.xml.

To define the extension attribute, add the element under as follows:

<simpleAttribute extensionld="division" sourceKey="division" userTypeString="String"
length="64" />

<simpleAttribute extensionld="division" sourcekKey="division"
userTypeString="String" length="64" />

<simpleAttribute extensionld="twitterid" sourceKey="twitterid"
userTypeString="String" length="64" />

<simpleAttribute extensionld="org_nr" sourceKey="org nr"
userTypeString="String" length="64" />

where
Column name Required Description

lextensionld X The ID of the extension atiribute

lsourceKey X The name of the LDAP attribute that maps to the extension atribute

userTypeString An administrator-defined string defining the data type of the extension afiribute. This string does notdisplay in
the userinterface or APL

length Length of Extension atiribute

userLabel An administrator-defined label for the extension attribute that is populated into the database. This string does
not display in the user interface or API.

Save and exit.
The following figure shows how data is inserted inside tdi-profiles-config.xml.
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<tdiConfig id="tdi-profiles"

x¥mln http://www.ibm.com/profiles-config"
="http: //wew. ibm.com/profiles-config"
http://www.w3. org/2001 /XMl Schema-instance"
xsiischemalocation="http://www.ibm.com/profiles-config profiles-config.xsd">
<profileExtensionfAttributes>

<!—— Connections 4 Redbook - Start——>

tring" length="64" />
"String" length="64" />
"String" length="64" />

1Td="division" sourceKey="division" userType3

"twitterid" userT

<simpleAttribute extensi
<gimplelAttribute exten
<simpleAttribute extensi

T—— Commections 4 RedDoOk - End——

W

d="twitterid" sou K
d="org_nr" sourceKey="org nr" userType3trin

This extension attribute is required by the 'MyLinks' profile widget
-
<xmlFilefttribute

erxtensionId="profileLinks"

schemaFi 'profile-links.xsd"
indexBindingExpr="/linkroll/link/@name | /linkroll/link/Gurl">
<indexFields>

<indexField fieldName="linkName" fieldExpr="/linkroll/link/@name" />
</indexFields>

</xmlFilehttribute>
</profileExtensionAttributes>
</tdiConfig>

3. Running the scripts in IBM Connections TDI Solution directory to populate or synchronize
the profile data:

If this is initial population,use populate_from_dn_file script, as follow:
» AIX/Linux:

# chmod +x populate_from_dn_file.sh
# ./populate_from_dn_file.sh

» Microsoft Windows:

> populate_from_dn_file.bat

If your data is already loaded, use sync_all_dns script to synchronize data:
» AIX/Linux:

# chmod +x sync_all_dns.sh
# ./sync_all_dns.sh

» Microsoft Windows:

> sync_all_dns.bat

B.4 Setting up Tivoli Directory Integrator properties files

In this section, we explain to the main property files necessary to set up IBM Connections TDI
Solutions Package, that are:

» profiles_tdi.properties
» map_dbrepos_from_source.properties

B.4.1 PROFILES_TDI.PROPERTIES file

This file includes the following properties:
» source_ldap_url
The LDAP web address used to access the source LDAP system.

» source_ldap_user_login
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Login user name used for authentication.
» source_ldap_user_password
Login password used for authentication.
» source_ldap_search_base
The search base (the location from where the search begins) of the iterating directory.
» source_ldap_search_filter
Search filter used when iterating the directory.
» source_ldap_use_ssl
Required if you are using SSL to authenticated.
» dbrepos_jdbc_driver

The JDBC driver implementation class name used to access the Profiles database
repository.

For DB2, the default is com.ibm.db2.jcc.DB2Driver, for example:

dbrepos_jdbc_driver=com.ibm.db2.jcc.DB2Driver

For Oracle, the default is oracle.jdbc.driver.OracleDriver, for example:

dbrepos_jdbc_driver=oracle.jdbc.driver.OracleDriver

If you are using a Microsoft SQL Server database, change the value to reference a SQL
Server driver, for example:

dbrepos_jdbc_driver=com.microsoft.sqlserver.jdbc.SQLServerDriver

» sbrepos_jdbc_url
JDBC web address used to access the Profiles database repository.
» dbrepos_username

User name under which the database tables, which are part of the Profiles database
repository, are accessed.

» dbrepos_password
Password associated with the user name under which the database tables, which are part
of the Profiles database repository, are accessed.

The following is example of our environment

source_ldap_url=1dap://1dap-dom.itso.ibm.com:389

source_ldap_use_ssl=false

source_ldap_user_login=cn=domadmin

source_ldap_search_base=o=itso

source_ldap_search_filter=(&(uid=*) (objectclass=dominoPerson))
#source_ldap_user_password=<PUT_YOUR_LDAP_PASSWORD_HERE>
{protect}-source_ldap_user_password={encr}xkPPGXwafVULAhCCWQ1CwgdR41StVqDPcOUKWIiB
6QDLONYzZKERZDCcAZ6ZvVMfBOSq4fOelcGUqbqkh3r1QI2gwvV+vj780Lv/IXLXRIj8KApWOMp7XEXOzpp
ks4SDvyja30X854KQ4/eUy8fCeBdkgIlyXCT22Mbc3xP/bllms=
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B.4.2 MAP_DBREPOS_FROM_SOURCE.PROPERTIES file

This file include the following properties:
» displayName
User name which will be displayed in IBM Connections
» distinguishedName
Full hierarchical name. Example:
uid=Sandra Smith,o=Renovations,c=US
» email
User Internet Address
» loginld
Attribute to be used as username at login
> uid
User unique ID
» guid

The guid property identifies the global unique ID of a user. This property's value is created
by the LDAP directory and is unique, complex, and never changes.

IBM Tivoli Directory Server:

guid=ibm-entryUuid

— IBM Lotus® Domino® Directory:

guid={function_map_from_dominoUNID}

— Microsoft™ Active Directory:

guid={function_map_from_objectGUID}

— Sun Java™ System Directory Server:

guid=nsuniqueid

— eNovelle System Directory Server:

guid={unction_map_from_GUID}

> surname

User Last name

The following is example of our environment

displayName=cn
distinguishedName=$dn

email=mail

loginld=mail
uid={func_map_to_db_UID}
guid={function_map_from_dominoUNID}
surname=sn
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Downloading the software from
Passport Advantage and
PartnerWorld

You can obtain IBM Connections, including its prerequisites, from IBM Passport Advantage.
Before downloading, find the appropriate product part numbers for your operating system
from the Required Parts list in the following IBM TechNote website:
http://www-01.1ibm.com/support/docview.wss?uid=swg24033179

When you have part number ready, use the following steps to download the software for IBM
Connections software from IBM Passport Advantage:

1. Sign into IBM Passport Advantage from a web browser with your IBM ID and password
using the following URL:

http://www-01.ibm.com/software/lotus/passportadvantage/pao_customer.html

2. Accept the terms of the IBM PartnerWorld Software Usage agreement:
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Home

m Products Support & downloads My 1BM

Software Access Catalog

Software Access Catalog

Please note that before you can begin shopping in the IBM Software Access
Catalog, you must scroll down to read and accept the terms of this
attachment.

IBM PartnerWorld Agreement
PartnerWorld Software Usage Attachment

The terms of this IBM PartneriWorkd Software Usage Altachment are in adaiion o and prevai
over the ferms of the 1BM PartneriVorid Agreement - Internalional Basic Genaral Tarms (PIVA).
Addiionally, the lerms of this Atachment are in addition fo and preévail over the terms of the I1BM
International Program License Agreement (IPLA) and the IBM infernational License Agreement
for Mon-Warranted Programs (ILAN) (whichever of thase which are supplied with the Programs)
and their associated License Information (Li). For all applicable Programs, any of the following
actions by you constilufes your acceptance of the terms of the above Agreements, the License
Indormation and the terms of this downioading, instaling, copying, accessing or
wusing the Programs.

Additional details regarding this ARachment are specified on the ParneriWorld website.

1.0  Scopeof Use

‘You may install and use 3 commercially reasonable number of copies {unless we
specify otherwise) of each Program only for the purposes specified in this Attachment. A
commercially reasonable number of coples is no more than the number of active
employees who are registered and associaled with your company’s Parnenyond
Country Enterprise profile and using the Programs 1o the approved usages as defined
inthis Atachrnent. However, we specify in the Schedule e madmunm number of copies
you are authorized 1 make of cenain Programs.

Your authorization to use the Programs under this Attachment is limited to those
Programs that are cumrently available in the Software Access Catalog. You agree fo
check the Software Access Catalog on a quarterly basis to ensure that the Programs:
you are using are still avaflable in the Sofware Access Catalog. and, ifnct, lo cease
using the Programs as specified in Section 3 (Termination of Usage)

Unless we specify otherwise, under the terms of this Atachment, Programs may only be
used and installed within your Country Enterprise as defined in the PWA

3. Search the product you need using the part-numbers or product names:

Home Solutions ~

Services - Products ~ Support & downloads ~ My IBM ~ Welcome Wr. Chandrasekaran Ponnusany [Not you?] [ EM Sign out |

Search for software
Popular downloads
Download history
Download FAQs
Request Assistance
Sign out

Related links

ons boense

nt Mana

1EM PartnerWorld

key

cense

Software Access Catalog Downloads

e The Software Access Calalog will be unavailable Thursday, January 17 at Spm EST through Sunday, January 20 at 5:00pm
EST due to system maintenance. We apologize for any inconvenience this may cause.

Overview

1BM's Software Access Catalog allows you to downlaad IBM software products at no charge. The products downloaded may only
ba used for demonstration, evaluation, development testing, education, and limited internal “Run Your Business” purposes as
specified in the PartnerWorld Software L

Hole that some products require a license key for operation. Look for links 1o more details in the "Related links” list on the left
side of this page

Find by search text

Type all or part of a product name and click Search o click one of the pop-up suggestions.
You can select additional filters below.
e Search

» Search filter options

Find by brand
Selact a brand. You must select additional filtars balow:
Selec! a brand - e Search

¥ Search filter options

Find by part number

Enter single or multiple part numbers (separated by commas) and click Search.
Example; CRIVINA, C47TEHML
e Search

Your previous searches
Select one of the options below
» Find by search text

+ Find by brand

¥ Find by part number
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4. Expand the corresponding sections to locate the correct image. Select | Agree and click

Download to begin downloading the software:.

United Sta

Home Solutions~ Services * Products *  Support& downloads = My IBM = Welcome Mr. Chandrasekaran Ponnusamy [Net you?] [ BM Sign out]
IEM PartnerWorid '
Search for software Find by part number results
Search resulls Find by part number criteria
Popular downloads You can search for single or multiple part numbers (separated by commas).
Download history ClA2DML e Search
Download FA
£ Electronic Software Download part numbers will be searched. Example numbers are CR1VINA CATEHML and CR324NA
Requen{ Axuisianes Select Download method:
Sign out @ Download Director Http transfer
Related links eAssemblies (0) L Images (1) 0
1 BM PartnerWorld Sort results by, Default - °

Find by part number results
EdExpand al & Collapse all
Use check boxes to selectimage(s) to download.

E Lotus software (1 Image)

¥ 1BM Connections V4.0 for Wind K (CIA3DML) - View details
Size 1,31imb
Date posted 07-Sep-2012
2 License agreament @ Download estimate

By clicking the " agree” button, you agree that (1) you have had the opportunity to read and understand the above license
agreement(s) and multi-product package terms, if any, and (2) terms of the license agreement{s) govem this transaction. If you
¢o not agree with the terms of the agreement(s). you will be unable to download the software.

@ Jagree 1do not agree

9 Download now

The following website contains demonstrations about how to access and download software
from IBM Passport Advantage:

>

IBM Passport Advantage Login: Online Access Guide:
http://www.youtube.com/watch?v=9pY0fSad5p0

IBM Passport Advantage: Downloading Products from Passport Advantage:
http://www.youtube.com/watch?v=HuatqV8jpu4
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